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Syslog ExiXEEE (P.27)

O7'1&%R (P.28)

BRET 71 IVDRE/ET (P.29)
7 7 =L 7 DEH (P.30)
SREVIHAL (P.31)

P 7 R L ZLANDBREERIL (P.31)

B2 (P.31)

BRENBDI YV IAEY—ADFR
7 (P.31)

Ping ZIXET B EZHRELE T,
%_:Bﬂ%iﬁ%’iuﬁﬁ@'%ﬂ%@?ﬁf‘ﬁ% HREULE

Syslog ICB8 T 2R EZITTVWE T,

OJER=zRRLET,

REZ7 71 ILOREETZEITVERY,
77—LTzF7DF T YAO—-RETVWET,

THHARREICRLE Y,

IP 7 KL AL = TIHEREREEICRLE
a—o

BEFLET,

REEZRELIT,

Port X = 1—

R— MEIRERR (P.32)

R—bDBEBRERRLEY,

Zh—=AaY bO—-ILEE
(Broadcast) (P.34)

70— I\:\:T'ZHJ@‘@“%Z k=LY b
_)I/%Euxﬂi 3_0

Z2bh—L3Y ,O—-JLERE (Multicast)
(P.35)

NIVFFPAMNCHITBZA =LY K
O—)LaRELEXT,

Abk—L3Y ~O—JLERE (DLF)
(P.36)

DLF (BEBEABHI=ZFvRAN) IEHTBR
N—ALaybO—JILEZRELET,

R—KZ5—Y2VJEE (P.37)

==}

IR—=hZS—-UVIZHBELET,

Address Table X = 31—

BRIV R L RERE (P.38)

BIMMAC 7 RLAERELETY,

FA4FZ v U7 RLRKE (P.39)

MAC 7 RLRF—TIZERRLET,
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A= a1—FEE

MAC 7 RLZADI—Y > JKERE I-VVIRBREERELET,
(P. 40)

Spanning Tree X =1 —

ANRZVTY Y —KE (P.41) STP DEMMBHREEZ UET,

R— NERRE (P.43)

STP DIR—hEREZ UL F T,

VLAN X =3 —

VLAN E&7E (P.44) VLAN ODERZITWE T,

VLAN X > JX—E&7E (P.45) VLAN DXV N\—%FZRELET,
VLAN 7R— N E&7E (P.46) R—b D VLAN BREZTVWET,

Quality of Service X = 21—

HAHF 1 —F—RBE (P.47)

Fa1—E—ROREZTVWET,

S04V 093 RT—TILDORE

NSTAYITISRADTZAA YT«
Fa1—EHETVWET,

YIIR—hDT LAY T«

R—hOBEEZRELXT,

Y—3D7314AUT1E—RK

IP/IRT Y NIRRT ZBEEOEEE—R%Z
HRELET,

IP Precedence %7€ (P.52)

TOS-IP precedence FEZfTWE T,

DSCP DOEEERT (P.53)

Diffserv (DSCP) F{EZITWET,

Security X = 31—

YINIITZIP74ILTIVTERE
(P.54)

VINDIITFIP 74T —DREETVE

g—o

R— N SREEERTE (P.55)

R—hOFIAREEZH I BVET,

MAC 7 RL R 7 1 LY —5&E (P.57)

MACZRLRT7A4IWNF IV TDEREZRZ
BWET,

Trunk X=a1—

kZ Y ORERR (P.59) oY IREBRERTLET,
kS UE&E (P.60) NSV ERELET,

SNMP X = 21—

dZaz=F14—FT—7ILEE (P.61) X271 —RZRELET,
IRA N FT—TILERTE (P.62) SNMP IR ~ DEEZITVWET,
FEE S T v TERTE (P.63) SNMP b5y 7DHREEITVWETD,
IGMP X =2 —

IGMP Z X —E ¥ 75} (P.64)

‘MMPZR—Ey7®$E€GM§?O

DHCP Relay X = 21—

DHCP Relay 527 (P.65)

‘ DHCP UL —DBEETVET,

Layer3 X=a1—

RERIFHRET (P.66)

‘w—?4>7?—7w%§ﬁb§¢o
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FT2E AZa—aAYvH¥—T1—2R

ERAVIRERERTE (P.67) HRREERZERLEX T,
TFI7AINT =MD T AERE (P.68) ?%ﬁ@?7xwhf—hﬁl4%ﬂﬁb
RIP %7€ (P.69) RIP ZRELE T,

Statistics X =1 —

HETEERzRxR (P.70) EtEHREzRRLE I,

HEtiemo sV 7 (P.71) HatE® =z V7 LET,
Command Line X =3 —

CLIE—REIDEX (P.71) | CLIE—RIEADET,

Exit X=a2—

Av7Y k (P.71) | Bo7obLET,

X BEREZT>BAR. TRERBDT 5 Y Y a XEY - OREI(P31) ZZBUTREA
BEREFEL TS,
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System XZa1—
System X 21—
VAT LERDRT

FERICETBERERTUET,

= Main Menu — System — System Information

¢ Telnet 192.168.1.254

BUFFALD B3-G3024MR o

Systen / System Information

Uptime: 0 Davs 0 hr. B min. 25 sec. J

Swstem Description:  BUFFALO BS-G3024MR
System Mame:  BS001607ABS0AF
Swystem Contact: NotDefined
Svstem Location: MNotDef ined
MAC Address:  00:18:07:ab:90:af
Hardware Version: 01
Boot Code Version: 1.0.0.1
Firmware Yersion: 1.0.0.3
1.3.6.1

System OID: .4.1.5227.22

KESC> Back *To configure this page, g0 to the Svstem, [P Config pagest

i

NRIA—5— B L]
Uptime FHEROBTBEEAIRRESNET,
System Description AEGDERIPIRTRENET,
System Name AEGHOLFZERTULET,
System Contact AEGOEBEEZERTULET,
System Location KRN BRBINTWBBFAERTLET,
MAC Address AEFD MAC P RL RERRLET,
Hardware Version N=ROLFPN—=IaveERRULET,
Boot Code Version 7—hI1—RON=Y3vERRLET,
Firmware Version 77—LUz7ON—=YarvERRLET,
System OID OD Z&RTULZEY,

BS-G3024MR Y 77 L~ R4 K I 19



F28F AZa—qqvH¥—T1—2R
AT LIEBRDKRE

AEREHNT BREZRELET,

= Main Menu — System — System Configuration

ov Telnet 192.168.1.254

BUFFALD BS-G3024MR. =

Swetem / System Configuration

Upt ime:

System Descript ion:
System Name:
System Locat ion:
Swstem Comtact:
MAC Address:

Erter a System Name (maximum lemgth is 31D

0 Days 0 hr. 7 min. B sec. J

BUFFALD B3-G3024MR
350 F

Mot Def ired
Mot Def imed
00:16:01:ak:90:af

<KESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save
El
NREA—5— B
Uptime AERBOBBIFENRRSNET,

System Description

System Name

System Location

System Contact

MAC Address

FEBOBEBRENRRINET,
FEMOBRMZREL IR, (FHEEF.” - I\ 1T7).)7

(P —=IN=) T XFEYUR I F7 A BS+MAC

FZKLR)

FEEHIRBEINTVWDIEMERELET, (CLARYEE.
T2 NIV T (FYY—IN—) T3 XA/
F7#JL N @ NotDefined (RZ$%))
FEROEFBEEREREVLET. FARKE.” -7 17
N T (Pod=N=) @ (Pykw—9)" 0 (Ry
M) T3 XFLR/F7 ALK : NotDefined (RZ$%))

AERD MAC 7 R L ADBRTRENET,

20 I BS-G3024MR Y 7 7 L ¥ Z A

K



System XZa1—
IRAT— R DEETE
AYERICOTA VT2 —Z- /AT REZRELET,

= Main Menu — System — Passwords

=t Telnet 192.168.1.254

BUFFALD BS-G3024MR =

System / Passwords

Telret fccess is:
Web Access is:

SWMP Access is: Enabled

Password Protection is: Enabled
User Name: admin
New Paszwrord:
Verify Password:

Hit <3pace> to Enable or Disable Telnet Access

<ESC> Back <Tab» Move the Cursor Ctrl-L> Refresh <Ctrl-W> Save
El
NRIA—=H— L
Telnet Access is Telnet ICK B PV ERAZBHERIIFEMICLET,

(7 # )Lk :Enabled (B%h))

Web Access is Web IE& D7 7 ERZBMEIFEHICLET,
(7 #JL b :Enabled (B%h))

SNMP Access is SNMP IZ& 27V ERZBMXIFEMICLET,
(7 #J)U b :Enabled (B%h))

Password Protection is OJAYVIKRAT—RZGMELIFEMNICLET,
(FZ #J)L b :Enabled (B%h))

User Name OJ4 Y vRO1I——2%ZRELET,
CEAEBZ.-" (N1 T72)." " (FvF—I=)T8XFI
A/ 77 ALk :admin)

New Password * OJA4 YREODIXAT—RZERELET,
CEAEBZ. (N1 7). " (FvT—=N=)T8XFI
R/F7AILR7RL)
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FT2E AZa—aAYvH¥—T1—2R

NRIA—5— BiEA

Verify Password * BRDHIAT—RZBAALET,
FEEEHER "N T2) (P —IN—)T8XFU
A/ F7AILE:RL)

X P TICINRAT—RHEESINTWVBIBEETH. 'New Password, . "Verify Passwordi B3I HFRRE
hEth.

MNRAT—REEBNICBBEREEZRIRS IENTERCBDET . TN TLE > IBEI
Ny 77 O—EBEEY 5 - TEREBZHRED < EZ W, (BEEHE)
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System XZa1—
1 —14'—FB8E (RADIUS) DEXFE
AEGANOT A VT BEOI—Y—FAOEREZHL IEWVET,

= Main Menu — System — RADIUS

= Telnet 192.168.1.254

BUFFALO BS-G3024MR =
System / RADIUS

User Authentication Mode:
RADIUS Server IP Address:
RADIUS Shared Secret:

Hit <Space’ to Select an Authentication Mode

<ESCr Back <Tab» Mowe Cursor <Ctrl-L> Refresh <Ctrl-f> Save
=
RGAX—5— BiEA
User Authentication Mode A4 YRO1—Y—RIADOAEEZERELE T,

(57 # JL b :Basic Password only)

Basic Password only:
AREATRAZITVET,

Basic Password then Remote RADIUS:
BAICABMTRIAZITVRILXK L Ic15& (3 RADIUS
FEAZITVWET,

Remote RADIUS Only:

RADIUS SRREDHZITWET,

RADIUS Server IP Address RADIUS H—/I\—D IP PRLAEZHRELE T,
(F7AIk:1.1.1.1)

RADIUS Shared Secret =Ly b E—ZRELET FEAEBF."-"(U\17
NS (P —I=)20XFET/IF7AINRL)

X SUEEARIF PAP DHHR— KL TWET,

¥ OJA»1—Y—(C¥d9d % RADIUS FBEEF. U E—hOY A > (WEB F7cld Telnet) KX L THEH
T AYV=IH 5071 9 B5EIF.RADIUS FREEITVE A
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EB2EB XZa1—AVH¥—T1—2R
SNTP D E

Simple Network Time Protocol #8E (FFZIEBIENS) ICAAT 2R EZH I BWVWET,

= Main Menu — System — SNTP with Time Config

=+ Telnet 192.168.1.254

BUFFALD B3-G3024MR -
Swetem / SNTP

SHTP:

Time Confiz: 2007 Year 9 Month 1 Dav
0 Hour 9 Minute 2 Second

SNTP Server IP Address: 0.0.0.0
SNTP Polling Interval (hour): 24
Time Zone: JP (Asia/Tokyo)

select Time Zone

Hit <Space? to Erable or Disable sntp control

<ESC> Back Ctrl-L> Refresh <Ctrl-W> Save
|
IRGA—H— EL]

SNTP SNTP ##EDFE % (Enabled)/ &% (Disabled) ZFRE L F T,
(7 # L b :Disabled ($%h) )

Time Config BRI ZRELET,
(77 #JL k1900 Year 1 Month 1 Day 0 Hour 0 Minute 0O
Second)

SNTP Server IP Address SNTPH—IN—DIP7RLRAERELET,

(7 #JLK+:0.0.0.0)

SNTP Polling Interval (hour) SNTP H—N\—IcEZZBVWEbE 2RREERELE T,
(GRAEME: 1 ~ 24 (B5[E)/ 77 A )L b 24 (B8fE))

Time Zone —BID Y1 LY—VEBIRULET,
Select Time Zoney ICH—Y ILZ &b, <Enter> ¥ —% i
FTEAIILY—VD—EBRRREINET,
(77 # )L b 1 JP (Asia/Tokyo) )

X SNTP ZFEAULAWVES AEEHIEEI LI EEIC 1900 FE1 A1 HORK 02 0 WHRESN.
ZORMERERICAIY R NENET,

24 I BS-G3024MR Y 7 7 LY ZH A K



> A7 LEZ M (Ping)

Ping ZX(E S 25 ZRELE T,

System XZa1—

= Main Menu — System — Diagnosis — Ping

s Telnet 192.168.1.254

<ESC> Back

Destination [P Address:

Result:

1: Time Taken:
2: Time Taken:
3: Time Taken:
4: Time Taken:
5: Time Taken:
--- 182,168,117

T o T O O

=
.200
5 Packets Transmitted, 5 Packets Received, 0¥ Packets Loss

BUFFALO BS-G30Z4MR o

m

Enter Ping destiration [P address

System / Ping

Ping Statistics ---

Ctrl-L> Refresh <Cirl-W> Save

E

AP

5 —

FiEA

Destination IP Address

Result

Ping #%(ET2ED IP 7RLAZEELE T,
(7 #JLK:0.0.0.0)

Ping DXEHERERTULE T,
(F7 A7)
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F28F AZa—qqvH¥—T1—2R

> AT LEZ MW (Traceroute)

BHERZHET 2NROEHEZEELTT,

= Main Menu — System — Diagnosis — Traceroute

= Telnet 192.168.1.254

Result:

2:
3:

<ESC> Back

BUFFALD B3-G3024MR o

Destination IP Address:  192.1688.111.200 | <> »|

traceroute to 182.163.111.200 :30 hops maxs, 24 data bytes
1z .

Hit <Enter> to show the first page

Swstem / Traceroute

]

<10 ma 20 ms B0 ms 192.163.1
A0 me A0me <10 ms 192.168.11.204
A0 me A0m= <10 ms 192.188.111.200

Ctrl-L> Refresh <Ctrl-W> Save

=

NRIA—5— BiEA

Destination IP Address

Result

| <<>> |

EHERERAEIINRDIP PRLAZEELET,
(7 #JLK:0.0.0.0)

AEOBRERTLET,
(7 ALk %0)

REDEROR—I IO 2B/ R—IZNDBEZIET,

26 I BS-G3024MR Y 7 7 LY ZH A K



System XZa1—

Syslog IRIXEETE

AYBFOOVER% Syslog U—/N—ICERXT IR EERIBRVET,

= Main Menu — System — System Log Transmit

o+ Telnet 192.168.1.254

BUFFALD B3-G3024MR S

System / Syslog

remote server:
Server [P Address:

with switch name:  Dizabled
config-facility: MNotice + Info

auth-facility:  MNotice + Info
system-facility:  MNotice + Info
device-facility: Notice + Info

Hit <3pace> to Enable or Dizable system log transmit to remote PC

<ESC> Back Ctrl-L> Refresh <Ctrl-W> Save
|
NOIA—=H— L]
remote server Syslog #EkikAE DB S (Enabled)/ #E%f (Disabled) %% E U
9,

(7 # )Lk :Enabled (%))

Server IP Address Syslog H—/\—D IP7RLRAZRELEXT,
(77 #JL5:0.0.0.0)

with switch name BXT IV Y —ICRM Y FRZE[FMT 2N E SHh%ERE
ULZ 9, (57 4Lk :Disabled (%))

config-facility HREICEAITZIOJ T BRI IBEERTELET,
(7 #JL b :Notice + Info)

auth-facility REALICEAT RO T GRT IBEERTELET,
(7 #JL b :Notice + Info)

system-facility VRATFLICEAT O T EBETIEEERELE T,
(57 #JL b :Notice + Info)

device-facility FINA RICETZO7 T EHETZIEEERELET,
(7 # JL b :Notice + Info)
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F28F AZa—qqvH¥—T1—2R

A 7158

AEBOOTERERRUET,

= Main Menu — System — Log Information

ot Telnet 192.168.1.254

BUFFALD B3-GB024MR =

System / Log Informat ion

Sat Sep 01 00:00:42 2007 Notice:Not authorized!(IP:192.168.1.101)
Sun Sep 02 00:00:46 2007 Notice:Login from telnet.(IP:192.168.1.WUT%
n

Mon Sem 03 16:14:51 2007 Notice:Login from telmet. (IP:192.168.1.

Hit <space> to select log twpe

Query Delete [< <> >

Loz Info AJ

<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save
=l
NRIA—=H— L
Display Info FRR9 %0 DOFESE (auth/config/device/system) Z &R U &

ED
(7 #JL b :auth log)

Query OJ%zZ&xkRUET,

Delete OJZHEELET,

| <<>> | RADBEEOR—V LD BHEENR—IZNDEZXT,
Time OV DREZERRULET,

Log Info OJzZ&RkRRULET,
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System XZa1—

RE7 71 IVORE/ER

FERORET7 71 eRE/BETLET,

= Main Menu — System — Configuration Management

BUFFALO B3-G3024MR =

System / Configuration Maragement

|

TFTP Server 1P Address:  (NENEEOINEEN
TFTP Path/Configuration Filename:

Password Save Mode is: Clear Text

Download from server
Upload to server

Enter TFTP Server IP Address
KESC> Back <Tab> Move the Curscr <Ctrl-L> Refresh <Ctrl-W> Save

=

NRIRX—5— il

TFTP Server IP Address ~ TFTPH—/\—D IP 7RLAEHRELEX T, (F7 4L ~:0.0.0.0)

TFTP Path/Configuration 4’ v O— K&k 7y 7O—R$BRET 7 1 ILREREL
Filename FTHARER."-"(INATV) " (PyF—=)""(Ry
B) T 15 XFUR(RR—ZBFFRA) TADLET,
(F7 AL K:7R0)

Password Save Mode is /XX T — RDREFEZREL T (F7 4 JL b :Clear Text)
Encrypted: BES{EULTREFELET,
Clear Text: JY7P7H*AMTHRELET,
Download from server:
TFTP H—N—hSRET7AILOF U O—REERTLE
¥V vO— REERIFEESNIC7 71 IILEFEFELY T—

FLET IV O—RRPYT—rDBET T DX THERD
BREZEELIEDBEZLBVTIES W,

Upload to server:
TFTP H—N—ICRET 77y 7O—-RULET,

X RET 7 IVOEFRE/ ETTICIFBLR TFTP Y —N\—bDRETY,

KREEZETT 2R FHREDREL THSETL T EEW ML E T IETLBE.E
ULKERTERBWVWIEDHBDET,
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F2E XAZa—AvH¥—71—2R
77—LD 7 DEH

KERDT7—LV 7 ZEHLET,

= Main Menu — System — Firmware

BUFFALD BS-G3024MR o

Hardware Yersion: X
Boot Code Yersion X
Firmware Yersion: X

TFTP Server 1P Address: TGN
TFTP Path/Fi lename:

Erter Firmware Upgrade TFTP Server [P Address
<E3C> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save

System / Firmware

i
KK
KUK

Download from server

=]

NRIA—F—

FieA

Hardware Version
Boot Code Version
Firmware Version

TFTP Server IP Address

TFTP Path/Filename

Download from server

REDN—RU 7 NN—IaVvhRRINFET,
REDT—MI—RN—=YgaryhRRINFT,
REDT77—LVz7N—YarvhRRINET,

TFTP —N—D IP PRLZERELET(FTAIL b
0.0.0.0)

N=9av7yvTIBdT77—LIzT7DI7AIEZAALE
ED

AIEHZZEIRL. Y ¥ —>F—=# I & Downloading new
firmware will overide current one. Proceed? Yes/No &b %
FoYes ZEIRTZEN—I a7y TEZBHBULEITNo Z:&EIR
IRHEABEEICED XTI,

K I77—=L7x7DN—=9 3> 7y FICERETFTP Y —N\N—Z2%ETI2HENBD XTI, TFTPH—
N—DFERAEIITFTP Y—/N—Y 7 DV =27 EELEEL,

X N—=Yay7y THhRERICARNRAOEREZELIBVTLLEIVWN=Ia V7Y THRET TS
& EEL TIC Operation complete. &RRINE T ZD#.Download new firmware complete.Hit
<Enter> to reboot Switch & RIRENEFTDT.<Enter> F—ZHL TSIV ARINFREENU.
FLUWI 7—Loz7HEMCHEDET,
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System XZa1—

I
REMHAL
AEROREZE THHEROREICELES,
= Main Menu — System — Restore Defaults

AAZ 2 —%3#INT % & Restoring defaults will cause a reset. Proceed? Yes/No & BEIMILE I, Yes & 2
RI 2 EREEPTIHBHARICRED £9.No ZEIRI 2 LHIBEICED £95,

- =) f—
IP 7 K L BN DR EAHE
REEOD IP 7 KL R (VLAND BIADERE Z THHAROREICRL KT,
= Main Menu — System — Restore Defaults except IP
AR 21— FEIRT % & Restoring defaults will cause a reset. Proceed? Yes/No & EMNE T, Yes Z &

=
RIBEPT RLRA(VLAND DA DREED TIHHFERICRED X9 .NoZ:EIRY % L RTEEICRE
nEI,

B
AEREBHEHLET,
= Main Menu — System — Reset

AXZ1—%38IRT % & Do you want to reset the switch? Yes/No & BEIDNE T, Yes ZRIRT 5 & H
EEIDNEITEINET, COR BREMBIRFEINE T No ZRIRT 3 LFIEMHEICRED £,

BRENBDIZYY1ARXAEY—ORE
BRENBREZARBEBD I TV YA XEY—ARELET,
= Main Menu — System — Save Configuration

AAZ 2 —7%FEIRT S & Do you want to save configuration to NVRAM? Yes/No & BN E T Yes &
BIRTZEREDEREBE 7 7Y VaXEY —ICRFELULE T NoEEIRT 2 EHIEMEICED £,

XREEDEBZT B ERBIEXZ 1 —ZERITUTKESWRITUBVWEERZY o e &

EICREENMRESNI A X BREEET <ctrl + w> F—ZW Y EARX = 1 — EFRICRE
EDQRENMTZAET,
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F28F AZa—qqvH¥—T1—2R
Port X~ 31—
R— MEHRRTR

REEOR—MERERTRUE T,

= Main Menu — Port — Port Information

= Telnet 192.168.1.254 R=E
BUFFALO BS-G3024MR B
Port / Port Irformation
Port  Link State Rate/Ouplex  Flow Ctrl Comments
1 Up Disabled (1000 Full) Disabled  port01 J
2 Down Disabled (Auto ) Disabled  port02
3 Down Disabled (Auto ) Dizabled  port03
4 Down Dizabled (Auto ) Dizabled  portld
5 Down Dizabled (Auto )} Dizabled  portl
6 Down Dizabled (Auto ) Dizabled  port08
7 Down Disabled (Auto ) Disabled  port07
8 Down Disabled (Auto ) Disabled  port08
9 Down Disabled (Auto ) Disabled port09
1 Down Disabled (Auto ) Disabled port10
1 Down Disabled (Auto ) Disabled port1l
12 Down Disabled (Auto ) Disabled  portl2
13 Down Disabled (Auto ) Disabled  portl3
14 Down Disabled (Auto ) Dizabled  portl4
15 Down Dizabled (Auto ) Dizabled  portls
16 Down Dizabled (Auto ) Dizabled  portl8
Hit <Space> to Enable or Disable the port
<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save
=
N5 A —5— B
Port R—rBESERRULEFT,
Link Do 70LTVWBHLTWEWLAERTLET,
Admin R— MBI EBNERTU X JoDisabled DIFHYIEY v
IHRILTNTSH 7 L—LERES TRV E A
State R— b DOREZERTRLE T,
Rate/Duplex A—RRXIVIT—2av0EM/ EHPEVOBEDOFHICE

BEETE—RBEZETVET(F7 A :2R— b Auto)

Auto: A—FRIVI—IaVIEREULET,

10Half: 10Mbps Half Duplex E—RICEREL X T,

10Full: 10Mbps Full Duplex E—RICEREULE T,

100Half: 100Mbps Half Duplex E— RIZEREL X T,

100Full: 100Mbps Full Duplex E—RICEREUL X,

XYY IHDHEILL TWBIERIE. Auto TRESNTWTH ER
ICEMEL TWBE—RDBRREINET,

X Gigabit TEBE T 3B . AEMmEFNMRITER T DEBD
WH%Z Auto E—RICERETIDLENB DX,
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Port X=1—

NRFA—5— BB

Flow Ctrl ZO0-a>bO-ILOEM/ EWERELET,
(7 #JL b :Disabled (£%h) )
Auto: BEITEN/ EWERELE T (A— XTIV IT—
2 avHENDES)
Enabled: 7A—3dY hNA—=JLZEEMICLET(A—rRTY
I—y 3 VhEHDIES)
Disabled: 7O—J> FA—ILEENICLE T,

Comments R—MICRFIZRELVE T FARBE."-"(\17).” (7
Y —=IN=)T 16 XFELUAR/ F7 AL+ iport< K— hBES >)

MR—hOBEREPT217LY I RAE—RBREZEE THRET % & Auto MDI-X HEEDER) &
BHERY,
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E2E XAZa—AAvH¥—T1—2R
A=A AO—JLE&E (Broadcast)

JO—RFvZAMIHTEZA =LAV MO—LOEEELIHWVNET,

= Main Menu — Port — Broadcast Storm Control

BUFFALO BS-G3024MR =

Port / Broadcast Storm Control

Port Rate Limit Part Rate Limit AJ
1 14 Dizabled
2 15 Dizabled
3 16 Dizabled
4 17 Dizabled
5 18 Dizabled
6 19 Disabled
7 20 Disabled
3 21 Disabled
9 22 Disabled
0 3 Disabled
11 24 Disabled
12 5 Disabled
13 26 Disabled

Hit <Space> to select threshold: 128 pes/2 Keps/G Kpes/10 Kpes or disable

KESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save

=l
X5 X—5— B9
Port R—rEBZRRLET,
Rate Limit 7JO—RFvAMCHTZAM=—LaYO—-ILOLEWER

BREULEI . REShILEWVMEETICIMFEISNE T,
(Z7# )Lk 2R— bk Disabled (§&%h))

Disabled-> A b =LY NO—=ILEEMICLE T
128pps-> L EWME% 128pps ICREULE T,

2kpps-> L & WME% 2kpps ICRELE T,

6kpps-> L E LWMEZ% 6kpps ICERELE T,

10kpps-> L ZELME%Z 10kpps ICERELE T,

3 pps ... Packet Per Second (1 #EDi&@IE/ T v M),
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Port X=1—

AR—=A4L3Y bAO—J)LERE (Multicast)

JILFEFPANMNIRTEZRAMN—LAYFO—ILOBREEHIBWVET,

= Main Menu — Port — Multicast Storm Control

BUFFALO BS-G3024MR =

Port / Multicast Storm Control

Port Rate Limit Part

KESC> Back <Tab> Move the Cursor

Hit <Space> to select threshold: 128 pes/2 Keps/G Kpes/10 Kpes or disable

Rate Limit AJ

Dizabled
Dizabled
Dizabled
Dizabled
Dizabled
Disabled
Disabled
Disabled
Disabled
Dizabled
Disabled
Disabled
Dizabled

<Ctrl-L> Refresh <Ctrl-W> Save

=

RIA—5—

BiA

Port R—rhBESERTULET,

Rate Limit YILFELAMIHITZRAM—LIAY O—-ILDOULEWEE
BREULEI . REShILEWVMEETICIMFEISNE T,
(Z7# )Lk 2R— bk Disabled (§&%h))
Disabled-> A b =LY NO—=ILEEMICLE T
128pps-> L EWME% 128pps ICREULE T,
2kpps-> L & WME% 2kpps ICRELE T,
6kpps-> L E LWMEZ% 6kpps ICERELE T,
10kpps-> L ZELME%Z 10kpps ICERELE T,

3 pps ... Packet Per Second (1 #EDi&@IE/ T v M),
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F2E XAZa—AvH¥—71—2R
A=Ay O—JLE&ZE (DLF)

DLF(BBEAREI=ZF v AN ICHTZAM—AOY MO—I/LOREER ZRWVWET,

= Main Menu — Port — DLF Storm Control

= Telnet 192.168.1.254

BUFFALD BS-G3024MR -
Port / DLF Storm Cont rol

Port Rate Limit Port Rate Limit AJ
1 14 Dizabled
2 15 Dizabled
3 16 Dizabled
4 17 Dizabled
5 18 Dizabled
B 19 Dizabled
7 20 Dizabled
] 21 Dizabled
9 22 Disabled
10 23 Dizabled
1 24 Disabled
12 25 Disabled
13 26 Disabled

Hit <Space> to select threshold: 128 pes/2 Keps/B Kpes/10 Kpps or disable

<ESC> Back <Tab> Move the Cursor Cirl-L> Refresh <Ctrl-W> Save

=l
X5 X—5— B9
Port R—rEBZRRLET,
Rate Limit DLF(ZBERHAI=_F v+ AN ICHITZA =LY b O—ILD
UCEWMEZREULE T HEShILEWVMEXTICMFEISh ZF
-a-o

(77 4Lk :27R— b Disabled (£%h))
Disabled-> A h—LAdY hA—ILEEMICLET,
128pps-> L EWME% 128pps ICRELE T,
2kpps-> L ZELME%Z 2kpps ICRELE T,

6kpps-> L E LWME% 6kpps ICERELE T,
10kpps-> L ZELMEZ 10kpps ICERELE T,

% pps ... Packet Per Second (1 #2EI D&/ T v M),
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Port X=1—
R—RZEF—YUVITERE
R=RZIS—UVITDEREERBIBRWVET,

= Main Menu — Port — Mirror

BUFFALO BS-(53024MR -
Port / Mirror

Mirror 1
Port Mirroring is:
Source Port: 2
Monitor Port: 1

Mirror 2
Port Mirroring is: Disabled
Source Port:
Monitor Port: 3

Hit <Space> to Enable or Disable Port Mirroring

<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save
=l
NRTA—H— B
Port Mirroring is R—=KES—UVITOEDEEEDERELET,
(77 # Lk :Disable (%h))
Source Port RST74v I BEZYSINZR—M(V—RR—R)EZRELF
o (F7 2Lk :2(Mirror1) .4 (Mirror2) )
Monitor Port EZH—FZR—bERELET(F7 A/~ :1(Mirror1) .3
(Mirror2))

3 Mirrorl, Mirror2 * BIRFICERATE X 9,772 U Source R— M ICRAIUR— M ERET D EIFT
EFEH Ao

XABMOD CPUNRET BTy MEI ZFZ—UvTEnxth,
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FT2E XZa—aAVH9—T1—2R
Address Table X = 31—
B KL AKTE
BHICEIRTEMAC T RLADEREERSHRWET,

= Main Menu — Address Table — Static Address

st Telnet 192.168.1.254

BUFFALO BS-G3024MR o

Address Table / Static Address
[< <> > Page: 1

MAC Address  Port YLAK MAC Address  Port YLAN _J

Enter a MAC Address Goco o xxoc xx)
<ESC> Back <Tab> Mowe Cursor <Ctrl-¥X> Delete <Ctrl-L> Refresh <Ctrl-W> Save

|
NRGA=H— L]

| <<>> | RADEHOR—VICDZEE.R—IZTDEZET,
Page: RTRDPEEOR—VICOBHBERXR—IJEYDEZET,
MAC Address BHHICERIDIMAC P RLAZRELET AN MEIZTYT

XtN>TAALET,

XERINLFETAALTLEZ W,

(AAH 00:11:22:3a:bb:cc)

Port FBHWMAC PRLAZEBFIZR—MERELE T,
VLAN

BB MAC 7RLAZEZFT S VIANBSZRELET,

KB MAC P RLRAEZBFULR—NZIZFOMAC T RL ADHE - DHBEETEET,
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Address Table X =1 —

FA4F+IyvIF7 RLRARE

BNICFBLU TERES NI MAC 7 RLAZRRES LD HIBRLED LET,

= Main Menu — Address Table — Dynamic Address

o Telnet 192.168.1.254
BUFFALD BS-G3024MR -
bddress Table / Dynamic Address
Port: I VLEN 1D: MAC: Delete Flush GQuery 1< < > >
Fort YLAN MAC Address Port YLAN MAC Address J
1 1 00:0d: Db db: 38:4d
é;i;i:;:;;ii:g;;;;;:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
<ESC> Back <Tab» Move the Cursor <Ctrl-L> Refresh <Ctrl-#> Save
=
NRFGA—=H— Hien
Delete Port.VLAN ID.MAC THEESIhcITY MU —%ZHIBRLE T,
(Port, VLAN ID.MAC [F£TAALTLIEE W)
Flush IVRMY—ZITRTHIBRULET,
Query Port.VLAN ID\MAC THEESNcI Y M) —DHRTRLE T,
| <<>> | RRDEHONR—VICDEDEAR—IEZYDEZEXT,
Port R—rESZRRULET,
VLAN VLAN BESEZRRULET,
MAC Address MAC 7P RLRAZRRULZEY,
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28 AXAZa1—qAYy¥—T71—2R
MAC 7 RLADI—I VI BRERE

MAC 7 RLADFEIT—I Y JiE (FRAEFHE) ZRELXT,

= Main Menu — Address Table — Address Ageing
R R -

BUFFALO BS-G3024MR
Address Table / bddress bzeing

Ageing Time: EHNNEE €10 - 1000000 seconds)

Eriter dzeing Time by Seconds

<ESC> Back Ctrl-L> Refresh <Ctrl-f Save
|
NRIA—5— HtEA
Ageing Time MAC 7 R L ZDZFE I —Y v VM (BHREFHNRE) 28T
BEULEXY,

(&EME: 10 ~ 1000000/ 7*7  JL b 1300 (#))
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Spanning Tree X = 21—
Spanning Tree X — 1 —
A= TV ) —&E
ANRZ Y ) —(STP)ERRDOREZH ZBWET,

= Main Menu — Spanning Tree — Bridge Settings

= Telnet 192.168.1.254

BUFFALD B3-G3024MR =

Sparning Tres / Bridse Settings

Root Port: Itself
Root Port Path Cost: 0 AJ
Bridee Hello Time: 2
Bridse Max Age: 20
Bridee Forward Delay: 1%
Root Bridee Priority: 0
Root MAC Address: 00:16:07:ab:90:af
Switch MAC Address: 00:16:07:ab:90:af

Sparning Tree is:

10 seconds)
40 seconds)
30 seconds)
61440, in steps of 4096)

Hello Time:

Max hge:
Farward Delay:
Bridze Priority:
Forward BFOU:

Hit <Frter> to edit the Bridze Settings

<ESC> Back <Ctrl-L> Refresh <Ctrl-W» Save
<]
IRSGA—=H5— EiLL]

Root Port 2Ly FDI—bhR—hZRRULETAEEBEENIL—KT
Uy IDIBE. Itself ERREINET,

Root Port Path Cost =TV IETHONRAARANERRTULET,

Bridge Hello Time =T YUy IHBPDU(Hello X v tE—Y) ZX(EYT 2R #)
ZRRULET,

Bridge Max Age 24 v FH BPDU (Bridge Protocol Data Unit) %3S L TWWAR LR
BT BREEZHAADIETICHEIZIRAORE (M) ZRRLE
Jo

Bridge Forward Delay 7y IHBRIREEEZE (listening ~ learning ~ forwarding) 9%
EFTIEFRIIBEROBE M) 2RRULET,

Root Bridge Priority =TV IDBEEZRRULET,
Root MAC Address W—=FTVYIDMACPRLRZRRLET,

Switch MAC Address AALYFDMAC PRLRAZRRULEY,
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FT2E AZa—aAYvH¥—T1—2R

NRIX—5—

HilA

Spanning Tree is

Hello Time

Max Age

Forward Delay

Bridge Priority

Forward BPDU

ANRZ IV —FNERBEDICLET,
(77 #JL bk :Disabled (%&%h))
Disabled:
ARZVTY ) —ZEHICLET,
Enable STP:
ANRZ2TYY—(802.1D) &BHICLET,
Enable RSTP:
SEYRRANRZVTY ) —(802.1wW) ZBHICLE T,

REEHIL— KTV vy IR >1BE D BPDU R{ERR%E
LEd, REM:1-108/F74ILK 2())

RE

AEF D BPDU (Bridge Protocol Data Unit) 345 L TULVRLVREE
T BREZEHDETICHFRIZRROREI) ZRELE T,
REME 6-40 %/ FT7 AL 20(B))

TV IHEIREEEZE (listening ~ learning ~ forwarding) ¥ %
ETCIEBERIZIRAOBHE) ERELET,
BREME:4-308/FT AL 15(1))

AEEOT )Yy IBEEERELVLET,

BRETE B1HEIX. 0,4096,8192,12288,16384,20480,24576,28672,
32768,36864,40960,45056,49152,53248,57344,61440 TF
(4096 BAITOHREELERHRDET)

(F7 ALk :32768)

STP/RSTP #E3hiF. BPDU D¥r% % F%h (Enabled)/ #E%h
(Disabled) ICERE U F - (77 # )Lk :Disabled (F3h) )

X ANRZYITYY—%FRLERY NT—V LA REEANT ZHEE DI ERERDR/INZVTY
1)—% Enabled ICRELTLEESVARRDR/IX=VFY ) —H Disabled ICRES N TWBIE
A.BPDU ZEE LW Ry N —VBEEES| SR I RN D ET,

¥ Forward Delay. Max Age.Hello Time (& A T OBFRZERBZLTWIRENH D £,
2 X (Forward Delay - 1)  Max Age
Max Age 2 2 X (Hello Time + 1)
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Spanning Tree X = 21—

R— MERE

R—NEBOEYN/ EBHREDREERIBVWET,

= Main Menu — Spanning Tree — Port Settings

BUFFALD BS-G3024MR B

Spanning Tree / Port Settines

Port Priority Path Cost FastlLink

30000 Dissbled J

2 20000 Disabled
3 20000 Dizabled
4 20000 Dizabled
5 20000 Dizablead
6 20000 Disabled
7 20000 Dizabled
3 20000 Disablead
4 20000 Dizabled
0 20000 Dizabled
1 20000 Disabled
12 20000 Disablead
13 20000 Dizabled
14 20000 Dizabled
15 20000 Disabled
186 20000 Dizabled
Enter a value : 0 - 240 (in steps of 16)
KESC» Back <Tab» Move the Cursor <Ctrl-L» Refresh <Ctrl-W: Save
=l
NRIA—5— HtEA
Port H— N ESERRLET,
Priority R—MEEEEZRELZXT,

BETE BIEI.0,16,32,48,64,80,96,112,128,144,160,176,192
,208,224,240 T,
(F7AIb :&R—K 128)

Path Cost BHE/NRAERETZDICAVSNER—MD/IKRAIRXNERE
L9, (GREME:1 ~ 200000000/ F7 A JL & : £7R— k 20000)

FastLink R— bk ZF<IC Forwarding Ic T 2 EEZBME L ZB|AICLE
T/ AV &I D/R— N T FastlLink %Z Enabled ICT % &
NKRYAVDITKICBIETESR LS ICRDET,

(7 # )L~ :&R— b Disabled (%%h))
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FT2E XZa—aAVH9—T1—2R
VLAN XZ= 31—
VLAN 587
VLAN OREZH I BWVWET,

= Main Menu — VLAN — Primary VLAN Admin.

= Telnet 192.168.1.254

BUFFALO B3-GI024MR -
YLAW & Primary YLAN Acmim.
Mext Prev  Page:r 1
1D hame [P Address Subnet Mask

192.768.1.254  255.295.255.0 J

Frter a YLAN 100 (1 - 4094)
<ESC> Back <Tab> Move Cursor <Ctrl-X> Delete <Ctrl-L> Refresh <Ctrl-W> Save

i
RSGA—H — B

ID VLAN BESEZRELET,
(AHEEF:1 ~ 4094/ F7 ALK VLAN1 OMERESNTWE
9)

Name VLAN IED 2 BRIZRTELE T (EARBFE.”-" U\ 7
I (P —IN—) T 17 XFLA)

IP Address VLAN [CEIDIRZ IPPRL RAZRELEX T,

Subnet Mask VLAN [CEIDIRZ Y TR Y hY RV ERELE T,

X FRRIC VLAN JIIL—7 % 1EDIHA.ID ICERT % VLAN BFS%Z AU Enter ¥—% .\ T Name
[C#®D VLAN ({72 8ar1%2 AN U Enter F—ZHULE T,

* Name BBHFTREL TLREWHfe. AR—RARBFEATEITLADTTERS LS,
¥ VLAN ID1 3 #IHARRE SN TEDHIBRT B I ETEX B A,
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VLAN X =3 —
VLAN X2V /)N—E&7E

VLAN XV N\—DEREEHB I BRWET,

= Main Menu — VLAN — Primary VLAN Membership

= Telnet 192.168.1.254

BUFFALD B3-G3024MR -
WLAN # Primary YLAN Membership

YLAN 1D: ext YLAM  Prev VLAN J
YLAN Name:

Port
123 45 8 78 9 1071712131415 1617181920 21 22 23 24 25 26
IS 1 1 L L T N v

Enter a YLAN [D

<ESC> Back <Tab? Move the Cursor Ctrl-L> Refresh <Cirl-W> Save
E
IRSA—=5— L
VLAN ID VLAN XV \—DBRERNREHRD VLANBSERRLET,
(ABULTRTRZYDEZDIEHTEXT,)
Next VLAN RDVLAN ZRRULET,
Prev VLAN BID VLAN ZRRULET,
VLAN Name VLAN £ZRRULE T,
Port R— b %& VLANID TRREN S VLAN DAV NN—ICREL F

FoEL@FAVN—DSHIBRULET (F7AI L 2R—k
VLAN1 Q7P Y ZTAYNR—ICBLTWET,)

— >R—KMEVLAN XY K—TREH D Ft Ao
U->R—ME7Z VI TRAVIN—TT,

T >HR—KEZITAVIK—=TT,

X AEEIE GVRP IZK 2 BE) VLAN XV /NN—ZIH TR L TWEE A,
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EB2EB XZa1—AVH¥—T1—2R
VLAN /R— NERTE

R— KD VLANID Z%ELET,

= Main Menu — VLAN — VLAN Ports

= Telnet 192.168.1.254
BUFFALD BS-G3024MR -
YLAN / WLAM Ports
Port PYID
w J
2 1
3 1
4 1
5 1
i 1
7 1
4 1
4 1
0 1
Il 1
12 1
13 1
14 1
15 1
16 1
Enter a Value (1-a08)
<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save
El
RFA—5— L]
Port K- ESERRLET.
PVID PVID(R—hk~R—Z VLANID) ZRELE I P V¥ I T7L—L

EREUVBE.FDIL—LEZITRESNLEESD VLAN
ERBULET(F7AIM: 2R—F1HRESNRTOET,)

X BR—NMNIZZTRELIEPVID DESDVLAN Z P VI T AV NR—ICEDESICRELTL &
LYo

46 I BS-G3024MR Y 7 7 LY ZH A K



Quality of Service X = a1 —

Quality of Service X =1 —
HAF¥1—FE—REE
HAF 21— DBEBAEERELE T,

= Main Menu — Quality of Service — Traffic Queue Mode
N i

Quality Of Service / Traffic Queue Mode

|

Traffic Queue Mode is:

Hit <Spacer to choose Traffic Oueue Mode: WRR (Weiszhted Rourd Robin) or Strict
<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save

El

NRIA—F— Bl
Traffic Queue Mode is HAX 1 —DEBAEERELEI (T 7 4 b :Strict)

WRR (Weighted Round Robin):

BHFES V> ROE Y (Weighted Round Robin) ICED <
Fa1—RTV1—-VVTEEIBVWET,
FNZNOF 21— IKEESINTWSIHAT—IBOLEPR
KEETF—FBICUED > TRELE I BEEDOEVNF 21—
TH. HEI—EDEGICTREET R ENTEXT,

Strict:

HEXHBSE (Strict Priority) ICE D ¥ 2 —RAT Y1 —-U VI %
BIBWET,
F1—DEBEEDEVLDOINSEBENICEEUVETEBEED
BWF1—CTF—IHES>TWBBAR. Zh& DEBEEDE
WF1—DS5DTF—FZXETZILR@TEFEA,

% WRR (Weighted Round Robin) DLtEIG &E & HB E=8:4:2:1TY,
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F2E XAZa—AvH¥—71—2R
NST74v 993 RAT—TINDRE

802.Ilp DY ZRT—TIOREZRL I BWET,

= Main Menu — Quality of Service — Traffic Class Table

=t Telnet 192.168.1.254

BUFFALD B3-G3024MR =

Te§ Diff is: Dica J
Traffic Class Queue Priority

0 Low

1 Low

3 Low

3 Low

4 Low

5 Low

[ Low

7 Low
Hit <Sace> 1o Erable or Disable Qo8
<ESC> Back <Tab> Move the Cursor Ctrl-L> Refresh <Ctrl-W> Save

Quality OF Service / Traffic Class Table

005 Status is: MRS

=l

NRIA—5—

B

QoS Status is

ToS Diff

Traffic Class

QoS ZHEMXIIEICLE T,
Enabled: QoS ZBMICLET,
Disabled: QoS Z&EMICcLEXT(F7AIE)

ToS/DSCP (Diffserv) N— 2 DBEEFIHZ B ISEMIC U X

ED
Enabled: BEESIHEZEBEMCLET,
Disabled: EBEEHHEEMCLET(F7AILE)

TrafficClass (0 ~ 7 @ CoS &) #RRKULX T,
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Quality of Service X = a1 —

NRFA—5— B

Queue Priority CoS ICXIBT2EBEEZRELFT,
Low: BRIELRIVDOEBEETT,
Normal: BEDEXETY,
High: BWEEETY,
Highest: RABEETY,

T7AIBMEUTOEEDTY,

TrafficClass QueuePriority
0~7 Low(=0)

¥ QoS ZBMICLIEE. ER—bO70—-2Y FO—JLIFEMICREL T W,
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F2E8F XZa—aAv¥y—7x1—2R
RS749vIR—bDTSA4A YT 1E&E
BR—NEOTSAAUTFABEERBNET,

= Main Menu — Quality of Service — Traffic Port Priority

s Telnet 192.168.1.254

BUFFALO BS-G3024MR -
Quality Of Service / Traffic Port Priority

Port Priority

Hit <Space> to select: Low/Normal/High/Highest Queue

<E3C» Back <Tab> Move the Cursor Ctrl-L> Refresh <Ctrl-W> 3ave
=l
NIA—=5— e
Port R—rBESERRULET,
Priority H— h OBEEEREL X7, KA RIRNICEEEE R

WPYITIL—LOBEEZRELVLET,

(F7AIE :2R—bF Low(RIELRIV) OBEENERINT
WEd,)

Low: BRIELRILOEBEETT,

Normal: BEDELETT,

High: BWE%ETY,

Highest: RKELETY,
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Quality of Service X = a1 —
LAVY—3D7F14A )T 1 E—REE
LAY—=3LARNILQSDTZA AT E—RBREZHIBVWET,
= Main Menu — Quality of Service — Layer 3 Priority Mode

BUFFALQ BS-G3024MR -
Duality Of Service / Laver 3 Priority Mode

Layer 3 Priority Mode is:

Hit <Space> to choose Laver 3 Priority Mode: TOS - IP Precedence or DiffServ
<ESC> Back Ctrl-L>» Refresh <Ctrl-Wr Save

=

NRIA—F— Bl

Layer 3 Priority Mode is IPIXT Y MEHT 2BEEDDITAZEELET,
(F7 # )Lk : DiffServ(DSCP))
TOS - IP Precedence:
IPAY4—® ToS 7 4 —JLK® 3bit ZBEEDERICHERL
i-g-o
DiffServ(DSCP) :

IPAY & —®OToS 7 1 —JLRD 6bit #BEEDERICERT
%71=.TOS - IP Precedence & D HHIN K BEEEZRETE
i-g-o
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F2E8F XZa—aAv¥y—7x1—2R
IP Precedence &7

TOS EXERFD IP Precedence [EDHREZ H ZRWVWE T,

= Main Menu — Quality of Service — TOS - IP Precedence

BUFFALD B3S-G3024MR -
Ouality Of Service / TOS - IP Precedence

IP Precedence (ueue Priority _J
Rout ine -
Priority - 001 Low
Immediate - 010 Low
Flash -0 Low
Flash Override - 100 Low
CRITICAECE - 101 Lowm
Interret Control - 110 Low
Metwork Control - 111 Low

Hit <Space> to select IP Precedence Priority: Low, Mormal, High or Highest

<ESC> Back <Tab> Move the Curscr <Ctrl-L> Refresh <Ctrl-W> Save
=
RTA—=5— L]
IP Precedence IP Precedence DNBZRRULF T,
Queue Priority % IP Precedence ICN I 2BEEZRELET,

Low RIELARILDEXETY,
Normal : BEDBEE

High :BWB%XETY,
Highest : RKB%EE T,

TI7AILNIUTDED TY,
IP Precedence Queue Priority
Routine - 000 Low
Priority - 001 Low
Immediate - 010 Low
Flash - 011 Low
Flash Override - 100 Low
CRITIC/ECP - 101 Low

Internet Control - 110 Low
Network Control - 111 Low
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Quality of Service X = a1 —

DSCP DEBLEERT

DSCP IEN T 2BEEZRRLET,

= Main Menu — Quality of Service — DiffServ

= Telnet 192.168.1.254

BUFFALD BS-G3024MR: -
Quality Of Service / DiffServ

DSCP Yalue  Prty  DSCP Value  Prty  DSCP Value  Prty  DSCP Value  Priv

Hit <Space> to select: Low, Normal, High or Highest Queus Mode

<ESC> Back <Tab> Move the Cursor {Ctrl-L> Refresh <Ctrl-i: Save
E
IRGA—5— Hien
DSCP Value DSCP fEZ&RTRULXT,
Prty DSCP 9 2BEEZRTUEXT,

Low: RIEOEBEETT,
Normal: BEEDEEETT,
High: BWBEETY,
Highest: RXEXETY,

FI7AINEATDOED TY,
DSCP Value 0 ~ 63 : Low

BS-G3024MR U 77 LY A HA KR I 53



FT2E XZa—aAVH9—T1—2R
Security X = 21—
YINDIFIP74ILYYVITRE

EBA VI —T 11— AT IVEATEDZIPTRLADEFLHREEHIRVWET,

= Main Menu — Security — Software IP Filtering

et Telnet 192.168.1.254

BUFFALD BS-G3024MR 4:.
SBecurity / Sottware IP Filtering

Sottware IF Filtering is:

IP Addresses or an Address ranze IP Addresses or an Address ranze

Hit <Space> to Enable or Disable Software IP Filtering
<ESC> Back <Tab* Mowve Cursor <Ctrl-¥» Delete <Ctrl-L> Refresh <Ctrl-W: Save

Ed

RSA—5— Bl

Software IP Filtering is Y7 b7 7 IP Filtering g Z B E L FEMICRELE T,
(7 #JL b :Disabled (#E%h))

IP Addresses or an T4 —D{RERBIPFZRLAFIZIP ZRLADEH
Address range EREVLEIABEHTHREShEZIPZRLAEFD/NAVIY
NS BARROREN VI —T T —ANDT I AR IL—T 1
VIMNTERLBDET(F7AILL:RL)
ANFERD IP ZANTEIHXIE IP DEFZIEEL TS
W BB ZIEETRIEE. XY —KIP &RT IPOEIC - # AN
i?o
(f5) 192.168.17.229-192.168.17.244

ZOBE ETHBEICEENS IPEH OEENSOHEET Y
H—T1—RCFPIEATEET,
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Security X = 21—
R— - EREERRAE
RADIUS H—/\—%&{E>/c/R— N DRBEIEREE L ZRVWET,

= Main Menu — Security — 802.1x Authentication

s Telnet 192.168.1.254

BUFFALO BS-G3024MR -
Jecurity / Port-Based Authentication

REDIUS Server IP Address:  |IIAI
RADIUS Server Port: 1812 (1 - 65535) J
RADIUS Shared Secret:
Server Enable: Erabled
Second RADIUS Server [P Address: 1.1.7.1
Second RADIUS Server Port: 1812 (1 - 6553%)
Second RADIUS Shared Secret:
Second Server Enable: Disabled
Aecount ing: Disabled

Timeout: 10 01 - 60)
Retry-Court: 2 -1m
Termirat ion-Action: Disabled
Re-Authent ication Timer: 3800 (1 - 65535 seconds)

port control

Eriter an [P Address

<ESCr Back Ctrl-L> Refresh <Ctrl-W> Save
|
RSGA—H — B
RADIUS Server IP T54A4XY—RAY—/NN—DIPFPRLAEZRELE T,
Address (FZ7AIk:1.1.1.1)
RADIUS Server Port 774 =Y —N—DORIAR— FBESERELET,

(GREFEE 1 ~ 65535, F 7 +JL ~:1812)

RADIUS Shared Secret 754" —FREEY—/\—D Shared Secret ZELE T
CGEAEBZ.-" (N1 7V)." " (FYFT—N=)THRKX 20 XF
*£7)
(F7AIk:72L)

Server Enabled 754 —RAH—N—FFHICLET,
(7 #JU b :Enabled (B%h))

Second RADIUS Server THYFY - —IN—DIPZPRLAERELET,
IP Address (F7AIEk:1.1.1.1)

Second RADIUS Server AV BT —N—DRIAER— N ESERELET,
Port (BREEME 1 ~ 65535, 77 AL~ :1812)
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FT2E AZa—aAYvH¥—T1—2R

NRIA—H5—

HiEA

Second RADIUS
Shared Secret

Second Server Enable

Accounting

Timeout

Retry-Count

Termination-Action

Re-Authentication Timer

port control

TAHhYHFY—EBEEY —/\—® Shared Secret #RXELE T,
CEARBZF. (N1 7). (YT —N=)TRK 20 XF
£7T)

(F7AI k2 0L)

vHhYYU—FAT—N—EBHCLET,
(7 #JL b :Disabled (ZE%h) )

% Second RADIUS Server [&./\y & 7 v ZBH® RADIUS H—/\—H7F
EITREEIBELET, 1 A0 RADIUS H—/N\—%FRTI L=
(3. 5% E % Disabled (BM)ICLTHEVNTL I W,

Accounting BEEZBMICLE T,
(7 #JL I :Disabled (#&%h))

FREEY —IN—ICH T B RAER/INT Y MDY A LTV NiEE%E

BELFT REEHH 1 ~60.FT7A4ILM:10(F))

FEFY —NN—CRAERT DEHERELE T,

(GREFFE:1 ~10E.F7 4L ~:2([E))

SREFY —/N—H 5 D Termination-Action B ICREWVWE T,

(77 # )L :Disabled ($&%h) )

SREEH —IN— T T ZRAER/INT Y DT A LTV NiERE%E

HREULET, GREERE: 1 ~ 65535(%). 77 #JL b~ :3600(F))
FREEH —/\—I[C Session-Timer NREINTWBIHE. Y —

JXN—{BI D Session-Timeout (CHELN RIBH [FEHE R D £,

ZBIR— N T dotix BREEZERT 5 /EALBWERELE T,
(F7 Ak : &7R—b Disabled (#E3h))
Disabled: FREEHEEEIXESITI,
Port-Based: R"— hAR—ZABEEEGICLET,
Mac-Based: MAC R—REBIFEH#ICLET,
[BES - MACR—RDBEEE., 1 R—rHEDHBRK 12 BX TR
SETEFY,
« MAC R—ADRIEZEHKLZHBIHF. Y7V AY LS
EAPOL-Start ZH{TU CREEZHRDHDIDELH D £,
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Security X = 21—

MAC ZRLRAZ7 1LY —E&FE

MACZRLRZA4IWNF IV TOREERZBWVWET,

= Main Menu — Security — Secure MAC Addresses

= Telnet 192.168.1.254

BUFFALO BS-G3024MR B

Security / Secure MAC Addresses

Status: DEESII=s
Port: MAC Address: tdd Delete  Query [< <> 5|
Part MAC Address Port MAC Address Port MAC Address

Hit <Space? to Enable or Disable SecureMac feature

<ESC> Back <Tab> Mowve the Cursor Ctrl-L> Refresh <Ctrl-W» Save
=
IRGA—5— BtA
Status MAC ZRLR7 1LY —BEZEDECBEDICTRELET,
(77 #JL I :Disabled (%&%h))
Port MAC ZRLRT7 4T —%&HETZR—FZRELFT,
MAC Address MAC 7 RLRAZ7 1 ILH—IcEBEZKTSD MAC PRLRAZERELE
ER

XEZIIINXFTADLTLEZ L,
(AAHI  00:11:22:aa:bb:cc)

Add Port & & U* MAC Address TAHAUL=MAC ZPRL R ER— %
MAC ZRLRZ7 4L —IcEHULET,
BHRINCMACT RLRAERETMACT RLRICHD Y
L—LDHEEL DT L —AIIEEINET,
Delete Port & U MAC Address TIEESNEMAC 7 RKRLRA 7 1)L

I—TF—TIZHBRLEIMAC 7 R L R ER— MDBBREFH
DMACFZRLRATZ LI —E—HLTWERFNRIEWFREA.
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NRFA—5— BB

Query Port #7zI& MAC Address TIRESNI=MACZRL X7 1)L
H—%Y—hFMUTRRUZETPort DI MAC Address D&,
Port & MAC Address D& TERTEZXY,
(B :Port I 7 ZAB L. Query ZH T & Port7 ICEHZ I NIV
M) —DHRREINET,)

| <<>> | N—IDBBZTVWET,

KA1R—RBED BK16EETDMAC PRLRAZEFTEET,
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Trunk X = 1—

Trunk X= 21—
kS > EFERR
Rk RSUE U rOERERRLET,

= Main Menu — Trunk — Trunk Information

= Telnet 192.168.1.254

BUFFALO BS-GE024MR o

Trunk Informat ion

Trunk 1 Disabled
Truk 2 Disabled J
Trunk 3 Disabled
Trunk 4 Disabled

Key 1234587891071 1213147151617 18182021 22 233475 26

g oo Ll
3 ,,,,,,,,,, - - - - - - - - - - - - - - - -
4 __________ - - - - - - - - - - - - - - - -
<ESC> Back <Tab> Move the Cursor {Ctrl-L> Refresh <Ctrl-W> Save
=l
NIA—=5— HtEA
Trunk 1 ~ 4 Trunk 1 ~ Trunk 4 DIREEZRRLEX T,
Port Trunk 1 ~ Trunk 4 DAV IN\—%ZRRLFT,
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FT2E AZa—aAYvH¥—T1—2R
— = iy

NSV UBRE
R=MMSVFVIREERLIRWVET,

= Main Menu — Trunk — Trunk Configuration

o Telnet 192.168.1.254

BUFFALD BS-G3024MR B

Trurk Configurat ion

Trurk Key: J

Trurk Mode: Disable fpp |y

Port
1234567891071 12131415 16 17 18 19 20 21 22 23 24 25 26

Erter a Trunk Key (1-41 for its confizuration

<ESC> Back <Tab> Move the Cursor <Ctri-L> Refresh <Ctrl-W> Save
Jhd|
RTA—=5— L]
Trunk Key Trunk ¥F—ZHEULE T GREFHH: 1 ~4.T7 A K1)
Trunk Mode Trunk E—RZHRELET,
Disabled: Trunk ZENICLET(FT7AILK)
LACP Active: LACP Z&#hlcLEY,
Manual: FENT Trunk JIL—TDERZTVET,
Port Trunk ZIL—T DAY IN— &5 ZHR— M EERE UL £ 9 .Manual

E—ROGEICREARICBD T,
(F7AIE: FIVIRBBRESNTVEEA,)
= FIVIDAYNR—TRHBHFEA.

T RSVIDAVIN—-TT,

Apply BREZRBRUET,

KRV IIN—TRERATN—TET ELBIIN—TEBR8R— X THERTEXT,

X Apply ZANE T ICHIBEEICES & RENRMINEE A,
Tl 75 v Y aDEEAH L, System-Save Configuration & DIRTEL T I2&E W,
FRESNBVES. BESRICKEDPETNCRD I BADTTERLLI L,

¥ BS-G YU—XICT LACP [TV 7 —7%# BT %18548.BS-G ¥V —XRALTIE LACP
Active 58T T, LACP %It L TWL % BS U —X Tl LACP Passive/Active SRE DM A CTHEETEE
ED
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SNMP XZ= 31—

A2 =F1—T—TILEE

SNMP A3 =5 4—T—JIDREEEIHBWVET,

SNMP XZ 31—

= Main Menu — SNMP — Community Table

cv Telnet 192.168.1.254

Community String  Get

public [t
0Ff
0Ff
0ff
0F
0Ff

Off

Set

0Ff
0Ff
0Ff
0ff
0F
0Ff

Off

BUFFALD B3-G3024MR -
SMMP/ Community Table

Trap

ot
Off
Off
Off
ot
Off

Off

Enter a Community Strire Name (maximm length is 310
<ESC> Back <Tab» Move Cursor <Cirl-¥> Delete <Cirl-L> Refresh <Ctrl-W> Save

|

d
NRTA—H— 5L
Community String A2 =74 —BZERELET (FARBFE.-"(\1TV).
T NPT —=IN=)T M XFEET/F7AILI public BREF
HT Get DAFMTI )
Get MIB 7—% DFRHMAHBZHFRAILE T,
Set MIB F—4% DEAHZHIULET,
(Fel2 UBIAHTATRER MIB IZFRD £9,)
Trap SNMP kv ZICERALEY,

XF7AIMDIAZ 2T —RRBEF1VT—HFOLH . EESNZ I EZHBELET,

X SNMP h S v 72 FERATZIBA. NSy TERETEIRAMNERANTF—TILICEHRL. OS2
ZT4—DTrapBEZENCLETBHE. —BEMSY 7ZBMCUIERAMERANT—TIL
ICE$] T B & Host Authorization is ZEEMICLTHE NS Y FTEZXEVLET N Ty TXEZFH
EULEWES NS YTRARNEZRANT—TILD SHIBRT Z2RERH D ET,
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FT2E AZa—aAYvH¥—T1—2R
XKHYR—KTZTY FIEROED TT,

0 coldStart
1 warmStart
2 linkDown
3 linkUp

4 authenticationFailure (%) / EMDYIDEZINTEET,)

RANF—TILEE

SNMP /KRR k (BEAN T—TILDREZR I BWVETD,

= Main Menu — SNMP — Host Table

BUFFALO B5-G3024MR =

Host hame

Hit <Space> to Enable or Dizable Host Authorization
<ESC» Back <Tab> Move Cursor <Ctrl-¥> Delete Row <Cirl-1> Refresh <Ctrl-#> Save

SNWP /' Host Table

SHMP Host Authorization is:  [Eelee
IP Address or an Address rarmze Community String

|

-
RSGA—=H— BiEA
SNMP Host SNMP 7/RA M DRREEZ B E L IEEMICLE T,

Authorization is
Host Name

IP Address or an
Address range

Community String

(7 #JL b :Disabled (ZE%h))

RANBEREUVET, FARYFE."-"(N1T7)." (P —
N=)T N XFEEXT/F7AILN:5L)

SNMP 7 7 R A9 BMRA D IP £l IP OFEEZREL X
T (FTAI:1RL)

AR—Z2F—ZHLTCAZI 22T —BZBIRUE T AEHERE
I BREIICERIIC Community Table X =2 —IcCAZI 2 =F 1 —&%K
FEUTHBLSBEDRHDEIT(F7AIK:RL)
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SNMP XZ 31—

X SNMP Sy 7% ERTRHE. MY 7ERETEZIRANERAN T—TILICEHFRL. OS2
ZTF4—DTrapBEZENCLET LR —Er Sy T7ZEBEMCLIERAMZERANT—TIL
ICE %9 B & Host Authorization is ZEMICLTHE NS Y TERELE T M Z Y 7EEZEFH
IEULEWEBA RS Y TRANERANT—TILHSHIBRT 3RENBD XY,

FORL b T v TERE
BV —7 1 —AICHT BBALREBALET.

= Main Menu — SNMP — Trap Settings

ot Telnet 192.168.1.254

BUFFALD B3-G30Z4MR. -
S/ Trap Settines

|

Authentication Trap is:

Hit <Space> to erable or disable Authentication Trap
<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save

=
NRIA—=H— B
Authentication Trap is SNMP A2 2 =75 —REM Y 7ZBMEIFEMCHREL F
9

(7 #JU b :Enabled (B%h))

Enabled: RA M F—7ILOBEMEMICEDLSS . AT 2 =2F1—
BZD—H UL SNMP ERZZE Ul XIFRR +
REEDBENDORETESNBRA NN SEREZ T 15
&I Authentication Failure kv 7&&{TUE Y,

Disabled: X2 =571 —&D—HUAWLWSNMP EREZZELT
$H Authentication Failure k2 7Z&1TUEX A
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FT2E XZa—aAVH9—T1—2R
IGMP XZ= 31—
IGMP A X—E >V J&E
IGMP A X—E VI DEREEH I BWET,

= Main Menu — IGMP

= Telnet 192.168.1.254

BUFFALD B3-G3024MR =

IGMP > Erable/Disable [GMP

|

IGWP is: IRl
Host Port Age-Out Time: 260 (180-1225 Seconds)
Fouter Port hge-Out Time: 120 (B0-600 Seconds)

Hit <Space> to Enable or Dicable IGMP Snooping

<ESC> Back <Ctrl-L> Refresh <Ctrl-f> Save
=l
NRIA—5— HtEA
IGMP is IGMP A X—E >V 2B EIFENICHRELET,

(7 # )Lk :Disabled (¥£%h) )

Host Port Age-Out Time RARR—RDYAL LTI NEEERELE Y,
(GRTESBME 130 ~ 1225(#)/ F7 # JL b+ :260(F))

Router Port Age-Out W= = R—brDIAL L7V NEEZERELE T,
Time (FRE#EFE 60 ~ 600(F)/ 7 ALk :125(%))
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DHCP Relay X = 21—

DHCP Relay X = 21—
DHCP Relay &7E

DHCP H—/\—H5D P 7 RLZEHEIDIRD DY L —KREZHIBRWVWET,

= Main Menu — DHCP Relay

BUFFALD B3-G302Z4MR. -
Swstem / DHCP Relay

OHCP Relay:

DHCP Server [P:

Hit <Space’ to Enable or Disable DHCP Relay

<ESC> Back <Tab> Move the Cursor Ctrl-L> Refresh <Ctrl-W> Save
=
NRIA—5— HtEA
DHCP Relay DHCP U L—%FMEIEMICHRELE T,

(7 # )Lk :Disabled (¥£%h) )

DHCP Server IP DHCP H—I—DIP7RLAERELZE Y,
(7 #JL~:0.0.0.0)
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Layer3 X= 31—
R BEHRR
=TT TF—TINERRUVLET,

= Main Menu — Layer3 Features — Routing Information

= Telnet 192.168.1.254

BUFFALD BS-G3024MR 2

Laver3 Feature / Routing Information
IE < > >l Page: 1
Dest. Address Subnet Mask Gateway Metric Status _J

192.168.1.0 255.255.255.0  0.0.0.0 1 static

Hit <Enter> to show the first page
<ESC> Back <Tab> Move Cursor <Ctrl-L> Refresh

Ad
NRTA—=H— L]

| <<>> | RTRADEHOR—V D25 R—IEYDHEZET,

Page: RIADEHOR—V 25 R—IZTDEZET,

Dest. Address =TV TDORNRERBDZRYNT—IVFRLRAZRRLET,

Subnet Mask =TV TDORREBDRY NT—IDHTRXRY NI RV %
=ERUEY,

Gateway =TV TORREBDRYNT—IDT— D147 RL
AERRLET,

Metric =T AV TDRREBZERYNT—IDARNI Y I EERT
LEd,

Status RV ICBIF S NI IRER (static) N BIMIC B SR E N IRER
(dynamic) W& RRUE T,
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Layer3 X =1 —

ARHURR IR E

BORBEREZERUEY,

= Main Menu — Layer3 Features — Static Route Config — Config
Static Routes

= Telnet 192.168.1.254 BEER
BUFFALD B3-G3024MR -
Layer3 Feature / Config Static Routes
[< <>l Page: 1
Dest. Address Subnet Mask Gateway Metric AJ
|

Destinat ion 1P address
<ESC> Back <Tab> Move Cursor <Ctrl-¥> Delete <Ctrl-L> Refresh <Ctrl-f> Save

=
NRFIA—5— B
| <<>> | REDEBDOR—IJICb2HENR—IZNDEZXET,
Page: REDERDOR—IJICb2HER—IZNDEZXET,
Dest. Address V=TV TDHNREBBRY N T—IVFRLRAZRELE T,
Subnet Mask =T AV TORREBDZIRYNTI—IDHTRY NI RV &
RELEXT,
Gateway =TV TDORRERBZRYNT—IDT—RI14T7RL
AEHRELET,
Metric )t;;»r VIDHREBBZIRY NT—I DX KNIy I BZRE
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F28F AZa—qqvH¥—T1—2R
TI7AWMTF—FO T AM(RE
CORBBZDT I AN T =Dz ERELET,

= Main Menu — Layer3 Features — Static Route Config — Config
Default Gateway

BUFFALD BS-GI024MR =

Layer3 Feature / Confiz Default Gateway

|

Default Gateway: | NNNEEE

Default zateway address

KESC> Back <Tab> Move the Cursor Ctrl-L> Refresh <Ctrl-#> Save
=l
RFGRA—5— Bt
Default Gateway AEBOTFTIANWNT—R VAP RLAZRELET,
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RIP ER7E

Layer3 X =1 —

RIP DEEZH I RWET,

= Main Menu — Layer3 Features — RIP Config

BUFFALD BS-G3024MR -
Layer3 Feature / RIP Config.
[<<>>] Page: 1
RIP Send RIP Receive RIPZAuthPassword AJ

Hit <Space> to select: Erable/Disable RIP feature on this interface
<ESC> Back <Tab> Move Cursor <Ctrl-¥> Delete <Ctrl-L> Refresh <Ctrl-f> Save

=
NRFIA—5— B

| <<>> | REDEBDOR—IJICb2HER—IZNDEZXET,
Page: REDERDOR—IJICb2HER—IZNDEZXET,
VLAN ID RIP DEXE%ZT % VLAN ID RREINZET,
RIP Status RIP OB/ EMERELE T,
RIP Send EETBRPON—Y3VvERELET,

RTETZE S RIP I&.None, RIP1, RIP1-Compatible, RIP2, RIP2

Auth T,
RIP Receive ZETDIRPON—IaVERELET,

RIP2AuthPassword

F&ETZ B RIP [F.None, RIP1, RIP2, RIP2 Auth, RIP1,2,
RIP1,2 Auth T,

RIP2 DFBFE/ART—RZRELEX T,
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F2E8F XZa—aAv¥y—7x1—2R
Statistics X = 21—

et FHRT

R—hEBOBEEDORFERERTLEXT,

= Main Menu — Statistics — Statistics View

= Telnet 192.168.1.254

BUFFALD BS-G3024MR -
Statistics / Statistics View

Port Uptime: 0 Davs 0 hr. 32 min. 33 sec.
L
Inbound Outbound

3
4
b
3 Octets: 2400233 Octets: 4860722
7 Unicast Packets: 36057 Unicast Packets: 71444

] Won-unicast Packets: 831 Non-unicast Packets: 25

9 Packet Discards: 25600 Packet Discards: 0

0 Packet Errors: 0 Packet Errors: 0

1 Undersized Packets: 0
? Oversized Packets: 0
3

4

b

B

Fort 1
<ESC> Back Ctrl-L> Refresh <Cirl-W> Save

||

NRFA—5— BB

Port R—FBSEZERRUL BRINAR— N OREHERZRTUE
T RRINDERISRDED T,
Inbound Outbound
Octets Octets
Unicast Packets Unicast Packets
Non-unicast Packets Non-unicast Packets
Packet Discards Packet Discards
Packet Errors Packet Errors
Undersized Packets
Oversized Packets

XEND ST —DERMER. 64bit T LREBIDENVYT—IF0ICEDET,
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Command Line X =1 —

MEIEEWD I U7

HEtE®REI U LET,
= Main Menu — Statistics — Reset Statistics

AAZ 2 —%3FIRT % & Do you want to reset the counters? Yes/No & BN E T Yes Z3EIRT 5 &
HEtERZ 7 VP ULE I No ZEIRT 2 LHIBEHEICED £,

Command Line XZ= 31—

CLIE—RUYIDEZX

CLIE—RICUIDBEZET,

= Main Menu — Command Line

Exit X= 31—
aJr77vk

077 RULET,

= Main Menu — Exit

BS-G3024MR Y 77 L~ R4 K I 71



FT2E AZa—aAYvH¥—T1—2R

MEMO
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ARV RSA VAT —T 1 —ADIRE

AN RFAIALIT—=T 1—R

YRIAVA VT =T 2 —ADEKRE

TR AV R A VAT =T 2 —A(CL) DFEWAZFHAUE T ARG AV RI1
VAVEI—T—AMNSCLIANY ROF—T—RP/NIGA—FZANUVLTHRETEZXT,

YRSIAVAII—=T 2 —ANDF7 7R
Kim; vy —)LERERIERY NT—28% (TELNET) TORWERERD/Y IV %E

EoT. AYVY—ILT7AYTZRENS CLIONY ROF—T—RPNIA—FZAHLTRET
EEEE

ARYRIA VA5 —T 2 —ADERE
Avy—=)L70Y 7 ZRRIEZFIEFROEEDTT,
1 zmeensrvuss,

Login I TadminiZ A# U, <Enter> Z#R U £ 9 (Password 177 4 JL N TIIERTE

ENRTWEEA)
"Main MenuiBERRENE T,

CEES O7 VFIEICEALTIE. TE 1 B AHRTEI(P) £SRBLTLIZE WL,

2 M1%# U T."Command Line 1 Z#IRULE T,
Avy—=IL7aYy7hkBREEINES,

‘ BS-G3024MR#

CEES Telnet #EA LU T AEICERX4 DDy Y a v ER DI ENTEET,
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£38 IAVYRIAVAVI9—Txz—2R

CLIOAY>YKRDAA

CZTIEFCLIORY Y RDAADD UM I DWTEHBLET,

F—D—R&5IH

CLIONY RER—EDF—T—RESIHDSBD T,

F—T—REFAY Y REBEL.SIBEIRE/NTA—F—EEBELE T,

1 Z |£. " show interfaces Ethernet 5" & WL\ 5 0¥ > K Tl&." show interfaces Ethernet " [FF— 7 — R
TS I ER— N ZIBET 25|18 TI,

AVY RIERDESICANT B ENTEET,
BELIVYRE 1 DANTZHEICIK. AV RF—T—REASDLET,
EHOIAT Y REANTZIBEICE. BRIV RENEELTRIEFTCADLET,

BFIZENLTERREEBEDICIF ROESICADLET,

BS-G3024MR# help

Help may be requested at any point in a command by entering

a question mark '?'.

If nothing matches, the help list will be empty and you must

backup until entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is
entered and you want to know what arguments match the input
(e.g. 'show pr?'.)

BS-G3024MR#

NIGA—=F—%EREBELETZIAVVYRZANTZHEICIF.AY Y REF—T—ROH & ITBHER/N
TA—=F—"ZANULET,
FIZIE EEERD/IKRT—RICabe” ERET DBEICIE RDESICAALET,

BS-G3024MR (config)# system password abc
BS-G3024MR (config) #

4 NE-1

ARYRSA VA VI =T 1—ATIF. HZDANVY REEET 2D ICREBRDELRXFHN S
ANV ROF—T—RZZHLUFET,

B Z &, "configure" WS AN Y R%Z "config" EANT BRITTHESIENTEET,

avy Ro#s
ARV RZA VA VI —T 1 —ATR. HZAXVY ROANERPTYLHT <Tab> 2T &IV

YRIEETEZHAICIE. IVY REFEEBTEAALET,
B Z 14 "interfaces" Tld.int & AU T <Tab> Z#HF & | "interfaces" DEAETOIANYY RHETS

nxY,

ARV RICEAT3NILT
help ANV RZANTZDENLTIRATFLAOBREGFHPAERRIED LN TEET,
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ARV RSA VAT —T 1 —ADIRE
Fle" " N—U%FANTDEANARELRF—T— RPN A—F—DiiAZ—BERRIED
EDNTEFT,

BS-G3024MR# show

bcast-rate-limit Show Broadcast rate limit for each port
mcast-rate-limit Show Multicast rate limit for each port
DLF-rate-limit Show DLF rate limit for each port
cos Show Traffic Class Mapping settings
diffserve Show diffserve settings

dotlx Show 802.1x settings

interfaces Interface status and configuration
ip IP information

layer3-mode Layer 3 priority Mode

log Show System Log

mac-address-table MAC forwarding table

mirror Show mirroring settings

queue-mode Queue Scheduling Mode
running-config Current operating configuration
spanning-tree Spanning tree topology

system Show system settings

tos Show TOS settings

trunking Show Trunking information

vlan Show Vlan information

arp Show arp table

BS-G3024MR# show

AYY ROWDEL
ZLDFREIAVY RIE F—T— RICEBEHFHD "o" DI TAANTZILICL>TIYY RDE
TEMDHELIED BREZT 7 A NMEICRT ZENTEET,
#)
mirror ANY RTR—KMIZ—U YT ZB/WICLIRET, To mirrors EANT BEIFT—U Y
TEBMCTEET,

AV RE—FRICOWT

AN Y Rtw ME Exec 7 T X & Configuration 7 7 XTS5 E T,

Exec 7 ZADAX Y RIF —IICY AT LREORTR ANV Y5 —DI U FZITVET,
Configuration 7 JADANY RF A VT —T 2 —ADINTA—F —DEBNFED XA v FHpe
DYIDBEZZTVWEY,
INSDTZAEESSICERDIE-—RICDTONETBIRUcE—RICL->THIATES OV
YRHBERBZODEXT,

TAYTRT"M Y=V ZAANTHE WD THERADE-—RTHATESZIV Y ROURAMER
MRIBBZENTEEXT,
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end

cos
diffserve
dotlx
interface
lacp
layer3-mode

BS-G3024MR (config) #

Exit configuration mode

Set Traffic Class Mapping

Set DiffServe settings

Set 802.1x settings

Select an interface to configure
Link Aggregation Control Protocol
Set Layer 3 Priority mode

mac-address-table Configure the MAC address table

BS-G3024MR (config) #

no Negate a command or set its defaults
queue-mode Set Queue Scheduling Mode

snmp-server Modify SNMP parameters

spanning-tree Spanning Tree Subsystem

system System Settings

tos Set TOS settings

vlan Configure VLAN parameters

arp ARP entry setting

ip Internet Protocol

router Changes mode to router interface mode
exit Exit from interface configuration mode

Exec AV YR

Flcrayy =ty yayzERBL CLI E—RICAOJHA YT 2 & AEGRIE Privilegedl Exec 1

IYRE—REHEE—R)ICOZ1YULET,

Configuration AVYY K

Configuration ANX Y R IF AHEDREEZEE I 2cHICFIASINBFEE—ROITYYRTT,
T — R (Privileged Exec E— R) D SBENT B IC(d config AV Y REFEWET,
70> 7 K HY " Not Defined(config)# " ICZ 10 D . /R T D Global Configuration AN¥ Y RADF7 U 2

ZENBONEITHET—RICRSIcIF exit ANV REFVWET,

Configuration AN¥ Y RIFRD 2 DDE—RICAIFTSNET,

Global Configuration: CDE—RDIANYY RIFY AT LLRILDF
system IRE DK SHRAN Y RAHB D FT,

KEEEBELET,

Interface Configuration: CDE—R DIV RIFR—KDREEZFELE T,
speed ¥ duplex ‘REDINY Y RABH D FT,

INSOANY FEIRITHOREZEET BT T, ﬁti}ﬂ'%t

E%é‘ib\iﬁ'o

£ﬁ¢® SEZT7 7V YVatEY—ICREL. BEBRICHERASES/HICIF. system save Y

Y REFEVWET,
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—BIEITY K
—RRIY VR
help

Z DN RIF Privileged EXEC E— RICEE L. CLINLVI Y AT ADFERICET %
BERAYE—VERRTEET,

(a7 > RoEX]
help

[IXZX—%—]
A

[Z7 4L hE&TE]
NV

[a7 Y RE—R]
Privileged EXEC
(m 57 L)

BS-G3024MR# help

Help may be requested at any point in a command by entering

a question mark '?'.

If nothing matches, the help list willbe empty and you must backup
until entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is
enteredand you want to know what arguments match the input
(e.g. 'show pr?'.)

BS-G3024MR#
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EIE AVYRZFAVAVH—T—R
configure
Global Configuration (config)y IV¥ Y RE—RICADFT,
[Ov > RoExX]
configure
(X5 %x—%—]
AN
[77 # )L MERE]
AN
[AvY RE—FK]
Privileged EXEC
(27> Rofi]
BS-G3024MR# configure

Configuring from terminal....
BS-G3024MR (config) #

Interface ethernet
$EE Uz LAN R— M @ Tinterface Configuration (config-ifjy ¥ RE—RICAZZ &
MTEEXT,

(27> RotEX]
interface ethernet <port>
X5 AXA—%—]
<port> LAN R—hBSZEELEX T,
(77 AL M E&RE]
AN
[AvY RE—FR]
Global configuration
(27> Rofl]

BS-G3024MR (config) # interface ethernet 1
BS-G3024MR (config-if) #
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exit

— AT YR

REBRELTWBRE—RZETUTBERDOE—RICRZZENTEEFT,
PrivilegedEXEC E— R TETULBEIF. O VEEICED £9,

[av >y RoEX]
exit
(/X5 X—%5—]
AN
[77 # )L MERE]
AN
[AYY RE—FK]
All command mode

[a<y RDFl)

BS-G3024MR (config-if)# exit
BS-G3024MR (config) #

end

%1 configuration E— KM 5 PrivilegedEXEC E— RNICERD £,

(27> RoEX]
end
(/85 x—%—]
AN
(77 AL M ERE]
B®U
[AvY RE—FK]
Global configuration

[avy RDFl)

BS-G3024MR (config)# end
BS-G3024MR#

BS-G3024MR Y 7 7 L ¥ Z A1 K I 79



£38 AVYRIAVAIVI—TI—2
clear arp-cache
BMICERI NI ARP T— 7 ILEHIBRUL £ T,
[a7 > RoEx]

clear arp-cache
(/85 X—%—]

U
[77 # )L N ERFE]

U
[A¥Y RE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# clear arp-cache
BS-G3024MR#
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in
Eingg:l Ny RZRTUILEBRERRTCEEXY,
[27 > RotEX]
ping <ip>
(/85 Xx—5—]
<ip>
[77 # )L MERE]
AN
[a7Y RE—FK]
Privileged EXEC
[a7 > Rofl]

— AT YR

EEXDIPZRLAZIEELE T,

BS-G3024MR# ping 192.168.1.48
Received 64 bytes from (192.168.1.48)

BS-G3024MR#

Time=49 ms

tracert
traceroute ANV RZHKTL. BREZRXRRULET,

[av Y Ro#Ex]
tracert <ip>
[I85X—%—]
<ip>
[Z7 # )L hE&TE]
A
[a9Y RE—R]
Privileged EXEC

EEXEDIP 7PRLAZEEELE T,

[a7 > Rofi]
BS-G3024MR# tracert 192.168.1.200
1: <10 ms <10 ms <10 ms
1: <10 ms <10 ms <10 ms 192.168.1.200
BS-G3024MR#
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show running-config
REEBEL TWEARERNRZRTRCEE T,
[av > RoEx]

show running-config
(/85 X—%—]

U
[77 # )L MERFE]

U
[A¥Y KRE—K]

Priviledged EXEC
(37> Rofi]

BS-G3024MR# show running-config
! -- start of config file --

configure terminal

|

system username admin

system password

system firmware-tftp ip 0.0.0.0
system firmware-tftp path/file
system config-tftp path/file
system config-tftp ip 0.0.0.0
|

system log remote-enable
system log ip 0.0.0.0

system log without-name

system log config-facility notice+info
system log auth-facility notice+info
system log device-facility notice+info

I BmHPA >>>>>

system mac-security disable
mac-address-table aging-time 300
exit

|

!

! -- end of configuration --
BS-G3024MR#
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—fRER T R
system firmware-tftp download
TFTP U —N—& DT 7—LD 7Y U YO—-RTEXT,

(27> RoExX]
system firmware-tftp download <ip> <filename>
(/85 x—%—]
<ip> TFTP H—/N—D P PRLRAZEELE T 77 —LT 1T
DIN—= 3> 7y ZITIERR TFTP —/\—DRETY,
<filename> T77—LDx 77 70ILOEREIZ FARKF."-" (\17
N (P =IR=)T 15 XFHMAR(AR—=RFFRA) T
BELET,
(77 )L b E&3E]
U

(A7 Y RE—K]
Global configuration

[avy RDFl]

BS-G3024MR (config) # system firmware-tftp download 192.168.1.24
BSG_xxx x.rom

Image Download Successful.

Reboot the switch
Continue or not? (Y/N)

¥ ROV Y REFRTT ZICiE. B& TFTP Y —/N\—HDWMETY, TFTP Y —/\—D:X
ElE. TFTP H—N—DV¥ =27 I ESBLTLEEL,

¥ FUYO—RDETITDE. Continueornot? (YN) ERREINFET, YEANT D

&, REENBEEHULET,

BHULT77—LDx7id. BEBERICEMCRDET,

77—LUz7OFUyO— RRFHERFICERZEZRE SBVWTLIRE W,

Failed to download firmware & RRSNDHR. 77—LAT 7Y O YO—RKRTE
Xt Ao
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system firmware-tftp ip

TFTP Y—N\—&D T 7—LD 7 &I VA—RIBLODIP P RLAZEEL X
ER

[av > ko]
system firmware-tftp ip <ip>
[1X5X—5—]
<ip> TFTP U—/X—DIP P RLRAZEELES . 7 7—LD T
DIN—= 3> 7y FICIERE TFTP U —/\—DRETTI,

(77 AL M E&E]

0.0.0.0
[AvY RE—FR]

Global configuration
(O~ > Rosl]

BS-G3024MR (config)# system firmware-tftp ip 192.168.1.24
BS-G3024MR (config) #

XEIYY R, AZa—(v9—7x—ROHBAENZIATVRTT,

system firmware-tftp path/file
TFTP H—N—&kD T 7—LD 725 I YO—RIIBOT 71 ILEEEELET,

(27> RotEX]
system firmware-tftp path/file <filename>
[IXZX—%—]
<filename> T77—ALDxT7 7 7MILDOEZREIZ FARKF."-" (\17
) (P F—=IR=)T 15 XFUR(AR—=ZEFRA) T
EBELET,
[77 )L N E&3E]
ANV}

[AvY RE—FR]
Global configuration
[a7> Rofl]

BS-G3024MR (config) # system firmware-tftp path/file BSG xxx x.rom
BS-G3024MR (config) #

XAV R, X 22— Y9 —Tx—RCOHERAENZIAVVRTT,
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—fRER T R
system config-tftp load / system config-tftp save
REZRTE (save) /BIT (load) TEFX T, load [FFFINHEEZ TFTP U —/\—
MEFTYO—-RUET, save l[FFEEZE TFTP Y —/N\—ICHREFLET,
[2v Y RotExX]

system config-tftp load <ip> <filename>
system config-tftp save <ip> <filename>

[/85X—%5—]
<ip> TFTP U —/\—DIP 7 RLAZEELER T AIVY R ZE
79 BICIER&E TFTP H—/N\—D\RE T,
<filename> BRETZ7AINDEZFZ FARYF."-"U\1 7). (7
VHF—=IR=)" (R R) T 15 XEBAR(AR—ZEART)
TABLET,
[77 A4 LE&E]
72U
[av Y RE—R]
Global configuration
[Ov > RDFl)

BS-G3024MR (config)# system config-tftp save 192.168.1.24 clitest.cfg
Please wait a minute.

11568 bytes data transferred!

BS-G3024MR (config) #

KEERTEDRTF /ETTICIBE TFTP Y —N—DBETY,
XBRET7AILDI O YO—RMNET TS E. Are you sure to reboot the system? (Y/N) &5
REINFTODT. Y ZREIRL, BEEBL TSIV, BEEBRICERENBIEMICEDET,
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system config-tftp ip
RETZ7AINET O YA—RTBIHD TFTP Y—/N—D P P KL RAZHEELEXY,
(27> RoEX]
system config-tftp ip <ip>
(/85 x—%—]
<ip> TFTP U—/N—D P P RLAZIBELE T AIVY RZE
19 IR TFTP Y —/N\—DRETT,

[77 # )L MERE]

0.0.0.0
[AYY RE—FR]

Global configuration
(= IS N

BS-G3024MR (config) # system config-tftp ip 192.168.1.24
BS-G3024MR (config) #

KERIAVY R, AZ2—AV9—T7x1—RACOHBERAETNZIVYVRTT,

system config-tftp path/file
TFTP Y —N—HSF IV AO—RIBRET7AINDT7 71 I EZEELXY,

(=S NOL- 379
system config-tftp path/file <filename>
(/X5 X—%—]
<filename> BET 71N OAFIZ EARBF." - (N1 T7)." (7
VF—I8=) 7 (R B) T 15 XFEMA (RAR— R AR
TAHBLET,
[77 AL b E&3E]
A

(A7 Y RE—K]
Global configuration
(m 57 L)

BS-G3024MR (config) # system config-tftp path/file clitest.cfg
BS-G3024MR (config) #

XAV YVRE, X 22— Y9 —Tx—RCOHERAENZIVYVRTY,
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SNMP VYV R

¥ SNNP %> THERBHREZINET 2L F& SNMP EZF Y V7Y 7 M e EDBEBEENNET
_g_o

snmp-server name
VRATLARERETEET,
[Ovy Ro#Ex]

snmp-server name <string>
no snmp-server name

[/85 X—%—]

<string> AEBOBEZ FHRYF."-" (A7) "(FrF—N—)T
31 XFLA(AR—=ZIFARA) TRELX T,

(77 AL b 5&3E]

BS<MAC 7 RL X >
[AvY RE—F]

Global configuration

[avy RDFl]

BS-G3024MR (config) # snmp-server name buffalo
The name of this host is changed to buffalo now

BS-G3024MR (config) #
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snmp-server location

VAT LDRBEBFOANZRETCEET,
(27> RoEX]

snmp-server location <string>
no snmp-server location

[/85 X —%—]

<string> AEBRNBRBEINTWBEFAZ EAERE"-"(U\1 7). (7
Y —)\—)T 31 XFLUR(RAR—ZAFARA) TEELE T,

(77 )L b E&3E]

Not Defined (GR&E k)
[AvY RE—F]

Global configuration

[a<vy RDFl]

BS-G3024MR (config) # snmp-server location buffalo
BS-G3024MR (config) #

snmp-server contact
VAT LDEBEABREDBEREZRETEET,
[2v Y RotExX]

snmp-server contact <string>
no snmp-server contact

[/85X—%—]
<string> AEBOEBEZZ EARYZ. - U\A1T)." "(FrF—
=) (Ry )@ (Fy hY—2)T 31 XFEBAR(AR—ZR
) THEELET,

(77 )L b E&3E]

Not Defined (R E %)
[AvY RE—FK]

Global configuration
(a7 > Rofl]

BS-G3024MR (config) # snmp-server contact buffalo_admin
BS-G3024MR (config) #
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snmp-server community
AXa 74— RZH_ETEFT,
[av Y RoiEx]

snmp-server community <community> <privilege>
no snmp-server community <community>

[XFx—%—]
<community> 225744 RBZEHAEHF-"(\1T7)." " (P
F—I\=)D 31 XFLATEEL I (AR—ZIEFA)
<privilege> FOERAE—REEELEXT,
ro XD EHR

w D / EiAH
trap trap MRANMCNTBAZI 22T r—RZEMCULE
ER
MABEERTICY Y-V F—ZHUBE HAHAD TR trap WITNH
OFF IZT& D £9,
¥no ZFEALEZIOTYY RDBE "trap" DAHIEENEETT . CDHBHIBESN
fedZa=714—%DtrapZ OFF ICLE T,

(77 4L M ERE]

public (ro)
[AvY RE—FK]

Global configuration
(27> Rofi]

BS-G3024MR (config)# snmp-server community buffalol rw
BS-G3024MR (config) #

X FI7AINNTCHRAEZFRLIAZI 2 =T 1 —4% "publics BREINTWET,
XAV TF—8DEHIODIAZI 2 =T —RARBHIRELEEEZIND I &
EHEHLET,

X AZa2ZT74—BDIVMNIJIEFRASEEXTHRETEET,

XnoZ[MFAVYREAAL, BEOIZI 2 =F—ZEEETZEZ0D]
ZaZ74—RBEHRITBIEDNTEZXT,

X AXFINXZDOXRINHD 9,

X RED | EBIAHE Trap DIRTERET DHEFIE. INTA—F rw & Trap &
2EICHFTREL TWRLKRERHD XTI,
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snmp-server host
SNMP /RRA KN (BEM) OOI2=71—&RVCIPPZPRLAZHRELE T,

[Ov Yy RoK#Ex]

snmp-server host <string1> <ip> <string2>
no snmp-server host <string1>

[/ X—%—]
<string]> SNMP /RR b DRI ZFHRYHF."-" (N1 T)." (7P
F—IN=)D 31 XFLIATHRELEFT,
<ip> SNMP/RRA MDD IP 7 RLAX(E 1P 7 KL REHEEZREL
FIHEEEZTOHBE.RIDIP EEDDODIP %= - TX
Y>TAALET,
(1) 192.168.1.10-192.168.1.20
<string2> 22574 —RBZHAEHF-"\1T7)." " (P
F—N=)D 31 XFUATEELEXT,
(<string2> (FFREFH D TRAP B THZ A2 =T 1 —
ZEEBELTLLEETW)
[77 )L MRE]

read-only D 1= 1 =7 « —public " EESINTWVET,
TFT7ANWNNDAZ 2T —RBEEREEINDIEZHFMHLET,

[AvY RE—FK]
Global configuration
(27> Rofi]

BS-G3024MR (config)# snmp-server host buffalo 172.16.5.198 private
BS-G3024MR (config) #
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snmp-server host-authorization
SNMP TR R b DFRFEZ B R FEMICLE T,
[a7 > RotEX]

snmp-server host-authorization
no snmp-server host-authorization

(/85 x—%—]

AN
[77 # )L MERE]

i3]
[AY Y RE—FR]

Global configuration
[av > Rosl]

BS-G3024MR (config)# snmp-server host-authorization
BS-G3024MR (config) #

XEWICT B &, snmp-server host TRESINERA NDHFERFZED MIB F—4
R=RALTIVELATEXY,

snmp-server trap
SNMP T community 585F b 5 v 7O@BHEZ B ISBEMNICTEET,
[av > ko]

snmp-server trap
no snmp-server trap

X5 A—%5—]
AN
(77 AL M E&RE]
Bz
[A7vY RE—FR]
Global configuration
[av7 > Rofl]

BS-G3024MR (config) # snmp-server trap
BS-G3024MR (config) #
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show snmp
SNMP JZ 2 =5« —VPRIADERERTCTEEX Y,
[av > RoEx]
show snmp
(/85 X—%—]
®mU
[77 # )L N ERFE]
U
[a¥Y RE—K]
Privileged EXEC
(37> Rofi]

BS-G3024MR# show snmp

Host Authorization: Disabled
Authentication Trap: Enabled

Community-String Community-Access

Host-Name Host-IP Host-Community

BS-G3024MR#
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show system
VAT LDFERERERRCEX Y,
[av > RoiEx]

show system
[IXZAX—%5—]

U
[77 4L ME&TE]

ANV
[a¥ Y RE—K]

Privileged EXEC
[a7 > Rofl]

AT LEEITUR

BS-G3024MR# show system

System Uptime: 0 Days 1 hr.
System name: BS-G3024MR
System location: buffalo

Web Access is: Enabled
Telnet Access is: Enabled
SNMP Access is: Enabled
Password is: Enabled

Hardware Version: xx
Boot Code Version: X.X.X.XX
Firmware Version: x.X.X.XX

TFTP Path/Filename:

IP Filtering is: Disabled
IGMP :Disabled

Host Port Age-Out Time:260

Router Port Age-Out Time:125
BS-G3024MR#

System time (YYYY/MM/DD-HH:MM:SS): 2007/ 10/ 28- 12:34:56

45 sec.
System Description: BUFFALO BS-G3024MR
System contact: buffalo_admin

MAC Address: 00:16:01:12:34:56

TFTP Server IP Address: 0.0.0.0
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system web

WEB REBEAD 7V X EBMEIIEMICTEET,
[av Y RoiEx]

system web
no system web

(/85 x—%—]

AN
[77 # )L MERE]

a3
[AY Y RE—FR]

Global configuration

[a< Y RDFl]

BS-G3024MR (config)# system web
BS-G3024MR (config) #

system console timeout
VY —ILERRIC. AADBDSTeBZEDY A L7V MNEEZREL T,

(27> RoEX]
system console timeout <time>
(/85 x—%—]
<time> SALTYNEE(~60 ) ERELET,
(77 AL M ERE]
5(93)
[AvY RE—FK]
Global configuration

[a< > Rofl)

BS-G3024MR (config)# system console timeout 30
BS-G3024MR (config) #
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system telnet
Telnet R EBEND 7 7 C R =B ECIXEICTEEXT,
[27 > RotEX]

system telnet
no system telnet

(/85 x—%—]
AN
[77 # )L MERE]
a3
[AYY RE—FR]
Global configuration

[a<y RDFl]

BS-G3024MR (config)# system telnet
BS-G3024MR (config) #

system telnet timeout
Telnet BEfEhFIC. ANDBH S IZEDIT A LT U NFHZERELE T,

(27> RoEX]
system telnet timeout <time>
(/85 x—%—]
<time> SALTYNEE(~60 ) ERELET,
(77 AL M ERE]
5(93)
[AvY RE—FK]
Global configuration

[av > RDFI)

BS-G3024MR (config)# system telnet timeout 30
BS-G3024MR (config) #
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system snmp

SNMP SREBEAND TV C XA ZBHNEIFBEMCTEET,
[a7 > RotEX]

system snmp
no system snmp

(/85 x—%—]

AN
[77 # )L MERE]

a3
[AY Y RE—FR]

Global configuration

[a< Y RDFl]

BS-G3024MR (config)# system snmp
BS-G3024MR (config) #

system save
BEDHREARNRZ NVRAM (75v¥aXEU—) KRELET,

(27> RoEX]
system save
(/85 x—%—]
AN
(77 AL M ERE]
BU
[AvY RE—FK]
Global configuration

[av Y RDFI)

BS-G3024MR (config) # system save
Saving Configuration ...

Configuration saved to NVRAM.
BS-G3024MR (config) #

KREEZELBA, FITY RERTLIRENBEREL TSI,
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system reset
rEmzBEESLET,
(27> RoEX]

system reset
(/85 x—%—]
AN
[77 # )L MERE]
AN
[AvY RE—FK]
Global configuration
(27> Rofl]

‘BSfG3024MR(config)# system reset

system restore-all
REmOREEZ TSHERREICRULE T,
(=SS NOL- 379

system restore-all
[XFAX—=%5—]

A
(77 # )L M ERE]

AN
[AYY RE—FR]

Global configuration
(= IS N

BS-G3024MR (config)# system restore-all
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system restore-except-ip
VLANI @ IP 7 R L R ZR< AR B OREEZ TIHEFRHREICRE L X,
[Ov > RoExX]

system restore-except-ip
(/85 x—%—]

AN
[77 # )L MERE]

AN
[AvY RE—FK]

Global configuration

[av Y RDF)

‘BSfG3024MR(config)# system restore-except-ip

system username
ARBIICOTAI VT2 DDI-—F—BEBETEET,
[av >y RoEX]
system username <string>
(/X5 X—%—]
<string> ~A—Y—BEFHARYF.- \AT) T (FrT—/I\-)8 XF
BRTEELET,
(77 AL M ERE]
admin
[AvY RE—FR]
Global configuration
(2% > Rofi]

BS-G3024MR (config) # system username buffalo
BS-G3024MR (config) #

XEBERIEFE-TULTLREEW,
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YZRFLEBIATVR

system password
AEBICOTA VT ZEDDIRT—REZEBETEE I,
[av > RoEx]

system password <string>
(/85 X—%—]

<string> AT = RZ¥BRYF."-" (A7) (P —

N=)DIXFUANTEELET,

[77 # )L N ERFE]

U
[a%Y RE—K]

Global configuration
(37> Rofl]

BS-G3024MR (config)# system password buffalo
BS-G3024MR (config) #

HEBREFE-TULTEE W,
KIRAT—RETNTULEVWET & BEHEBE Y Y —Ic TEB(BEE) LTWe< 2 EIRBDEY
DT EBLIEE W,

system password-protection enable / disable
AEROTA VLI —ZENXT—RANERDZINESHERELET,
[2v Y RotEX]

system password-protection enable
system password-protection disable

X5 AXA—%5—]
AN
(77 )L b E&3E]
B3
[AvY RE—F]
Global configuration
[a<> RDfl]

BS-G3024MR (config) # system password-protection enable
BS-G3024MR (config) #
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system ip-filter

VINDZTZ P 74N —ZBHELEEDICLES, VINTITFZIP 70ILY—
F. BESNLIPHSOAIREGZOEBIF DT I ECAEIN—T 4 VI %HFAT S
KEBET Y,

[av Y RoiExX]

system ip-filter
no system ip-filter

X5 AXA—%5—]
AN
(77 )L b E&3E]
i)
[AvY RE—F]
Global configuration
(2% > Rofi]

BS-G3024MR (config) # system ip-filter
BS-G3024MR (config) #

system ip-filter address

VIR IP 74T —ZRELET, CITEESNLIP DS DHEEFZD
BEIFICZVEATEEXT,

[av Y RotEX]

system ip-filter address <address>
no system ip-filter address <address>

X5 A—%5—]
< address > IP7RLARIETP P RLRAEEZIEE L X I HBEZIEE
I BB xXxXXyyyy DEDICT RLADE%Z - TRYI>
TLEE W,
[77 # )L FRE]

[Ov Y RE—R]
Global configuration
[av > kosl]
BS-G3024MR (config) # system ip-filter address 192.168.1.210-

192.168.1.255
BS-G3024MR (config) #
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AV —T7x—RIAYVR

A7 —7x—RAX VR

R— N DIBTEIE Mnterface ethernety (P78) TIREL TLZE LY,
description

R—hEERETEET,

[a< > RD#EX]

description <string>

[/85X—%—]

<string> R—MBZRELIIFAREYF."-"\1T7).) "(FPr5—

=)D 16 XFEUAR(ZAR—RAERT]),

(77 AL M ERE]

port <LAN /R— h&HES >
[AvY RE—FR]

Interface configuration
(27> Rofl]

BS-G3024MR (config-if)# description buffalo
BS-G3024MR (config-if)#

shutdown
IR— N ZEMEIEMCBELET,
[av Y RoiExX]

shutdown
no shutdown

[XFX—=%5—]
U

(77 )L M ERE]
R—~BZ

[AYY RE—FR]
Interface configuration

[a<vy RDFl]

BS-G3024MR (config-if)# shutdown
BS-G3024MR (config-if)#
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negotiation auto

A—RROVI—a VBN ELFEMCLUET,
KA—RNRIOVI—yavEENICT S E Auto MDI-X HEEL BN ERD £,

[Ov Yy RoK#Ex]

negotiation auto
no negotiation

[1X5X—5—]
U

[77 4L MERTE]
B

[AvY RE—FK]
Interface configuration

[avy RDFl)

BS-G3024MR (config-if)# negotiation auto
BS-G3024MR (config-if)#

speed

R—hDBEEREZRETCETET,

X OBIERE% auto BUMTHES 2 & Auto MDI-X HEEL BN E R D £,

M BEREERETHHAR. T2 7L Y I RE—R(PI3) bADETREL TR,

[av Y RoiExX]
speed <option>
[/85X—%—]
<option> AT aVIiFROELD T,
10 1OM ICRREL X T,
100 100M ICERELE T,
auto A—hXIYI—IaVICRELET,
[77 A4 E&E]
auto

[AYY RE—FR]
Interface configuration

[a<y RDFl]

BS-G3024MR (config-if)# speed 100
BS-G3024MR (config-if)#

¥ Gigabit TBET 258, ZERBEVVIN—bF—DWA% Auto E— RITERTE
ITIRENHDFT,
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duplex
BR—MDTFT21 LYV RE—RZRETEET,

X T2y Y RXE—R%Z auto LIHMCT B & Auto MDI-X HERED BN &R D £ 9,
X TFTa17Ly I RAE—RERET 2HEIEBEERE(P102) bEDETHREL T LS,

[av Y RoEX]
duplex <option>
(/X5 X—%—]
<option> AT avVIiFROELD T,
auto A—bhRIYIT—IaVICRELET,
full Full-Duplex ICERE UL X T,
half Half-Duplex ICEREULE T,
[Z7# L hE&TE]
auto

[AvY RE—FK]
Interface configuration
[a7> Rofl]

BS-G3024MR (config-if)# duplex half
BS-G3024MR (config-if)#

flow-ctrl
R—hO7O—§lEEEEIEEMCTEET,

[Ovy Ro#ExX]

flow-ctrl
no flow-ctrl

(/X5 X—%—]
AN
[Z7 4L hE&TE]
3]
[a7Y RE—R]
Interface configuration
[av7 > Ropl]

BS-G3024MR (config-if)# flow-ctrl
BS-G3024MR (config-if) #
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show interfaces

BIR— M DBERERRTEEY,
[Ovy Ro#Ex]

show interfaces
show interfaces ethernet <port>

(/85 x—%—]
<port> LANR—hESZIEELE T,
[77 # )L MERE]
AN
[AYY RE—FR]
Privileged EXEC
[av > Rosl]

BS-G3024MR# show interfaces ethernet 1
GigabitEthernetl/1 is Up

Hardware is Gigabit Ethernet

Auto-duplex (Full), Auto Speed (1000), 1000BaseTX

pvid is 1, traffic-priority is low

port is 802.1x disable

Broadcast rate limit is Disabled

Multicast rate limit is Disabled

DLF rate limit is Disabled

185 Packet Discards, 0 Packet Errors
0 Undersized Packets, 0 Oversized Packets

0 Packet Discards, 0 Packet Errors

Jumbo :Enable
BS-G3024MR#

input: 52008 Bytes, 598 Unicast Packets, 71 Non-unicast Packets

output: 80931 Bytes, 1138 Unicast Packets, 15 Non-unicast Packets

% show interfaces (32 LAN /R— M D1E#HRZ R IR U E T show interfaces

Ethernet <port> [#§E S v 7z LAN FR— b DBEHROHARRULE T,

104 I BS-G3024MR Y 7 7 LY ZH A K



A7 —7x—RAY VR
mirror
FEDODOR—EDSNZ T vV EEZIT DI —HEEZRELET, ARRIE 21
DI UIEIS—%RETEFT,

[a7 Y Ro#EX]
mirror <id> <option>
no mirror <id>
(/85 X—%—]
<id> REITDIT—ID (1 FkiF2) ZBELET,
<option> A7 3 ViFRODEED TT,
source cS74v0FE=Z9ENZHR—b (V—RR—F) ZIBELET,

monitor KNS 74V VEEZFITBZHR—b (EZF—KR—bF) ZEELZEY,
X <option> ZIELLHWES., BELLID DI S—HEEEEMEIF

wEmMCLET,
[77# )L MRE]
Mirror 1 : X
YV —ZR—k:2
E-H—R—hk11
Mirror 2 : &)
YV —AZAR—h 4
EZH—R—hK:3
[a7Y Y RE—R]
Interface configuration
[3< > Rofl]

BS-G3024MR (config-if) # mirror 1 source
BS-G3024MR (config-if) #

KY—ZAR—bEEZY—R— M EREL TH mirror <id> AV REXTLE
WEBRICED £t Ao mirror <id> IV Y RIZEEDHR— M D Interface
configuration E— R T—ERIFERTLTLIEE W,
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show mirror
R=KZIS—VUVITDREZRRTEET,
[av > RoEx]

show mirror
(/X5 X—%—]

U
[77 # )L MERFE]

U
[a7¥ Y RE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show mirror

Mirror 1:

Port Mirroring is: Disabled
Source port: 2
Monitor port: 1

Mirror 2:
Port Mirroring is: Disabled
Source port: 4
Monitor port: 3
BS-G3024MR#

106 I BS-G3024MR U7 7 LY XA A R



AV —T7x—RAY VR
Bcast-Rate-Limit
R=hDTO—RFTYIAMNZAM—LIY I NO—ILEZRETEET,
[a7 Y RDiEx]

bcast-rate-limit <threshold>
no bcast-rate-limit

(/85 X—%5—]
<threshold> U TD@ED ZER— b DL EWMEZEEL XY,
0 128pps 1 2kpps
2 6kpps 3 10kpps
[77 )L b E&3E]
E:i3y)
[AvY RE—F]
Interface configuration
[a7 > Rofl]

BS-G3024MR (config-if) # bcast-rate-limit 0
BS-G3024MR (config-if) #

% pps ... Packet Per Second (1 #REIDE:E/NT v D).
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Mcast-Rate-Limit

R—RDYILFFLYARAN—LOY FO—ILERETEET,
[a7 Y RDiEx]

mcast-rate-limit <threshold>
no mcast-rate-limit

(/85 X—%5—]
<threshold> U TD@ED ZER— b DL EWMEZEEL XY,
0 128pps 1 2kpps
2 6kpps 3 10kpps
[77 )L b E&3E]
E:i3y)
[AvY RE—F]
Interface configuration
[a7 > Rofl]

BS-G3024MR (config-if) # mcast-rate-limit 0
BS-G3024MR (config-if) #

% pps ... Packet Per Second (1 #REIDE:E/NT v D).

DLF-Rate-Limit
R—KDDLF GEEAFABEIZFv L) A =LY MAO—/LZHRETELT,
[av Y RoiExX]

dif-rate-limit <threshold>
no dIf-rate-limit

X5 AXA—%5—]
<threshold> L F D@D ZER—KDULEWMEZIBELE T,
0 128pps 1 2kpps
2 6kpps 3 10kpps
[77 # )L FRE]
EEE3]

[A¥Y RE—K]
Interface configuration

[avy RDFl]

BS-G3024MR (config-if)# dlf-rate-limit O
BS-G3024MR (config-if) #

% pps ... Packet Per Second (1 #REID&E:E/7 v ).
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show Bcast-Rate-Limit

AV —T7x—RIAYVR

TJO—REFYRAMNAM =AY O—ILDRAT—HIAERRTCEZEXT,

(27> RoEX]
show bcast-rate-limit
(/85 x—%—]
AN
[77 # )L MERE]
AN
[AvY RE—FK]
Privileged EXEC
(27> Rofl]

BS-G3024MR# show bcast-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN B

I BmHPA >>>>>

24 Disabled

25 Disabled

26 Disabled
BS-G3024MR
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show Mcast-Rate-Limit
VINFEFPAMAM=LAY FO=ILODRT—H AERRTEET,
[av > RoEx]

show mcast-rate-limit
(/85 X—%—]

U
[77 # )L MERFE]

U
[A¥Y KRE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show mcast-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN B

I BmHPA >>>>>

24 Disabled

25 Disabled

26 Disabled
BS-G3024MR

110 I BS-G3024MR Y 7 7 LY ZH A K



Av%—7x—ARAYVR

show DLF-Rate-Limit
DLF (BBHEARBHI=ZF+RA L) AA—LAIYFAO—ILDRT—YRERRTEET,
[av > RoEx]

show dIf-rate-limit
(/85 X—%—]

U
[77 # )L N ERFE]

U
[a¥Y RE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show dlf-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN R

I BmHPA >>>>>

24 Disabled

25 Disabled

26 Disabled
BS-G3024MR
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system stat-reset
BEMR—NOEKEERE V7 LET,
[Ov > RoExX]

system stat-reset
(/85 x—%—]

AN
[77 # )L MERE]

AN
[AvY RE—FK]

Grobal configuration

[avy RDFI)

BS-G3024MR (config)# system stat-reset
BS-G3024MR (config) #

jumbo enable / jumbo disable

Ve YRT7 L —LEZBMELISENICERELET,

¥ ERTE DIESRIE. show interfaces ethernet AN Y K (P104) ICTH I HBWET,
[av Y RoiExX]

jumbo enable
jumbo disable

[IXZX—%5—]
%L
(77 4L ME&TE]
au

[AvY RE—F]
Interface configuration

[avy RDFl]

BS-G3024MR (config-if)# jumbo enable
BS-G3024MR (config-if) #
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Vo7V —>3>yavvR
Vo7 TVr5—>3>»AY VR
trunking add

R—=hEKRZVIAVIN—ITEBIMULET,
XR—RNZVFVITETEIRETT,

(a7 > Ro#EX]
trunking add <number>
(185 X—45—]
<number> EMIBrIYI7 DU ~DNZEERELEIAFVT DD
RAUR—KZRAUSZ VI TI—FICREDET,
[77 # )L NERFE]
U

[a7 Y RE—K]
Interface configuration
(= IS N
BS-G3024MR (config)# interface ethernet 1

BS-G3024MR (config-if)# trunking add 1
BS-G3024MR (config-if) #

trunking remove
MR=hZ RSV I AVN—DSHIBRULET,

(27> Ro#Ex]
trunking remove <number>
(/X5 X—%—]
<number> HIBR9 255> D0 ~4)ZEELE T,
(77 AL M ERE]
®U
[A¥Y RE—FK]
Interface configuration
[av% > Rofl]

BS-G3024MR (config-if)# trunking remove 1
BS-G3024MR (config-if) #
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lacp

LACP (Link Aggregation Control Protocol) ZBIMKIIFEMICLET,
¥ BS-G ¥Y—XICT LACP IKThZ VI T —T%ERT 515E.BS-G ¥ —XELTIE LACP
Active 5RTE T.LACPIIH L TW2BS ¥ U — X TIELACP Passive/Active SRTEDM A TR TEEI,

[Ov Y RDiEx]

lacp <number> active
no lacp <number>

(/85 x—%—]
<number> LACP ZBM/EMICT BTV IDU~4)EEBELET,
(77 AL M ERE]
ANV
[AvY RE—FK]
Global configuration
[a7> Rofl]

BS-G3024MR (config)# lacp 1 active
BS-G3024MR (config) #

show trunking
NS>V I DTN —TERZRRLET,

(27> RoEX]
show trunking
X5 AXA—%5—]
ANV}
(77 )L b E&3E]
U
[av Y RE—R]
Privileged EXEC
(27> Rofl]

BS-G3024MR# show trunking

Trunk Id Lacp Status Ports
1 Disable none
2 Disable none
3 Disable none
4 Disable none

BS-G3024MR#
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MAC 7 RLAXOIVYVR

mac-address-table static
MAC 7 RLATF—TIL%EMNICEKRTE (E/ISHIBR) TEZED,
[av Y RoiEX]

mac-address-table static <macaddress> ethernet <port> vlan <vlanid>
no mac-address-table static <macaddress> vlan <vlanid>
[IXZX—%5—]

<macaddress> BARYICESR (FEIHIBR) T D2 MAC P RLRAEIBELE T,
2\ MNEICT  TRYISNTZ 16 EEHTANDLE T,
AZF v ANTZRLADAHBEMNTY,

<port> MAC 7 R L R & &8k (F123HIBR) 3% LAN R— M ZI8E

<vlanid> lNchio R L XZE&R(RcIFBIRR) 95 VLAN BESZHETE
LFEI,

(77 AL N E&7E]
U

[a%Y RE—K]
Global configuration

[a7 > Rofl]

BS-G3024MR (config) # mac-address-table static 0000.1111.2222 ethernet 1 vlan
1

BS-G3024MR (config) #
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no mac-address-table dynamic
TAFIVvIICEFEURLMAC 7 RLRAZHIBRTEET,
(27> RoEX]
no mac-address-table dynamic <macaddress> vlan <vlanid>
[XFx—%—]
<macaddress> BIBRT 251+ I v IICEBUIEMAC PRLREZEEL
T2 /NI hEICTITRYS N 16 ERTADLE Y,

<vlanid> MAC 7 RL A %HIR9 D VLAN BSZIEEL I,
[77 AL NERRE]
2L

[A%¥Y RE—FR]
Global configuration

[a< > Rofl)

BS-G3024MR (config) # no mac-address-table dynamic 000d.0b3c.119c
BS-G3024MR (config) #

mac-address-table flush-dynamic
FAFIyIICEBULIEMACT RLAZINRTHIBRLE T,

(27> RoEX]
mac-address-table flush-dynamic
(/X5 X—%—]
AN
(77 AL M ERE]
B®U
[AvY RE—FK]
Global configuration

[a< > Rofl)

BS-G3024MR (config) # mac-address-table flush-dynamic
BS-G3024MR (config) #
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MAC 7 RLZAOVY VR

mac-address-table aging-time
MAC 7 RLZAZEDOI—IVJHE (IBREREER) ZRETE XTI,

(27> RoEX]
mac-address-table aging-time <sec>
(/85 x—%—]

<sec> MAC 7 RLABEOI—-IYVIBE@E)ZEELET (0
~ 1000000) o

[77 # )L MERE]
300 (1)
[AYY RE—FK]
Global configuration

[a<y RDFl]

BS-G3024MR (config) # mac-address-table aging-time 300
BS-G3024MR (config) #

show mac-address-table aging-time
MAC 7 RLRAZEBEDI—-Y Y/ RKEZRRULET,

(27> RoEX]
show mac-address-table aging-time
(/85 x—%—]
AN
(77 AL M ERE]
ANV
[AvY RE—FK]
Privileged EXEC
(27> Rofi]

BS-G3024MR# mac-address-table aging-time 300

Aging Time: 300 sec
BS-G3024MR#
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show mac-address-table dynamic
FAFIVIIREBUIEMACT RLRAT—TILERRTEET,
[av > RoEx]

show mac-address-table dynamic
(/85 X—%—]

U
[77 # )L M ERFE]

U
[a¥Y RE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show mac-address-table dynamic

Destination Address Address Type Destination Port Vlan

000d.0b4b.384d Dynamic GigabitEthernetl/1 Vlan 1
BS-G3024MR#

show mac-address-table static
BMNICKEUVIEMAC P RLRAT—TILERRTEEXT,
[Ov Y RDiEx]

show mac-address-table static
[/X5 X—%—]

&L
[7 4L hRE]

A
[Ov Y RE—R]

Privileged EXEC
[a<v> Rofl]

BS-G3024MR# show mac-address-table static

Destination Address Address Type Destination Port Vlan

000.1111.2222 Static GigabitEthernetl/1 Vlan 1
BS-G3024MR#
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MACZRLRXAYYVR
show mac-address-table
BIUICEREUVLIEMAC 7 RLAT—TILE LTI FI v IIcEB LI MAC 7 RL
ATF—TIERRTEET,

(=S NOL- 379
show mac-address-table
[XFX—=%—]
A
[77 # )L MERE]
AN
[AYY RE—FR]
Privileged EXEC

(27> Rofl]
BS-G3024MR# show mac-address-table static
000.1111.2222 Static GigabitEthernetl/1 Vlan 1
000d.0b4b.384d Dynamic GigabitEthernetl/1 Vlan 1

BS-G3024MR#
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MAC 7RLR7«4)IL¥—a7 VK

system mac-security enable / system mac-security disable
MAC 7 RLRATZ A LT — BN ICFENICKRELE T,
(27> RotEX]

system mac-security enable
system mac-security disable

X5 AXA—%5—]
ANV
(77 )L b E&3E]
EEES)
[AvY RE—FK]
Global configuration

[a<vy RDfl]

BS-G3024MR (config) # system mac-security enable
BS-G3024MR (config) #

X IR— KM MAC ZPRL AN 1 DHEFRINTVWARWES, MACZRLRXT7 1)L
F—ZF/ICLTH., ZFOR—MTEWTRIRTONS 70 vIHERLE
EP
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mac-address-table secure
BEAXHAIITEZMACTRLAEMACTZ RLRATZAIILI—ICBRELET,
[av Y RoiEx]

mac-address-table secure <macaddress> ethernet <port>
no mac-address-table secure <macaddress> ethernet <port>

[/85 X —%—]

<macaddress> BMICEIFT D MAC P RLAEIBELE T2 /N1 hEIC
TITRYIS NI 16 ERTANVLET I ZF v AP RL

ADHBEMTY,
<port> WAYT 2 LANR—hESZRELET,
(77 4L M ERE]
®U

(A7 Y RE—K]
Global configuration
(a7 > Rofl]

BS-G3024MR (config) # mac-address-table secure 0011.2233.4455 ethernet 1
BS-G3024MR (config) #

show mac-address-table secure
BERUIEMACTZ RLR 74 WY —FT—TILERRLET,

(a7 > Ro#Ex]

show mac-address-table secure
X5 A—%5—]

AN
(77 )L b E&3E]

U
[A¥ Y RE—K]

Privileged EXEC
[av% > Rofl]

BS-G3024MR# show mac-address-table secure

Destination Address Address Type Destination Port
0011.2233.4455 Secure GigabitEthernetl/1
BS-G3024MR#

BS-G3024MR Y 7 7 L ¥ 21 K I 121



F£3E AYVVRIFAVAIV9—Tx—R
ANRZ=TYY—av% VK

spanning-tree
ZRZV TV ) — KR E ARG LR AN E L IEEICcTEEXT,
[y Ro#EX]

spanning-tree <version>
no spanning-tree

X5 AXA—%5—]

<version> ID  Spanning Tree Protocol (IEEE802.1D) ZHE#hIc U £ T,

Iw  Rapid Spanning Tree Protocol (IEEE802.1w) ZB#IC U X T,

[77 )L M E&3E]

EEi )]
[Ov Y RE—R]

Global configuration
[av > kosl]

BS-G3024MR (config) # spanning-tree 1D
BS-G3024MR (config) #

BS-G3024MR (config) # no spanning-tree
BS-G2324MR (config) #

HKANZ YY) —RFERULERY NT—VICARREHEEAT 358, HIARHBDOR/ZY
") —% Enable ICEREL TLREW, KEEDR/XZ> 7Y Y —h Disable ICFRESINT
W3I5E, BPDU ZEX U BRWeh, Ry NI —JEEZ5| ER T HREENH D FT,
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A=Y=V R

spanning-tree hello-time max-age forward-time
=K7Yy JEED Hello /87 v k DXERERKE. BPDU DRAT—V Y JKH
(BHFERRRE) . R—NOREBEZET 2F CORFKERKEZRETEET,

[/85X—%—]

[av Y RoEX]

spanning-tree hello-time <A> max-age <B> forward-time <C>

<A> Hello /X7 v b DXERERKEZIEEL XY
(1~10(®),

<B> RAI—YVIURBZREELET (6 ~40(#)),
ROBFREF L TWBRENHD T,

<C> REZEEITDETONFRBREZEELET
(4 ~30(#)),

¥ HelloTime, MaxAge. ForwardTime (&, # N2 RDBEFRZHLLTWS
HEMNBD XTI,
2 X (Forward Time - 1) 2 Max Age
Max Age = 2 X (Hello Time + 1)

[Z7 4L hE&TE]
HelloTime 2(#)
MaxAge 20(#)
ForwardTime 15(F)

[avY RE—K]

Global configuration

[av Y RDFl)

BS-G3024MR (config)# spanning-tree hello-time 2 max-age 20 forward-
time 15
BS-G3024MR (config) #
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£38 AVYRIAVAIVI—TI—2
spanning-tree default-timer
HelloTime, MaxAge. ForwardTime Z 9 N THIHEICR UL XTI,
[av > RoEx]
spanning-tree default-timer
(/85 X—%—]
NV
[77 # )L NERFE]
U
(O~ > RE{T#. HelloTime (& 2 (#) IT. MaxAge I& 20 (#) IC. ForwardTime I&
IS ICEEEINET)

[AvY RE—FK]
Global configuration

[av Y RDFI)

BS-G3024MR (config) # spanning-tree default-timer
BS-G3024MR (config) #
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ZNR=yPY Y-k
spanning-tree priority
ANRZY 7Y ) —BRETORUBZOBEEERE (XIIFHIBR) TEXT,
(27> RoEX]

spanning-tree priority <priority>
no spanning-tree priority

(/85 X—%—]
<priority> TVYIDTZAA )T 1 ZHRELET . BAWREIF. 0.
4096, 8192, 12288, 16384.20480.24576.28672.32768. 36864,
40960, 45056.49152, 53248, 57344, 61440 T9,
(77 4L ME&TE]
32768 (0x8000)
[a¥ Y RE—K]
Global configuration
(37> Rofl]

BS-G3024MR (config) # spanning-tree priority 4096
BS-G3024MR (config) #

¥ Z)IX=> W )— (IEEE802.1D Ffz|d IEEE802.1w) ZBICLTHSTF41
AVTF1ZRELTLIES W,

spanning-tree forward-bpdu
STP S, BPDU DERXEHL / |AMICHRELE T,

[Ov Y RDiEx]
spanning-tree forward-bpdu <state>
[IX5AXA—=%—]
<state> enable STP 4. BPDU DEEEBNICLE T,
disable STP £EXIIF. BPDU DEE E EMICLE T,
[Z7 AL MRE]
i3y

[AvY RE—FK]
Global configuration
[a7> Rofl]

BS-G3024MR (config) # spanning-tree forward-bpdu enable
BS-G3024MR (config) #
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F3IE AVYRIAVAVHI—T1—2R
spanning-tree port-priority
BIR— N DBEEEZRETEET,
[Ov > RoExX]
spanning-tree port-priority <priority>
(X5 %x—%—]
<priority> R— N DEBEEZEBEL F T AMRMEE.
0,16,32,48,64,80,96,112,128,144,160,176,192,208,224,240 TY

[77 # )L MERE]
128
[AYY RE—FR]
Interface configuration

[avy RDFl]

BS-G3024MR (config-if)# spanning-tree port-priority 80
BS-G3024MR (config-if)#

¥ RSV IERELTWEEE, A—hZYI7AOR— NG, BEIMICHEUIEICER

EFEINEY,

spanning-tree path-cost
BR—FDNRAOARANERETEET,

[2v Y RotEX]
spanning-tree path-cost <cost>
(/X5 X—=%—]
<cost> R—=bD/NXXAXMZHEEL XY (1 ~ 200000000),
(77 )L b 5&7E]
20000
[avY RE—F]
Interface configuration

[a< Y RDFl]

BS-G3024MR (config-if)# spanning-tree path-cost 31
BS-G3024MR (config-if)#

X RSV ERELTWSHBA, A— M5V 7ADR— NI, BENICEUEICER

EEINEY,
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spanning-tree fastlink
ER—LNDT7—2ZARKNUV %

5 EHERRETT L—ABED T

[Ovy Ro#Ex]

spanning-tree fastlink

no spanning-tree fastlink

[1X5X—5—]
NV
[77 AL hERTE]
E:i30)

[AvY RE—F]
Interface configuration

[avy RDFl]

A=Y=V R

EBICLET, XYV AVEEGULR—NEEMICT
[CZEh X,

=
AX
Lk
Be

BS-G3024MR (config-if)#

BS-G3024MR (config-if)# spanning-tree fastlink
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£38 AVYRIAVAIVI—TI—2
show spanning-tree brief
STP £ DREEZRTCEET,
[av > RoEx]

show spanning-tree brief
(/85 X—%—]

U
[77 # )L N ERFE]

U
[a¥Y RE—K]

Privileged EXEC
(37> Rofi]

ROOT ID Priority 0
Hello Time 2 sec

Bridge ID Priority 32768

Hello Time 2 sec

IEEE Spanning Tree is disabled

Port

Name Prio Cost FastLink
Gil/1 128 20000 Disabled
Gil/1 128 20000 Disabled
Gil/1 128 20000 Disabled

<KL BmHPA >>>>>

Gil/22 128 20000 Disabled
Gil/23 128 20000 Disabled
Gil/24 128 20000 Disabled

BS-G3024MR#

Sts
BLK
BLK
BLK

BLK
BLK
BLK

BS-G3024MR# show spanning-tree brief

Disabled foward bpdu then Span is Disable

Address 00:16:01:5£:80:c8
Max Age 20 sec

Address: 00:16:01:5£:80:c8
Max Age 20 sec

Designated
Priority
0 00:
0 00:
0 00:
0 00:
0 00:
0 00:

Forward Delay

Forward Delay 15 sec

Bridge ID

16:
16:
16:

16:
16:
16:

01
01
01

01
01
01

:5f:
:5f:
:5f:

:5f:
:5f:
:5f:

80
80
80

:c8
:c8
:c8

:c8
:c8
:c8
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ZNR=yPY Y-k
show spanning-tree interface ethernet
STP DIR— hBDREEZRRCEET,

(27> RoExX]

show spanning-tree interface ethernet <port>
(/85 x—%—]

<port> LANR—hBESZIEELE T,
[77 # )L MERE]

AN
[AvY RE—FK]

Privileged EXEC
(27> Rofi]

BS-G3024MR# show spanning-tree interface ethernet 8

Interface Gil/8 (port 8) in Spanning tree is BLOCKING
Port priority 128, Port path cost 20000, FastLink is Disabled
Designated root has priority 0, address 00:16:01:12:34:56
Designated bridge has priority 32768, address 00:16:01:12:34:56
BS-G3024MR#
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£3E AVURSAIVIVI—T1—2
VLAN OVY >V R

vlan database
ZOARY RIE VLAN F—IR—ZXE—RICABZHICEVNET,
[av > RoiEx]

vlan database
[IXZX—%—]

U
[77 4L hE&TE]

NV
[a¥ Y RE—K]

Global Configuration
[a7 > Rofl]

BS-G3024MR (config) # vlan database
BS-G3024MR (config-vlan)#

vlan
VLAN ZHRITEN - BIRTEF I,
[av Y RoiExX]

vlan <vlanlD> <WORD>
no vlan <vlaniD>

[/85X—%—]
<vlanID> VLANID ZiFEL %I,

<WORD> VLAN ZZ¥HARHF."-"(\AT7)." " (FrF—/I\=)17XFU
NTERELXY . (BI&H)

[77 4L MERTE]

VLAN 1 DAMERENTWET,
[av Y KRE—-K]

vlan database
[a% > Rofl]

BS-G3024MR (config-vlan)# vlan 2 SOUMU
BS-G3024MR (config-vlan)#

¥ VLAN1 IFHIBRT B ElxTEE AL
moIBsGmMMRU77byzﬁ4H



VLAN OV¥ >R

switchport access vlan

R—K%Z VLAN T—TIADOEFE Y TIR—NE @ F VI IVR—KhEUTERELL
DHIBRTEEX Y,

[av >y RoEX]

switchport access vlan {tagged | untagged} <VLAN ID>
no switchport access vlan <VLAN ID>

(/85 X—%—]
tagged IR—hZFTIR—FhEULTERELET,
untagged R—hZFYIIR—REUVLTHRELET,
<vlanID> VLANID ZHEUL XTI,

[Z7 4L hE&TE]
U

[A¥Y RE—K]
Interface configuration
[a% > Rofl]

BS-G3024MR (config-if)# switchport access vlan tagged 1
BS-G3024MR (config-if) #

¥ Interface Ethernet AV > K (P.78) ZZ&BELL AL,

switchport access native
R—NICFIET % VLANID (PVID) ZRETEET,

[2v > RotEX]
switchport access native <pvid>
(/85 X—%—]
<pvid> R—KICEIDYTE PVID EIEELET,
[77 AL NERE]
U
[a%Y KRE—K]
Interface configuration

[avy RDFl]

BS-G3024MR (config-if)# switchport access native 2
BS-G3024MR (config-if)#

XBER— K TIFRELEPVID ERUESD VLAN XV NN—ICFIBT 2 LSICL
TLIEE W,
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EIE AVYRIAVIVI—TI—2R
show vlan brief
VLAN 158 Z KRR CEZXT, showvlan IX¥Y RERUENEZLE T,
[av Y RoiEx]

show vlan brief
(X5 X—4—]

AN
[77 AL NERRE]

2L
[Ov Y RE—R]

Privileged EXEC
[Ov > RDFl)

BS-G3024MR# show vlan
VLAN Name Status Ports
1 Default active Untagged:
Gil/1,Gi1/2,Gi1/3,Gil/4,
Gil/5,Gi1/6,Gi1/7,Gil/8
Gil1/9,Gi1/10,Gi1/11,
Gil1/12,Gi1/13,Gi1/14,
Gil1/15,Gil/16,Gi1/17,
Gi1/18,G1i1/19,Gi1/20,
Gil1/21,Gil/22,Gi1/23,
Gil/24

Tagged:
2 SOUMU active Untagged:

Tagged:
Gii/2
BS-G3024MR#
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show vlan vlan
VLAN B8 ERRTEZET,

(27> RoEX]
show vlan vlan
(/85 x—%—]
AN
[77 4L MERE]
AN
[AvY RE—FK]
Privileged EXEC
(27> Rofi]

VLAN OV¥ >R

BS-G3024MR# show vlan vlan

Current Vlan ID List: 1

BS-G3024MR#

show vlan pvid
PVID ZRIRCTEXT,

(27> RoExX]
show vlan pvid
(/85 x—%—]
AN
(77 AL M ERE]
AN
[AvY RE—FK]
Privileged EXEC
(27> Rofi]

BS-G3024MR# show vlan pvid

Port PVID
1 1
2 1

<LK BmYPAK >>>>>

25 1
26 2
BS-G3024MR#
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£38 IAVYRIAVAVI9—Txz—2R

show ip interface

BVLANDIP 7PRLAEZRTULET,

(27> RoEX]
show ip interface
(/85 x—%—]
AN
[77 4L MERE]
AN
[AvY RE—FK]
Privileged EXEC

Subnet Mask

255.255.255.
255.255.255.
255.255.255.

[a< > Rofl]
BS-G3024MR# show ip interface
VLAN ID IP Address
1 192.168.1.254
2 192.168.2.1
3 192.168.3.1
4 192.168.4.1

BS-G3024MR#

255.255.255.

IP Broadcast

192.168.1.255
192.168.2.255
192.168.3.255
192.168.4.255
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VLAN OVY Y R
ip address
B VLANCEICIP P RLRAEZREXRIIHIBRLED,
[av Y RoiEx]

interface vlan <vlanID> + ip address <ip> <subnetmask>
interface vlan <vlanID> + no ip address

[/X5X—%—]
<vlanID> VLANID Z1EEUL %I,
<ip> VLAN [CEIDYTZIP PRLR ZIELET,
<subnetmask> VLAN [CEID Y TR HTRY NIRRT HIEELET,
[Z7 AL FERE]

VLAN 1 ODHEHAP 7 KL X 192.168.1.254. T 7R v Y XY 255.255.255.0)
FOMDIP PRLRESTRY MY X Z1£0.0.0.0

[A¥Y RE—K]
Interface configuration
[a% > Rofl]

BS-G3024MR (config)# interface vlan 2
BS-G3024MR (config-if)# ip address 192.168.2.1 255.255.255.0
BS-G3024MR (config-if)#
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F£3E AYVVRIFAVAIV9—Tx—R
QoS OV K

system qos
QoS HEREZ B / EMICEREL £,
(27> RotEX]
system qos <state>
[IXZX—%—]
<state> enable QoS HREZAMICLET,
disable QoS HREZEINICLE T,
(77 4L ME&TE]
E:i3y)]
[A¥Y RE—K]
Global configuration

[avy RDFl]

BS-G3024MR (config) # system gos enable
BS-G3024MR (config) #

¥ QoS EBMICT B EMR—bDT7O—Y NA—/LIZBEENICEYICEDET,

system tos/diff
IPAY T —CEDKBEEREZEYN/ EMCHRELEX T,

[av Y Ro#Ex]

system tos/diff <state>
[IXZAX—=%—]

<state> enable IPAYY—ICEDCBEEFEEZENICLET,

disable IPAY Y —cEDCBEEFEEENICLED,
(cos ICED K BEERIENERICZDXT)

[77 A4 E&E]

EE3)

[AvY RE—FK]
Global configuration

[av Y RDF)

BS-G3024MR (config)# system tos/diff enable
BS-G3024MR (config) #
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QoS AvY R
cos
IEEE802.1p TEHBRIN NS T4 VI IS REABRBOTSA(A YT F2—ICEID
UTET,

[a7 Y Ro#EX]
cos <traffic-class> <priority-queue>
[/85X—%5—]
<traffic-class> NS4y OIS AEIBELET,(0-7)

<priority-queue>  FID Y TRZBEEZIRELFT,
(low : RIEDEITE  normal - BE DBILE. high: & WMEEE.
highest: == DEILE)

(77 AL M ERE]

INRT low
[39Y RE—FK]

Global configuration
(3> Rofl]

BS-G3024MR (config)# cos 5 high
BS-G3024MR (config) #

traffic-priority
R—NDOBEEEZRETEFT, AEBRE 774 AV T ER/FLBWI VYT TL—
LICHEBY 5BEETY,

[av Y Ro#Ex]
traffic-priority <priority-queue>
[IXZAX—=%—]
<priority-queue> EID Y TRZEEEZEELET,

(low : RIEDESLE  normal B E DESTE. high: & WETE.
highest: &= DEEE)

[77 # )L MERE]

2IR—b low ICRESNTVWETY
[AvY RE—FK]

Interface configuration
(27> Rofi]

BS-G3024MR (config-if)# traffic-priority highest
BS-G3024MR (config-if)#
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£3E AVYRSAYIVYI—T1—2R
Layer3-mode
IP /T NS 2B5EMIE%E DSCP ICEDWTITSH. TOS ICEDTWTITS5h %%

EULET,
[a7 Y Ro#EX]

layer3-mode <mode>
(185 X—%—]

<mode> Diffserv DSCP ZTTICBERIEZITVWE T,

TOS IP Precedence Z JTICBRAIBZITVWE T,

[7 AL hERTE]

Diffserv

[AvY RE—FK]
Global configuration
[a7 > Rofl]

BS-G3024MR (config)# layer3-mode TOS
BS-G3024MR (config) #

diffserv
DSCPEX 4 EXBED 7S/ A Y T ICEIDYTES,
[av Y RoiEx]
diffserv <DSCP> <priority-queue>
[185X—%—]
<DSCP> 0-63 M DSCP EZIEEL XY,

<priority-queue>  FID Y THBEEZIEELES,
(low: RIEDESCE  normal  BE DEFEE . high: & WVBELE.
highest: f=i=m DEILE)
[Z7 4L hE&TE]
IART low
[av Y KRE—-K]
Global configuration
[Oa<> Rofl]

BS-G3024MR (config) # diffserve 5 normal
BS-G3024MR (config) #
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Qos OAVY Rk

tos
TOS (IP precedence) % 4 BRFED T4 AU T A ICEID Y TET,
(27> RoEX]
tos <tos> <priority-queue>
(/85 x—%—]
<tos> 0-7 M TOS(IP precedence) IEZIEEL £
<priority-queue>  FID Y TRBEEZIRELFT,
(low: FRAED MBI E  normal - BE DEBITE . high: & WMBTE.
highest: f=i=m DEIEE)
(77 )L b E&3E]
IART low
[A7vY RE—FR]
Global configuration
(27> Rofi]

BS-G3024MR (config)# tos 5 low
BS-G3024MR (config) #

queue-mode
ALRIWNTZA AV TAF 21— DRIV 2 -V VI HEZIEELET,

[av >y RoEX]
queue-mode <mode>
(/X5 X—%—]
<mode> Wit Weighted Round Robin (L& BF 21— 12—V
VIEITWET,
strict:  BEEOSVWF1—DSIEFICHAINET,
[77 )L b E&3E]

strict
(A7 Y RE—FK]

Global configuration
[a7> Rofl]

BS-G3024MR (config) # queue-mode wrr
BS-G3024MR (config) #
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£38 AVYRIAVAIVI—TI—2
show cos
CoS BHERRTEZT,
[av > RoEx]
show cos
(/X5 X—%—]
U
[77 # )L N ERFE]
U
[a3v Y RE—K]
Privileged EXEC
(= IS N

BS-G3024MR# show cos

TrafficClass Priority

N
I
0
=

BS-G3024MR#
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show layer3-mode
P /X7y N OBEBNBAENRRINES,

(27> RoExX]
show layer3-mode
(/85 x—%—]
AN
[77 4L MERE]
AN
[AvY RE—FK]
Privileged EXEC
(27> Rofi]

Qos OAVY Rk

BS-G3024MR# show layer3-mode

Layer 3 priority mode is TOS
BS-G3024MR#
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EIE AVYRIAVIVI—TI—2R
show diffserv
DiffServ(DSCP) DR ENBEZR RN TE=ET,
[av Y RoiEx]

show diffserv
[/85 X —%—]

AN
[77 AL NRRE]

U
[Ov Y RE—R]

Privileged EXEC
[Ov > RDFl)

BS-G3024MR# show diffserv
DSCP Priority

0 low
1 low
2 low
3 low
4 low
5 low
6 low
7 low
8 low
9 low
10 low
<K< @mPEK >>>
57 low
58 low
59 low
60 low
61 low
62 low
63 low

BS-G3024MR#
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Qos OAVY Rk

show tos
TOS(IP precedence) DEERNBZRRCE XTI,
[27 > RotEX]
show tos
(/85 Xx—5—]
U
[77 # )L N ERFE]
U
[a7Y RE—FK]
Privileged EXEC
[a7 > Rofl]
BS-G3024MR# show tos
TOS-IP precedence Priority
Routine-000  low
Priority-001 low
Immediate-010 low
Flash-011 low
Flash Override-100 low
CRITIC/ECP-101 low
Internet Control-110 low
Network Control-111 low

BS-G3024MR#
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£38 AVYRIAVAIVI—TI—2
show queue-mode
F1—RATIV21-V VT DOREABRERTCEET,
[av > RoEx]

show queue-mode
(/85 X—%—]

U
[77 # )L MERFE]

U
[A¥Y KRE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show queue-mode

Queue scheduling mode is Strict
BS-G3024MR#
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Radius AV > K

Radius OV R

X I THRETINAIFARBICKRT D051 VEFICHER RADIUS H—/N\—R EICTRIAS 2R
ETYLIEEE802.1X ZfE o felR—hEF2 VT4 —BEE. M—bEFa2UF70—aTVK,
(P.147) TREEHB I HR>TLEE L,

system radius server-ip
Radius F—/\—D IP ZRET=£T,
(27> RotEX]

system radius server-ip <ip>
X5 AXA—%5—]

<ip> Radius U—/\—D P P RLAZHRELEX T,
(77 4L ME&TE]

1.1.1.1
[AvY RE—FR]

Global configuration
[a7 > Rofl]

BS-G3024MR (config) # system radius server-ip 192.168.1.139
BS-G3024MR (config) #

system radius shared-secret
Radius D¥—J L v hF—%HRELFT,
(a7 Y RoEX]
system radius shared-secret <key>
(/X5 X—%—]
<key> Y=U LY R F—ZHARKFE. T\ A TV (Y
&' —I\—)20 XFURNTE Ebi?o

(77 AL M E&E]

AN
[AvY RE—-FR]

Global configuration
(27> Rofi]

BS-G3024MR (config) # system radius shared-secret abcde
BS-G3024MR (config) #
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F3IE AVYRIAVAVHI—T1—2R
system radius authen-mode
A—Y-—O74 VRBOBAEE—RZRELE T,
[Ov > RoExX]
system radius authen-mode <mode>
(X5 %x—%—]
<mode>  local: AEEAITOHRAZITWE T,

local-then-remote:

E_'?‘)J LL$§ZDDT u:quE%ﬁ'l/\quE%ﬂﬂl L ﬁ. 3: RADIUS
nlb\DIE%'fT\I\i—g_o
remote: RADIUS FRAED A TVWER T,

[Z7 4L hE&TE]

local
[a7 Y RE—R]

Global configuration
[a7 > Rofl]

BS-G3024MR (config) # system radius authen-mode local
BS-G3024MR (config) #

XEREEA RIS, PAP DHBR—KNLTWET,

¥OJA v 1—H—|cxd % RADIUS SBEEIE Y E—hOY 1> (WEB Ffcld
TELNET) I ULTEMT. vV —=ILh50741 > T 3551d RADIUS 525
FITWEEA

% RADIUS DERERNZAIE show running-config AV~ K THERTEE Y,
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R—bEF2YF—aTYR
mR—bEF2UFs—aYVK

dot1x accounting enable / dot1x accounting disable
Accounting #REZ B / BEMICHRELF T,

(27> RotEX]
dot1x accounting <state>
X5 AXA—%5—]
<state> enable Accounting BEEZBMICLE T,
disable Accounting BEREZ FENIC LE T,
[77 )L b 5&3E]
am

(A7 Y RE—K]
Global configuration
(a7 > Rofl]

BS-G3024MR (config) # dotlx accounting enable
BS-G3024MR (config) #

dot1x forward enable / dot1x forward disable
R—bEFa2 VT —HEENEMDIBEE. TEULEAP 7L —A%XKXT 2HiEExH
MEIFEMCLET,

[O7 Y RoHEx]
dot1x forward <state>
[IX5A—=%—]
<state> enable BEXEEMCLET,
disable XREEMICLES,
[77 )L MRE]
=3

[AvY RE—FK]
Global configuration
[a7> Rofl]

BS-G3024MR (config)# dotlx forward enable
BS-G3024MR (config) #
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FTIE AVYKRSIAVA(VHI—T1—R
dot1x server enable / dot1x server disable
75’(7') r.uL,\nIE-U— /\ %ﬁ)‘i}/ﬁ j_”t- Ebi—g_o
[av > RD#EX]
dot1x server <state>
(185 X—%—]
<state> enable T34 ) =i —N\—=FBMWLET,
disable 75 ’f ~ U nlL;\nIE-'j- /\ % ﬂE)d_] L’ i 3_0

[77 # )L MERE]

a3
[AYY RE—FR]

Global configuration
(= IS N

BS-G3024MR (config)# dotlx server enable
BS-G3024MR (config) #

dot1x server-ip

Y AVRERR—NTRIET 2 EZDRAEY —/N\— (514X U—) DIPFRLZA
ERELET,

(a7 Y RoEX]
dot1x server-ip <ip-address>
(/85 x—%—]
<ip-address> T4 —N—DIP 7RLRAZEEBELED,
[77 # )L MERE]
1.1.1.1
[AYY RE—FR]
Global configuration
[a7> ko]

BS-G3024MR (config)# dotlx server-ip 192.168.1.100
BS-G3024MR (config) #
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R—hktEF2UFs—a7YUKR

dot1x server-port
75’(7') r.uL,\nIE-U— JN— @/T\ I\%F% Ebi—g—o
[av > RoEx]

dot1x server-port <port>
(/85 X—%—]

<port> 774 =BT —/N\—DR— b~ FES (1-65535) #BEL £,
[77 # )L MERE]

1812
[A¥Y KE—K]

Global configuration
(m IS L)

BS-G3024MR (config)# dotlx server-port 1812
BS-G3024MR (config) #

dot1x shared-secret
754 ) —FFEE Y —/\—® Shared Secret HTFULFX Y,

(27> Ro#Ex]
dot1x shared-secret <string>
[1XFA—%—]

<string> 774~ —FEEY —/\—O shared secret ZFAERKF."-" (J\1
TN (FPyF—IN=)20 XFUATEELET,

[77 4L MERTE]

BU
[AvY RE—FK]

Global configuration
[av > Rkosl]

BS-G3024MR (config) # dotlx shared-secret buffalo secret
BS-G3024MR (config) #
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dot1x secserver enable / dot1x secserver disable
tjj‘/QU r.uL,\nIE-U— /\ %ﬁ)‘i}/ﬁ j_”t- Ebig—o

[av > RD#EX]
dot1x secserver <state>
(X5 X—4—]
<state> enable ThHFY BT —/\—%=F/RICLET,
disable THhY T )Y —NN—FE N LET,
[77 # ) E&E]
EE3)

[AYY RE—FR]
Global configuration

[a<vy RDFl]

BS-G3024MR (config)# dotlx secserver disable
BS-G3024MR (config) #

¥ 180 RADIUS H—N\N—%FEHTZLEF. 7517 Y—RADIUS H—/\—%
BRELTLIEEW,

dot1x sec-server-ip
Y AV EZR—NTRIAT 2 EEDORWEAY—/N— (EHVFU—) DIPFRLZR
ZERELET,

[a7 Y Ro#EX]
dot1x sec-server-ip <ip-address>
[/IXZAX—=%—]
<ip-address> THYE )BT —NN—DIP PRLAZEELET,

[Z7 AL FERE]
1.1.1.1

[AvY RE—F]
Global configuration

[avy RDFl]

BS-G3024MR (config) # dotlx sec-server-ip 192.168.0.10
BS-G3024MR (config) #
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dot1x sec-server-port
THhoF) Y —N—DR— BESERXRELET,
[Ov > RoExX]

dot1x sec-server-port <port_number>
(X5 %x—%—]

<port_number> AV —BIH —/N\—DR— bk (1-65535) B EIEE

ER

[77 # )L MERE]
1812
[AYY RE—FR]
Global configuration

[a<vy RDFl]

BS-G3024MR (config)# dotlx sec-server-port 1812
BS-G3024MR (config) #

dot1x sec-shared-secret
T hHoH Y —EREF—/\—® Shared Secret X TEL X T,

(27> RoEX]
dot1x sec-shared-secret <string>
(/85 x—%—]
<string> TH V) =585 —/\—O shared secret & FAEEHF."-" (J\
A7) (T —=NR=)20 XFUATEELEXT,

[77 4L MERE]
AN
[AYY RE—FR]
Global configuration

[a<y RDFl]

BS-G3024MR (config) # dotlx sec-shared-secret buffalo secret
BS-G3024MR (config) #
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dot1x timeout
REET —NN—DBIEEDBRWEEDT A L7 U NEFEZRELE I,
(27> RoEX]
dot1x timeout <timeout>
(/85 x—%—]
<timeout> REET—NN—DF A L7 0 NFE(RBEA) ZEELET,
[77 # )L MERE]
10(#)
[AvY RE—FK]
Global configuration

[a< > Rofl)

BS-G3024MR (config)# dotlx timeout 6
BS-G3024MR (config) #

dot1x retry-count
nlu\nIE-U- JN— h\bm’&b\fa\b\iﬁ D) 1\74@§&%_’M—Hbig—o

[av Y Ro#Ex]
dot1x retry-count <retry-count>
[I85X—%—]
<retry-count> Uk S E#H(1-10Z8EEL XTI,
[7 AL hRE]
2([E)
[a9Y RE—R]
Global configuration

[avy RDFl]

BS-G3024MR (config) # dotlx retry-count 5
BS-G3024MR (config) #
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dot1xre-authenpeﬂod
HEEEHDI A7V MCBRAZEKRTZ2ETORHEZRELE T,
[27 Y RotEX]

dot1x re-authenperiod <period>
(/85 X—%—]

<period> BRI ZERYT 2 X TORHE(1-65535(M)) ZIEL X I,
[77 # )L MERE]

3600 (#)
[A¥Y KE—K]

Global configuration
[a<7 > Rofl]

BS-G3024MR (config)# dotlx re-authenperiod 1800
BS-G3024MR (config) #

¥ U —/\—MH5 Session-Timeout HNMEE SN TVWBIHE. T—/N—DREIC LD WVWET,

dot1x termination-action
SREEH —/\—H 5IEE S /e Termination-Action BEICRES £ SICT 2N E SHERE
LEY, fcf£L. B —/\—H5 Termination-Action PNBHISNTWBIHFEICED £9,

[a7 Y Ro#EX]
dot1x termination-action <state>
(/X5 X—%—]
<state> enable FREET —/\—H 5 3EE S /e Termination-Action
BHICESLSICLET,
disable SREEH —/\—H 5 3IEE S N7z Termination-Action
BEEZEREUET,
[Z7 AL FERE]
Eiigy)]

(A7 Y RE—K]
Global configuration

[av Y RDFl]

BS-G3024MR (config)# dotlx termination-action enable
BS-G3024MR (config) #
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dot1x port-control enable
R—RBICR—hEFa2UTr—ZBWILET,
[Ov > RoExX]

dot1x port-control enable
(/85 x—%—]

AN
[77 # )L MERE]

i3]
[AvY RE—FK]

Interface configuration

[avy RDFI)

BS-G3024MR (config-if)# dotlx port-control enable
BS-G3024MR (config-if)#

dot1x mac-control enable
MACBILR—hEF a2 U T —Z2BMICLET,
(a7 > Ro#Ex]

dot1x mac-control enable
(/X5 X—%—]

AN
[77 AL M ERE]

3
[av Y RE—R]

Interface configuration

[avy RDFl]

BS-G3024MR (config-if)# dotlx mac-control enable
BS-G3024MR (config-if) #
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dot1x disable
¥ 1Y 7 — (IEEES02.1X F%iE) Z\EMICLE T,
(27> RoExX]
dot1x disable
(/85 x—%—]
AN
[77 # )L MERE]
i3]
[AvY RE—FK]
Interface configuration

[av Y RDF)

R—bkEF2UF0—aI2KR

BS-G3024MR (config-if)# dotlx disable
BS-G3024MR (config-if)#
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show dot1x
R—hEFaVrsr—ICEIZBERZEZRLET,
[av > RoEx]

show dot1x
(/X5 X—%—]

U
[77 # )L MERFE]

U
[a7¥ Y RE—K]

Privileged EXEC
(= IS N

BS-G3024MR# show dotlx

Accounting Status is Disable
serverenable Status is Enable
Authenticator Server IP is 1.1.1.1
Authenticator Server Port is 1812
Authenticator shared secret is

second serverenable Status is Disable
Authenticator Second Server IP is 1.1.1.1
Authenticator Second Server Port is 1812
Authenticator second shared secret is
802.1x server timeout is 10

802.1x server retry count is 2

Reauthentication Timer is 3600 seconds

<< AR >>>

Port 802.1x Port Control
1/1 Disabled
1/2 Disabled
1/3 Disabled

<< AR >>>

1/24 Disabled
1/25 Disabled
1/26 Disabled

BS-G3024MR#
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SNTP OV R

system sntp enable / system sntp disable

SNTP HREZ B2/ EHICLE T,

¥ SNTP ZfER LB WEE ARBARE Uiz E EIC1900F 1 A 1 HIRKO0D 0 MHIRES N,
COHMERRICATY NENET,

[O7 Y RoiEx]
system sntp <state>
[/X5X—%—]
enable SNTP #BEZBRIICLE T,
disable SNTP #BEZ BERIIC L E T,
[Z7 AL MRE]
i3y
[Ov Y RE—R]
Global configuration
[a<> RDfl]

BS-G3024MR (config) # system sntp enable
BS-G3024MR (config) #

system sntp server-ip
NTP —N—DIP PRLRAZHRELET,

(a7 > Ro#Ex]
system sntp server-ip <ip-address>
[I8SX—%5—]
<ip-address> NTP H—/N\—D P 7 RLAZIEELXT,
(77 )L b E&3E]
0.0.0.0
[av Y RE—R]
Global configuration
(27> ko]

BS-G3024MR (config) # system sntp server-ip 192.168.1.48
BS-G3024MR (config) #
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system sntp max-resync-time
NTP H—N\—CRRZBWEbE 2EREEREBEMTERELE T,
[av > RoEx]
system sntp max-resync-time <time>
(/85 X—%—]
<time> NTP B —/N\—(CRKZZzBW\WEht 2 HEkE (EE) Z8EE L &
T (1 ~24)

[77 # )L MERE]
24 ()
[AYY RE—FR]
Global configuration

[a<y RDFl]

BS-G3024MR (config)# system sntp max-resync-time 20
BS-G3024MR (config) #

system sntp time-zone
AL —VEFRELET,

[Ov > RoExX]
system sntp time-zone <time-zone>
(X5 %x—%—]
<time-zone> AL —VEEBELED,
HRECE2HEF UTOED T ZNZNHDY —LY —VICHBLET,
0 CN (Asia/Hong_Kong)
1 DE (Europe/Berlin)
2 FR (Europe/Paris)
3 GB (Europe/London)
4 JP (Asia/Tokyo)
5 KR (Asia/Seoul)
6 TW (Asia/Taipei)
7 US (America/New_Y ork)
8 US (America/Chicago)
9 US (America/Phoenix)
10 US (America/Los_Angeles)
11 US (America/Anchorage)
12 GMT-12
13 GMT-11
14 GMT-10 (Hawaii)
15 GMT-9 (Alaska)
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16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

[77 AL hERE]
4

[avY RE—R]

SNTP OV VR

GMT-8 (Pacific Standard Time)
GMT-7

GMT-6 (Central Standard Time)
GMT-5 (Eastern Standard Time)
GMT-4 (Atlantic Time)

GMT-3 (Greenland)

GMT-2 (Atlantic Standard Time)
GMT-1 (Azores)

GMT (London)

GMT+1 (Rome/Paris)

GMT+2 (Athens)

GMT+3 (Nairobi)

GMT+4 (Abu Dhabi)

GMT+S5 (Islamabad)

GMT+6 (Astana)

GMT+7 (Bangkok)

GMT+8 (Beijing/Shanghai)
GMT+9 (Tokyo/Seoul)
GMT+10 (Sydney/Vladivostok)
GMT+11 (New Caledonia)
GMT+12 (Wellington)

JP(Asia/Tokyo)

Global configuration

[avy RDFl]

BS-G3024MR (config) #
BS-G3024MR (config) #

system sntp time-zone 0
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IGMP OV Y R

system igmpsnooping enable / system igmpsnooping disable
IGMP A X —E Y T HREZERR /EHICLE T,
(27> RotEX]
system igmpsnooping <state>
X5 AXA—%5—]
enable IGMP AX—E YV JHREZBMICLE T,
disable IGMP A X —E Y JHEEZEMICLER T,

(77 )L b E&3E]

i)
[a7 Y RE—R]

Global configuration

[avy RDFl]

BS-G3024MR (config) # system igmpsnooping enable
BS-G3024MR (config) #

system igmpsnooping hostportage
IGMP A X —EY T DIRANT A L7 NEEZRELET,

[Ov > koExX]
system igmpsnooping hostportage <period>
[XFX—=%5—]
<period> IGMP AX—EY T DINRAKNY A L7 D N (130-1225(#)) &
HELET,
(77 AL M ERE]
260 ()

(7Y RE—K]
Global configuration

[avy RDFl]

BS-G3024MR (config) # system igmpsnooping hostportage 300
BS-G3024MR (config) #
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system igmpsnooping routerportage
IGMP AX—EY T DIL—F —IR—rDFA LTI NEEZRELEX T,

[av > RD#EX]
system igmpsnooping routerportage <period>
(185 X—%—]
<period> IGMP A X —EY T DIL—F —R— kD% A L7 T ~EfE (60-
600(M)) ZHELE T,
[77 A4 LE&E]
125 (%)

[AYY RE—FR]
Global configuration

[a<y RDFl)

BS-G3024MR (config)# system igmpsnooping routerportage 180
BS-G3024MR (config) #
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ARP OV Y R

show arp sort

ARP T—7I)LERRULET,

show arp sort {IP | MAC | type-static | type-dynamic}

[Ov Yy Ro#ExX]
[/85 X—%—]
1P
MAC

type-static
type-dynamic

[77# )L MRE]
&L
[avY RE—K]

Privileged EXEC

[av Y RDFI)

IP7RLREICY—FULTERRULETD,

MAC 7 RL ZAJBlcY—hULTERRULET,

BRI EER MAC 7 RL RIBICY —RM U TERRUET,
MBI MAC 7 RL RJBICY—MULTERRULE T,

Sorting Method

IP Address

192.168.1.111
192.168.1.112
192.168.5.200

BS-G3024MR#

ARP Age Timeout :

BS-G3024MR# show arp sort IP

: By IP
7200 seconds
Hardware Address VID
00:16:01:12:34:56 1
00:16:01:1a:2b:3c 1
00:16:01:c9:b8:a7 5

Static
Static
Static
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arp
ARP T—TJ )L FEITEF/HIBRLE Y,
[av > RD#EX]
arp <IP> <MAC>
no <ip-address>
[/ X—%—]
<Ip> ARP T—TJILICEHFIT D IP P RLAZANDLET,
<MAC> ARP T—TI)VICEFIT D MAC 7P RLAEAALET,
2NN MEICT TRYISNZ 16 EERTCANDLE T,
<ip-address> ARP T— LA SHIBRTBIP PRLRAZAALET,
[77x )L MRE]

U
[av Y RE—R]

Global configuration
(a7 > Rofl]

BS-G3024MR (config)# arp 192.168.3.200 0016.0lab.c123
BS-G3024MR (config) #

arp timeout
ARP 71 L7 7 NRREZERELEX T,
(27> RotEX]

arp timeout <time>
no arp timeout

[IXZX—%5—]

<time> ARP T—TILDH A LT N (30-86400 (7)) ZFREL £,
[Z7 4L hE&TE]

300 (#)

(7Y RE—K]
Global configuration
(a7 > Rofl]

BS-G3024MR (config) # arp timeout 600
BS-G3024MR (config) #
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DHCP Relay AV¥Y >V R

show ip dhcp relay agent
DHCP U L —IcB¥ 2 REZRRLE T,

(27> RotEX]
show ip dhcp relay agent
X5 AXA—%5—]
AN
(77 AL b ERE]
U
[AvY RE—-F]
Privileged EXEC
(27> Rofi]

BS-G3024MR# show ip dhcp relay agent

DHCP Relay Status : Enable
DHCP Relay Servers Only : Enable
Server IP Address : 192.168.100.100

Interfaces DHCP Relay Status

vlanl Enable
vlan2 Enable
vlan3 Enable

BS-G3024MR#
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ip dhcp relay service enable / ip dhcp relay service disable
AEFHEETDHCP U L—Y—EREBH R EEMICHEL T,

(27> RoEX]

ip dhcp relay service enable
ip dhcp relay service disable

[XFX—=%—]

U
[77 # )L MERE]

i3]
[AY Y RE—FK]

Global configuration

[a<y RDFl]

BS-G3024MR (config)# ip dhcp relay service enable
BS-G3024MR (config) #

ip dhcp relay enable / ip dhcp relay disable
& VLAN CEICDHCP U L—Y—ERZBM / EMICRELE T,
[a7 > RotEX]

interface vlan <vlanID> + ip dhcp relay enable
interface vlan <vlanID> + ip dhcp relay disable

(/85 x—%—]
<vlanID> VLANID Z3EEL XTI,
[77 # )L MERE]
a3
[AYY RE—FR]
Global configuration
(27> Rofl]
BS-G3024MR (config) # interface vlan 3

BS-G3024MR (config-if)# ip dhcp relay enable
BS-G3024MR (config-if) #
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ip dhcp relay server

DHCP U L —(EAKICESRB TS DHCP H—/\—D P P RLREFBELRD. EMIC
LEY,

[Ovy Ro#Ex]

ip dhcp relay server <ip>
no ip dhcp relay server

(/X5 X—%—]

<ip> DHCP H—/\—DIP 7P RLAZAAULEXT,
(77 )L b 5&3E]

0.0.0.0
[AvY RE—F]

Global configuration

[a<y RDFI)

BS-G3024MR (config)# ip dhcp relay server 192.168.100.100
BS-G3024MR (config) #
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show ip route
RELTWBIL—T1 I T—TILEeRRLET,

(27> RotEX]
show ip route
X5 A—%5—]
AN
(77 )L b E&3E]
A
[AvY RE—FR]
Privileged EXEC
(27> Rofi]

IProute A¥ >R

BS-G3024MR# show ip route

Network NetMask Gateway

BS-G3024MR#

192.168.0.1 255.255.255.0 Direct Connected local 1 vlanl

Protocol Metric Interface

BS-G3024MR Y 7 7 L ¥ Z A1 K I 167



£38 AVYRIAVAIVI—TI—2
show ip route preference
W=7« 27708 ANAOBEEZRTLET,
[av > RoEx]

show ip route preference
(/85 X—%—]

U
[77 # )L MERFE]

U
[A¥Y KRE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show ip preference

IP Route Preference
Protocol Preference

Static 100
Rip 119

BS-G3024MR#
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ip route preference
N—=Fa>770KINDOEBEEEZRELET,

[Ovy Ro#Ex]

ip route preference {static | rip} <value>
no ip route preference

[/85 X —%—]

static BNERRIEOBEEEZRELE T,
rip RIP DEBEEZHRELE T,
<value> BEEEZHETEELET,

[Z7 AL FRE]

Static - 100
RIP 119

(7Y RE—K]
Global configuration

[a<vy RDFl]

IProute A¥ >R

BS-G3024MR (config)# ip route preference rip 130
BS-G3024MR (config) #

XAV R, ROV RZRTULRICEFE IR EFT HRBICHL TED

T3,
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ip route default gateway
TI7AIWKNT—RI A ZEBELET,
[27 Y RotEX]

ip route default gateway <gateway>
no ip route default gateway

(X5 %x—%—]

<gateway> T IAIKNT—RIzAFRLAZEELED,
[77 # )L MERE]

U
[Av Y RE—R]

Global configuration

[a< Y RDFl]

BS-G3024MR (config)# ip route default gateway 192.168.1.111

Set default gateway success!
BS-G3024MR (config) #

ip route
BB Z B/ UL E I,
[a7 > RotEX]

ip route <ip> <subnetmask> <gateway> metric <num_str>
no ip route <ip> <subnetmask> <gateway>

(185 X—=5—]
<ip> BIRDOIP7RLRA ZEELED,
<subnetmask> BNREBOY TRy NYR I ZIBELET,
<gateway> BB OT— NIz A P RLAZEBELE T,
<num_str> BRI DOXA RNy (1~ 15)%EEELET,
[Z7 4L hE&TE]
A

(A7 Y RE—K]
Global configuration

[avy RDFl]

BS-G3024MR (config)# ip route 192.168.100.0 255.255.255.0
192.168.1.111 metric 5
BS-G3024MR (config) #
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show ip rip database
RIP F— I R—RZRRULET,

[Ov Yy Ro#ExX]

show ip rip database

RIPOY YR

show ip rip database <vlanID>

(/85 X—=%5—]

<vlanID>

FT—HIR—A%ERRT 3 VLANID 2 ELET,
BB ULBAIE. TRTD VLAN ICBET B TF—IR—R %

RRLET,

[77 # )L N ERFE]
U
[a7 Y RE—K]
Privileged EXEC
(= IS N

RIP Interface IP Address:
RIP Status :
Receive Method

Send Method

Metric
Authentication Type
Key

Route Age Time
Garbage collection Time :
Regular Update Time
Split Horizon
Poison Reverse
Passive Interface

BS-G3024MR#

BS-G3024MR# show ip rip database 1

192.168.1.254
Disabled

: NONE
: NONE
: 1

: NONE

: 180

120

: 30

: Enabled
: Enabled
: Disabled
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ip rip send version
EEITBRPN—I3VERELET,

(27> RoExX]
interface vlan <vlanID> + ip rip send version {none | v1 | compatible-v1 |
v2}
(/85 x—%—]
<vlanID> ®ZEI D VLANID ZIEE U £ T,
none RIP ZXELFE Ao
vl RIPv] ZXfELERT,
compatible-v1 RIPV2Z7O—RF+v ANTEELET,
V2 RIPV2 ZXILFFr AN TEELET,
(77 AL M ERE]
none

[AvY RE—FK]
Interface configuration

[av Y RDF)

BS-G3024MR (config)# interface vlan 5
BS-G3024MR (config-if)# ip rip send version v2
BS-G3024MR (config-if)#
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ip rip receive version
ZIEITDRIPNN—IVaVERELET,

(27> RoExX]
interface vlan <vlanID> <+ ip rip receive version {none | v1 | compatible-v1 |
v2}
(/85 x—%—]
<vlanID> ®/EY D VLANID ZIEEU £ T,
none RIP ZRELEFA.
vl RIPvI ZR{ELET,
V2 RIPV2 ZRELET,
both RIPVI\RIPV2 15 ZZELET,
(77 AL M ERE]
none

[AvY RE—FK]
Interface configuration
(27> Rofi]

BS-G3024MR (config)# interface vlan 5
BS-G3024MR (config-if)# ip rip receive version both
BS-G3024MR (config-if)#
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ip rip authentication mode
RIPv2 @wu\quj__t% E L/ i—a_o

(27> RoEX]

interface vlan <vlanID> + ip rip authentication mode {none | text}
(/85 x—%—]

<vlanID> BRET D VLANID ZHEELF T,

none n:L;\nIE% ﬁﬁ;‘j_} L: L’ i 3_0

text BAEF—Z2FXTEEFELERT,
(77 AL M ERE]

none

[AvY RE—F]
Interface configuration

[a<y RDFl)

BS-G3024MR (config)# interface vlan 5
BS-G3024MR (config-if)# ip rip authentication mode text
BS-G3024MR (config-if)#

M¥ARAV YV REER[TTBE, RPON—VavyhB v IcEESNET,

ip rip authentication key-string
RIPv2 DFBEEF— (KXAT—R) ZRE (XFHHEI) LET,

[Ov Y RDiEx]

interface vlan <vlanID> <+ ip rip authentication key-string <string>
interface vlan <vlanID> <+ no ip rip authentication key-string

[IXFX—=%5—]
<vlanID> 7ET D VLANID #IBELFET,
string RIPV2 FREF/XR T —RZAHAULET,
(77 4L hRE]
U

[AvY RE—FK]
Interface configuration

[av Y RDFI)

BS-G3024MR (config)# interface vlan 5
BS-G3024MR (config-if)# ip rip authentication key-string buffalo
BS-G3024MR (config-if) #

X¥ARIAVY RERTISBE, RPONRN—Vavyh v ICBESNET,
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ip rip split-horizon
A7y MR A X0 B (FFEH) ICLET,
[27 Y RotEX]

interface vlan <vlanID> + ip rip split-horizon
interface vlan <vlanID> + no ip rip split-horizon

(/X5 X—%—]
<vlanID> ®ZEY D VLANID ZIEE U £ T,
[77 # )L MERE]
i3]
[AYY RE—FR]
Interface configuration
(27> Rofi]
BS-G3024MR (config) # interface vlan 5

BS-G3024MR (config-if)# ip rip split-horizon
BS-G3024MR (config-if)#

KRATVY MRSA XV ZEY (R3ED) KRETHE. RAXVUN=ZH
EHICBRDET,

ip rip poison-reverse
KA X UN=RZE (RFE) ICLET,
(27> RotEX]

interface vlan <vlanID> + ip rip poison-reverse
interface vlan <vlanID> + no ip rip poison-reverse

[IXFX—=%5—]
<vlanID> 7ET D VLANID #IBELFET,
(77 4L MERTE]
E:i3y)
[A¥Y RE—K]
Interface configuration
[a% > Rofl]
BS-G3024MR (config)# interface vlan 5

BS-G3024MR (config-if)# ip rip poison-reverse
BS-G3024MR (config-if)#

MIRA XV UN—RZRET BHEER>. ATV Y MRSAIVDBEMNICHE>TWS
BEDHDET,
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default-metric

FIAIWMANY YO EFRE (FFPEAEIC) ULET,
[Ovy Ro#Ex]

router rip +  default-metric <metric>
routerrip  +  no default-metric <metric>

(/X5 X—%—]

<metric> ARNUw B0~ 16) ZEEELET,
[77 # )L MERE]

1
[AYY RE—FK]

Interface configuration

[a<y RDFl]

BS-G3024MR (config)# router rip
BS-G3024MR (config-router)# default-metric 12
BS-G3024MR (config-router) #

network
XY RT—=TICRHUTRIP ZEY (F/EER) ICLET,
[av Y RoiEX]

routerrip + network <ip>
routerrip +  no network <ip>

[IXZX—%—]

<ip> IP7RLAZEELET,
[Z7 4L hE&TE]

E:i3)

[A¥Y RE—K]
Interface configuration

[avy RDFl]

BS-G3024MR (config) # router rip
BS-G3024MR (config-router) # network 192.168.1.254
BS-G3024MR (config-router) #
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redistribute
RIP IC &> THEHRT 2REEROEREZHRELET,
[Ov Yy RoK#Ex]

routerrip +  redistribute {connected | static}
routerrip + no redistribute {connected | static}

[XFx—%—]
connected AHEBICEHRINTWEREZERBLET,
static RE LU ZEALET,

[77 4L N &E]
i3]

[AvY RE—F]
Interface configuration
[a7 > Rofl]

BS-G3024MR (config)# router rip
BS-G3024MR (config-router)# redistribute static
BS-G3024MR (config-router) #
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timers basic
RIP 7 77— N ZRE (X3 EEIC) ULED,
[Ov Yy RoK#Ex]

router rip +  timers basic <update> <invalid> <flush>
routerrip + no timers basic

(/X5 X—%—]
<update> EHNE T v 77— N DXEMRRE (10 ~ 3600 # ) ZIEE L
F9,
<invalid> BRERIEHR = b & 2 E TORE (Invalid Timer, Router Age
Timer) (30 ~ 500( # ) Z#+EE L £ 9,
<flush> RSB Z HIBR 9 % F T DKM (Flush Timer, Garbage Timer)
(120 ~ 180( ¥ ) ZHEEL X T,
[77 # )L NERFE]
<update> 30 #
<invalid> 180 #
<flush> 120 #
[AvY RE—FR]
Interface configuration
[a7 > Rofl]

BS-G3024MR (config) # router rip
BS-G3024MR (config-router)# timers basic 40 240 160
BS-G3024MR (config-router) #
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passive-interface
BELERYRNT—ZIERHULTNRY Y TA I =T —R=FH (FEEH) L
ESE I

[2v Y RotExX]

routerrip +  passive-interface <ip>
routerrip + no passive-interface <ip>

(XS X=5—]
<ip> Ny YTV =T 2 — B/ FEHCTZ P ZRLR
EERELET,
[77 )L~ 8]
)

[A¥Y RE—K]
Interface configuration
[a7 > Rofl]

BS-G3024MR (config) # router rip
BS-G3024MR (config-router) # passive-interface 192.168.1.254
BS-G3024MR (config-router) #
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PATFLO7AYVER

¥ YRTFLAOVERET BICE BIRY A0S —N\—DBETT,

system log remote-enable / system log remote-disable
O7BHOY 207 Y —N\N—DEXEBMICLET,
[av >y RoEX]

system log remote-enable
system log remote-disable

[/85X—%5—]
remote-enable AJBHROY RAAT Y —NN—ADEXEEMNICLET,
remote-disable OO A7 —/IN—\NDEEEEMCLET,
[77# )L MRE]
am
[A<vY RE—FK]
Global configuration
[a<> RDfl]

BS-G3024MR (config) # system log remote-enable
BS-G3024MR (config) #

system log ip
YAATY—=N—DIP 7P RLRAEZERELET,
(27> RoEX]
system log ip <ip-address>
(/X5 X—%—]
<ip-address> AA0H—=N—DIP 7P RLAZIEELEXT,
(77 AL M E&RE]
0.0.0.0
[AY Y RE—FK]
Global configuration

[a<y RDFl]

BS-G3024MR (config) # system log ip 192.168.1.250
BS-G3024MR (config) #
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system log with-name / system log without-name

VAOQTY—IN—AEXFTZO07BRIC. AAYVFRESHEINESHERELE
ERS

[Ovy Ro#Ex]

system log with-name
system log without-name

(/X5 X—%—]

A
(77 )L M ERE]

system log without-name (R 1 v FEAZ & HTE)
[A7vY RE—-F]

Global configuration

[avy RDFl]

BS-G3024MR (config)# system log with-name
BS-G3024MR (config) #

system log config-facility
BREICETZO7D0FT, YROVY—/IN\—AEXT D07 DELE (notice/
information) ZFREUL £,

[a7 Y Ro#EX]
system log config-facility <mode>
(/85 X—%—]
<mode> no: EIXUEXREF A
information:  information [CBE g 2O DA ZEXL £,
notice: notice [CBT 2O/ DHZEIEXEL ET,
noticetinfo: IARTOOVZEEULET,
[Z7#LhE&TE]
notice+info

[AvY RE—FK]
Global configuration

[avy RDFl]

BS-G3024MR (config) # system log config-facility notice+info
BS-G3024MR (config) #
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system log auth-facility

EEcBET A0 DR T, YO Y —/I\—~AEXT D07 DIEFE (notice/
information) ZEEUL XTI,

[av > ko]
system log auth-facility <mode>
(/X5 X—%—]
<mode> no: EXUEXREF A
information:  information ICEE9 207 DA ZEEULE T,
notice: notice [CBT 2O/ DAHZEIEXEL ET,
noticetinfo: IRTOOVZEEULET,
[Z7 4L hE&TE]
notice+info

(A7 Y RE—K]
Global configuration

[avy RDFl]

BS-G3024MR (config) # system log auth-facility notice+info
BS-G3024MR (config) #

system log device-facility
TINARCETHATDOHRT, YRAOVY—/\NEET 207 DOFEFE (notice/
information) ZFREUL £,

[av > RoiEx]
system log device-facility <mode>
[/IXZAX—=%—]
<mode> no: X LUFEF A
information:  information [CBE g 2O DA ZEIXL £,
notice: notice ICRAT A7 DHZEXEL £,
noticetinfo: ITNRTOATZEREAULET,
[77 A4 E&E]
notice+info

[AvY RE—FK]
Global configuration

[av Y RDFI)

BS-G3024MR (config)# system log device-facility notice+info
BS-G3024MR (config) #
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system log system-facility
VRAFAICETZO7DHR T, YAATY—/IN—AERXT 207 DEFE (notice/
information) ZEREUL £T,

[av > ko]
system log system-facility <mode>
(/X5 X—%—]
<mode> no: EXUEXREF A
information:  information ICEE9 207 DA ZEEULE T,
notice: notice [CBT 2O/ DAHZEIEXEL ET,
noticetinfo: IRTOOVZEEULET,
[Z7 4L hE&TE]
notice+info

(A7 Y RE—K]
Global configuration
(m 57 L)

BS-G3024MR (config) # system log system-facility notice+info
BS-G3024MR (config) #

show log
AHEBOYRTFLAATZRRTELT,
[av > ko]
show log
[1X5X—%—]
NV
(77 4L M&TE]
U
[a¥ Y RE—K]
Privileged EXEC
(37> Rofl]

BS-G3024MR# show log

(1)Fri Sep 07 09:05:47 2007 Notice:Warm start
(2)Sat Sep 08 12:34:56 2007 Notice:Login from telnet (IP:192.168.1.1)

BS-G3024MR#
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DHCP H—/X—OVY YV R

default-router

DHCP 7 A4 7Y hDMERT 2T 7 A MNIL—%—%, $8F LT DHCP O 7—)LIC
REULEXD,

[Ov Y RoiEx]

default-router <ip>
no default-router

[XFx—%—]
<ip> TI7AIMN—F—EUTHEEISIP P RLAZRELR
ED
(77 # )L hERE]
7L

[A¥Y RE—FK]
DHCP Pool Configuration
(27> Rofi]

BS-G3024MR (config)# ip dhcp 1 pooll
BS-G3024MR (config-dhcp) # default-router 192.168.1.2

dns-server

DHCP 7 SA 7Y MBI D TZA4YY—DNS Bb—/X\—, €H>%YU—DNS t—
N—EBELET,

[av Y RoiEx]

dns-server <ip> [secondary]
no dns-server [secondary]

(/85 x—%—]
<ip> DNS H—/N\—&UTHEEITSIP P RLAZRELE T,
[secondary] THAYH ') —DNS H—/N—%HE U F Fosecondary & AN
URIFNIE. IS4 ——NN—DREEHRDET,
(77 )L b E&3E]
%L

[AvY RE—F]
DHCP Pool Configuration
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[avy RDFl]

BS-G3024MR (config)# ip dhcp 1 pooll
BS-G3024MR (config-dhcp)# dns-server 192.168.1.2
BS-G3024MR (config-dhcp)# dns-server 192.168.2.2 secondary

excluded-address
DHCP 7547V MTHULT, EIDYTERAIP PRLRAERELE D,
[Ov Y RoiEx]

excluded-address <ip> <integer>
no excluded-address

[)85X—%—]
<ip> DHCP 7 24 7Y MU T EIDHTZBRA ISP PRL A%
RELET,
<integer> DHCP 7247V M UT BIDHTZRATDIP PRLAD
EHEZELET,
[77 AL hE&TE]
i3
[a7Y Y RE—R]
DHCP Pool Configuration
[a<> RDfl]

BS-G3024MR (config)# ip dhcp 1 pooll
BS-G3024MR (config-dhcp) # excluded-address 172.16.0.2 10
BS-G3024MR (config-dhcp) #
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ip dhcp server enable / ip dhcp server disable
ARETD DHCP Y —/N\N— B Z B X FEMICRELX T,
(27> RoEX]

ip dhcp server enable
ip dhcp server disable

(/85 x—%—]
AN
[77 # )L MERE]
i3]
[AYY RE—FR]
Global configuration

[a<vy RDFl)

BS-G3024MR (config)# ip dhcp server enable
BS-G3024MR (config) #

ip dhcp
DHCP 7 R L A 7—JL%Z{ERL L. DHCP Pool Configuration E— RABITLE T,
[3v >y RoExX]

ip dhcp <pool_id> <pool_name>
no ip dhcp <pool_id>

[/85X—%—]

<pool_id> DHCP H—/\—0D /=)L ID ZHXELZE Y,
<pool name> DHCP ' —/\—DT—)LZEZEXEL X T, (BRK8XF)

(77 AL M ERE]

AN
[AY Y RE—FK]

Global configuration

[a<y RDFl)

BS-G3024MR (config)# ip dhcp 1 testpool
BS-G3024MR (config) #
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lease
DHCP VA7V MICEIDYTRIP7RLADY —ABEERELE I,

[Ov Yy RoK#Ex]

lease <time>
no lease

[/85X—%—]

<time> DHCP 7 Z5AF7 Y NCEIDYTHIPZRLAD) —XBEE%
HEULET (1 ~ 999 )

(77 AL M E&RE]

AN
[A7vY RE—FR]

DHCP Pool Configuration
(27> Rofl]

BS-G3024MR (config)# ip dhcp 2 test2
BS-G3024MR (config-dhcp) # lease 98

network
DHCP 7 547V MCEID K TZ/HDDHCP 7—ILDIP PRLAZRELET,
[av Y RoiEx]

network <ip/mask> <integer>
no lease

[1X5X—5—]
<ip/mask> DHCP 754 7Y hMCEINDHETS/$HD DHCP F—ILDIP 7 R
L X%% Ebivo

<integer> DHCP 7547 Y MCEIDYTZIP 7 RL ADEHEZREL X
ER

[77 4L MERTE]

AN
[AvY RE—FK]

DHCP Pool Configuration
[a7> Rofl]

BS-G3024MR (config)# ip dhcp 1 pooll
BS-G3024MR (config-dhcp) # network 172.16.0.1/24 20
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pool admin active

DHCP 7—ILOBMF L IdEHERELE T,
[27 > RotEX]

pool admin active
no pool admin active

(/85 x—%—]
AN
[77 # )L MERE]
AN
[AYY RE—FR]
DHCP Pool Configuration
(27> Rofl]

BS-G3024MR (config)# ip dhcp 1 pooll
BS-G3024MR (config-dhcp) # pool admin active

show ip dhcp poo
DHCP 7—ILEHRZERRLE T,

[a7 >y Ro#EX]
show ip dhcp pool [<pool_id>]
(/X5 X—%—]
[<pool id>] FRUZWDHCP 7—/LID #EELET . 7—ILID ZIELR
WSS TNTD DHCP 7—)L ID ARREINET,

[77 # )L MRE]
&L
[avY RE—R]

Privileged EXEC
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DHCP H—/X\—OvY YR

BS-G3024MR# show ip dhcp pool 1

DHCP server :Disable

Pool Admin : Enable

Pool Start IP : 172.16.0.1/24
Total addresses : 20

Pool Excluded Addr : 172.16.0.2
Excluded addresses : 10

Lease Time : 98 Hours
Default Gateway :
First DNS

Second DNS

BS-G3024MR#

Pool ID : 1 Pool Name:testpool

show ip dhcp binding
DHCP U —RABE#HZERRLET,

[Ov Y Ro#Ex]
show ip dhcp binding
X5 A—%5—]
AN
(77 4L M ERTE]
A
[AvY RE—FK]
Privileged EXEC
(27> Rofl]

BS-G3024MR# show ip dhcp binding

192.168.1.10 XX XX : XX : XX : XX : XX
BS-G3024MR#

LeaseTime

Jan 1 09:50:09 2009
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W—7&HEaAYV R

show loop-detection
I—TREBREOREBEREERZTRLE T,
[av > RoiEx]

show loop-detection
X5 A—%5—]

U
[77 4L ME&TE]

ANV
[a¥ Y RE—K]

Privileged EXEC
[a7 > Rofl]

BS-G3024MR (config) # show loop-detection

LOOP Detection: Enable

Trash Limit: 10 seconds
Detected Action: Port-Disable
Trash Timeout: 60 seconds

BS-G3024MR (config) #

loop-detection enable / loop-detection disable
I— TR EBEEDBY /B ERELE T,
[a7 > RoEx]
loop-detection <state>
(/85 X—%—]
enable I—TREgEZEMCLE T,
disable I—THREEETENCLET,

[77 4L hE&TE]

disable (FE%h)
[A<w>Y RE—F]

Global configuration

[a<vy RDFl]

BS-G3024MR (config)# loop-detecton enable
BS-G3024MR (config) #
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detected-action
=" B UIBROEEZRELE T,

[a7 Y Ro#EX]
detected-action <action>
(185 %X—%—]
<action> none: J—7REFICMAETVWER A
port-disable: JL—7HREBRFICIL—THDREL TWBR—h%Z
BEHTL £,
[77 AL hERTE]

port-disable JL— 7HRERFIC. IL—THEREL TWBR— NZEUFT)
[AvY RE—F]
Global configuration

[avy RDFl]

BS-G3024MR (config)# detected-action port-disable
BS-G3024MR (config) #

thrash-limit
J—7RHICAWS MAC 7 KL ZDBEIEEH (LEWME) #RELET,
ULEWVMEZRBZRDE, L—TERBEINET,

[av > ko]
thrash-limit <integer>
[1X5X—%—]
<integer> IL—7BRHICAWS MAC 7 R L XDEEIEIE (10 ~ 255)
ERELEXT,
(77 4L ME&TE]
10

[AvY RE—F]
Global configuration
[a7 > Rofl]

BS-G3024MR (config) # thrash-limit 30
BS-G3024MR (config) #
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thrash-timeout
=% UBRICR— h 2B 268 (#) 2%ELET,

(27> RoEX]
thrash-timeout <seconds>
(/85 x—%—]
<seconds> IV—7RERF R — b ZERT 9 2 K (1 ~ 65535(1)) %
BELET,
[77 # )L MERE]
60

[AYY RE—FR]
Global configuration

[a<y RDFl]

BS-G3024MR (config)# thrash-timeout 60
BS-G3024MR (config) #
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N—RDOZTZIP7«4)LY—OYVF

access-list
ZMHEYZRN (ACL: 77Xy MO—=JLYZXKN) #EM/BIBRLET,
[av Y RoiEX]

access-list <list_name>
no access-list <list_name>

185 X—5—]
<list_name> EHYXNDOERIZ FAREF. (N1 7). (P
F—IN—)T 14 XFLR(RAR—ZAIRA) TEELE T,
[Z7 4L hE&TE]
AN

[AvY RE—FR]
Global configuration
(27> Rofl]

BS-G3024MR# configure
BS-G3024MR (config)# access-1list buffalo
BS-G3024MR (config-access) #

KEHUAME, K128 BETERTEEY,

permit / deny

AT —DIL—ILER/BIBRES ZBWET,

permit ZIEE LIcimRIIF. "WRONT Y hE@BSEXT,
deny ZHEEUHBEIE. "RNT Y hZBHEELET,

[Ovy Ro#Ex]

permit <src_ip> <dst_ip> <protocol_number> <src_port> <dst_port>
<tcp_control_code>

deny <src_ip> <dst_ip> <protocol_number> <src_port> <dst_port>
<tcp_control_code>

no permit <src_ip> <dst_ip> <protocol_number> <src_port> <dst_port>
<tcp_control_code>

no deny <src_ip> <dst_ip> <protocol_number> <src_port> <dst_port>
<tcp_control_code>
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[I85AXA—=%—]
<src_ip> ERETIP ERY RN RV ZEBELEF T,
(11:192.168.1.10/32)
<dst_ip> EEFLIP ERY MY AT EZEBELET,

(f51:192.168.2.20/25)
<protocol_number> IP 7O KN JILES (1 ~255) ZBELF T,
(5 : ICMP 1. TCP 6. UDP 17)

<src_port> TCP/UDP XETTR— b &S (1 ~ 65535) ZHEEL £ I,
<dst_port> TCP/UDP (5% R — b &S (1 ~ 65535) ZHEELF T,
<tcp_control_code> TCP #fH1 3 — K (FIN, SYN.RST.PSH.ACK.URG) % 1 ~ 63
TEELET,

[77 # )L NERFE]
RU

[a7 Y RE—R]
ACL configuration

(37> Rofi]

BS-G3024MR# configure

BS-G3024MR (config) # access-list buffalo-test

BS-G3024MR (config-access)# permit 192.168.10.0/24 any any any any
any

BS-G3024MR (config-access)# deny 192.168.2.0/16 192.168.1.0/24 any
any any any

BS-G3024MR (config-access) # deny any any any any any any
BS-G3024MR (config-access) #

X BNRTGA—F—ICany ZIBETZIENTEET, any ZEEULLERBRETFHEEIhEzE A

¥ <protocol_number>, <src_port>, <dst port>, <tcp_contlol_code> [3&EETEXd, &l
LicimEId. any ZEELEOERUICHRD T,
BIZ X, deny 192.168.1.1/24 192.168.2.1/24 JL—JLI&. deny 192.168.1.1/24 192.168.2.1/
24 any any any any JL—JLERFICHED £T,
fef2U. <src_port> ZIEE U IBE. <dst_port> IFEBETEXE A,

% <src_ip>, <dst_ip> IKVILFF+ R KT RLZ® 0.0.0.0, 255.255.255.255 £IEET 32
LiFTEFEAS

¥ <src_port>, <dst_port> &, <protocol_number> H* 6 (TCP) %7l 17 (UDP) D& ED
HEETEET,

¥ <tcp_contlol_code> &, <protocol_number>H'6 (TCP) D& ZEDHEETEET,

¥ TCP OflfIa—RiE. ThEy b5 ZFN2N FIN. SYN. RST. PSH. ACK. URG T
I, FIZIE. SINEYyhDHEYRTBREEF2%Z, ACKESYNEYNEEYRNT S E
ZF 18 EIBELF T,

X 1DDFEYRANDRICEK 16 BETIL—ILEBINTEEXT,

¥ 1 DOERHEYARMDARIC deny IL—ILH 1 DHBEFEELRWES, IRTO/T Y RHEEL
9, RIE1Ddeny L—ILEIRELTLREE W,

¥ deny any any any any any any JL—ILZIEET 35S, —BREBITEMULTLEEW,

¥ deny any any any any any any JL—ILEIEET S &, FEIPIXT Y MBEEINET,
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X AERBEEHEET B/ Y N (RIP. SNMP k5w 74 &) &, outbound T deny JL—JL
BPEREINTWTHEEZINEFEA,

¥ R—MCEREVAMNBERAINTLWDIRET, FEVAMNDODHRBEZEET D LIFTEE
Hho

ip access-list
FHEYANER—NCHERB/BIBRULED,
[av > ko]

ip access-list <list_name> <inbound | outbound>
no ip access-list <list_name> <inbound | outbound>

X5 A—%5—]
<list_name> U X N D& (access-list AN > K TERFH D& =
BELEI,
<inbound | outbound> inbound : AN/XT v MNTEALET,
outbound @ HBANT Y MNCHEBULEY,
[77 # )L MERE]
U
[Ov Y RE—R]
Interface configuration
[av > Rosl]

BS-G3024MR# configure

BS-G3024MR (config) # interface ethernet 15

BS-G3024MR (config-if)# ip access-list buffalo-listl inbound
BS-G3024MR (config-if)# ip access-list buffalo-list2 outbound
BS-G3024MR (config-if)# exit

BS-G3024MR (config) #

¥ permit L—ILZESTEMHEY XA~ %& outbound ICERAT 2 LIFTEEEA,

X 1 DOYER—MD 1 DOARICIE. 1 DOEXHFEYRNOHFBERLTLLEEW,

X 1 DDEMHEY X k% inbound & outbound DM ICEEAT 3 Z EIETEE A

¥ R—MCERULEEFGEY AN ERNOERGEY ANMSERAVETBE., LICEBRULEEEY X
k% no ip access-list AV Y R THIBRLTHSEHFULWEEU X R EERAL TS,
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£38 AVYRIAVAIVI—TI—2
show access-list
FHURANDERERRLET,
[av > RoEx]

show access-list
(/85 X—%—]

U
[77 # )L MERFE]

U
[A¥Y KRE—K]

Privileged EXEC
(37> Rofi]

BS-G3024MR# show access-list

LIST1 LIST2 LIST3 LIST4..........

BS-G3024MR#

show access-list <list_name>
BEULEEREVANDBERERRLET,

[Ov > koExX]
show access-list <list_name>
X5 A—%5—]
<list_name> FHEUANDEMEEELET,
(77 AL M ERE]
AN
[A7vY RE—FR]
Privileged EXEC
(27> Rofl]

BS-G3024MR# show access-list LIST1

<ACL rule>
permit 192.168.10.0/24 any any any any any
deny any any any any any any

<Port bindings>

Port3 - Inbound
BS-G3024MR#
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show access-list status
ZEUYIRNDYY —RABERERRULET,

(27> RoEX]

show access-list status
(/85 x—%—]

AN
[77 # )L MERE]

AN
[AvY RE—FK]

Privileged EXEC
(27> Rofl]

N=RIxF7IP74)F—IIVR

BS-G3024MR# show access-list status

Unused list table: 128
Used list table: 30
Total list table: 98

BS-G3024MR#

¥ Unused list table I&READ MY X M1, Used list table [$ERAFEH DAY X ML, Total
list table IFEABBATHR—LITIREVRAMEERLET,
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Y—N—&, BEDRXY NT—J LDBEZEEITS

R EBI

N=RTzT7 P74 )LY —REDREZHBAL XTI, TILOREFIFH X
TH1HITIDT, %ff”@iﬂiﬁk%bﬂ'f RELTLIRE W,

B—NN—&, FEDXRY NT—9 L DBEZEET S

BT AFER—NTESREI N VLAN ERFEY—N—CDBEERATETIREZH IR
W9,

EARE (FiREH)
VLAN-1(7R— k 1) & VLAN-2(GR— K 2) & VLAN-3(7R— k 3) BEZE L. VLAN D IIL—F «
VUM ARERREE ULET,

PSS ANEE -
VLAN-1 O/R— bk 1 [ZEHRLTWB/XY AV TR TH S, VLAN-3 DY —/NN\—ABEXEETT
BEREICUETE . VLAN-3 DY —/\—H 5 VLAN-1 DXY N T—IADBEEZEFTT S

REICLET,
VLAN-1 VLAN-3
R—h1 R—h3
192.168.1.1/24 192.168.3.1/24

,,| E.LD_D_DJID_D_D_QIID_U_O_OJ al=lml=
|

é
&

VLAN-2
R—hk2
192.168.1.8 192.168.2.1/24 192.168.2.35 192.168.3.54
| - = - i - = -
‘ b ;4. BETO FRg | ler= BETO - ;
I BEARAT X I

1-%
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F4E REM

%

BS-G3024MR# configure terminal e
BS-G3024MR (config)# access-list testl — =

BS-G3024MR (config-access)# deny e
192.168.1.0/24 192.168.3.54/32

BS-G3024MR (config-access)# exit e
BS-G3024MR (config)# access-list test2 -

BS-G3024MR (config-access)# deny e
192.168.3.54/32 192.168.1.0/24

BS-G3024MR (config-access)# exit e
BS-G3024MR (config)# interface ethernet 1-----

BS-G3024MR (config-if)# ip access-list = ==
testl inbound

BS-G3024MR (config-if)# exit e
BS-G3024MR (config)# interface ethernet 3-----

BS-G3024MR (config-if)# ip access-list — -«
test2 inbound

BS-G3024MR (config-if)# exit e
BS-G3024MR (config) # system save oo
BS-G3024MR (config)# exit e

Config E— RAB{T
YRS Ttestly ZERE

192.168.1.0/24 Hh5 192.168.3.54/32
D7 I EAZEET S

Config E—RICR?
YRS Ttest2y ZERL

192.168.3.54/32 H5 192.168.1.0/24
D7 I EAZERT S

Config E—RICE3
R—b 1 DRERMA
Ttest1y % inbound & U TERE

Config E—KRICRES
R—k 3 DRERH
Ttest2) % inbound & U TERE

Config E—RICRE?
RERBORE
SIETE—RICRD
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BEDIPFPZRLAMSDBEEZHFTI S

BEDIP7ZRLADSDBEZFATS

COPTIRBEDIPFZ RLRAEE /XY AVHSDHAEED VLANANDBEEHAT ZRTE
ERIRWVWET,
EARE (FREH)

VLAN-1(7R— K 1) & VLAN-2(7R— b 2) DB’ FFE L. VLAN DL —F « Y IO ARERIRE S U
9,
71 TRE

VLAN-1 ®/R—k 1 DEETICH S/ 0> (192.168.1.10) N5 D VLAN-2 DR Y N T—I A
DFEEEHFATBIREICLE T E /. VLAN2 DIR— Kk 2 DEETICH B /LY AU 5, VLAN-
1 D/ A2 (192.168.1.10) UANDBIEZIEE T DHREICLET,

VLAN-1 VLAN-2
R—K1 R—k2
192.168.2.1/24

192.168.1.1/24

BUFFALO

192.168.2.238

.L > EETO :a—: BEFO .!L— 2 EETO :i!

-
h\ N
192.168.1.8 192.168.1.9 192.168.1.10
> BIERO BETO—
2 BIERA x
£ BIERAE x

14

il
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48 REH
BS-G3024MR# configure terminal = ceeeer Config E— RAB1T
BS-G3024MR (config) # access-list testl s+ EHYRBN Ttestls ZERK
BS-G3024MR (config-access)# permit oot 192.168.1.10/32 h5 192.168.2.0/124
192.168.1.10/32 192.168.2.0/24 NDBEZFAT S
BS-G3024MR (config-access)# deny any EEFHLSNT, BEIP PRLAD
192.168.2.0/24 192.168.2.0/24 NDBIEZIEETT 2
BS-G3024MR (config-access)# exit e Config E—RICR%
BS-G3024MR (config) # access-list test2 o=+ FHYRR Test2) &EERK
BS-G3024MR (config-access)# permit oo 192.168.2.0/24 H5 192.168.1.10/32
192.168.2.0/24 192.168.1.10/32 ANDBEEEHTT S
BS-G3024MR (config-access)# deny any - LEREEHLA T, 8% IP PRLAD
192.168.1.0/24 192.168.1.0/24 \DBERIEET 3
BS-G3024MR (config-access)# exit oo Config E—RICR3
BS-G3024MR (config) # interface ethernet 1 -+ R— b 1 DOREFA
BS-G3024MR (config-if)# ip access-list -+ Ttest1; % inbound & U TERE
testl inbound
BS-G3024MR (config-if)# exit e Config E—RICR3
BS-G3024MR (config) # interface ethernet 2 -+ R—b 2 ORERE
BS-G3024MR (config-if)# ip access-list - Ttest2) % inbound & U TERE
test2 inbound
BS-G3024MR (config-if)# exit e Config E— R ICRE%
BS-G3024MR (config) # system save e BRERNB DR
BS-G3024MR (config) # exit e HIEE—RICR?
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TCP DR AHBEZHT S

TCP DR AMBEZHFTS

BT FRINSDTCPBIEZTREE L. HESRFANSDTCPEBEERA LT IREZH IR
W9,

EREE (RURSRM)

VLAN-1GR— K 1) & VLAN2((R— k 2) D"EEL IL—FT « YO D ARERIREE ULE T,

7105V TEE
TCP 7O M JJLBE(ZAORNJLES6) DHZHFT L R— b 24 TRET IERER/T Y b
(SYN/XTy M) IFEBLET,
(R—~ 1IN SBAT B TCPBEEHFT L. R— 24N SBHAT 2 TCPEERIESFLEY)

BUFFALO PR — - 3 s 7 9 111315
fhiini ]

===l
—— VLAN-2

R—h24
192.168.2.1/24

VLAN-1
R—HK1
192.168.1.1/24

.L ............... TCP'" .......................
D ) —— S cr
192.168.1.8 192.168.2.35

@ K—K~1fIN5DBEE
VLAN-1 VLAN-2

*E

SYN

ACK+SYN

@ R— b 24fH 5 DIEE
VLAN-1 VLAN-2

== SYN

) ¢
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F4E REM

%

BS-G3024MR# configure terminal e
BS-G3024MR (config)# access-list testl — =

BS-G3024MR (config-access)# permit any -
any 6
BS-G3024MR (config-access)# deny any any -***
BS-G3024MR (config-access)# exit e
BS-G3024MR (config)# access-list test2 =
BS-G3024MR (config-access)# deny any any ****
6 any any 2

BS-G3024MR (config-access)# permit any -
any 6

BS-G3024MR (config-access)# deny any any -*
BS-G3024MR (config-access)# exit e
BS-G3024MR (config)# interface ethernet 1 -+

BS-G3024MR (config-if)# ip access-list ==
testl inbound

BS-G3024MR (config-if)# exit e

BS-G3024MR (config)# interface ethernet -+
24

BS-G3024MR (config-if)# ip access-list ===
test2 inbound

BS-G3024MR (config-if)# exit e
BS-G3024MR (config) # system save e

BS-G3024MR (config)# exit e

Config E— RABIT

EHYRBN Ttestls ZERK
ZOKkJLES6 (TCP) DEfE%
K
EREELNOBEEETT D
Config E—RICRE%

EHYRN Ttest2) ZERK

ZOk3J)LES 6 (TCP) D, TCP
Ay kAO—J)La—K 2 (SYN) ZEER
I3

EREHLND TCPBIEZFT Y 2

EREELNOBEEETT D
Config E—RICRE%
R—b 1 OREHS
Ttest1y % inbound & U TERE

Config E—RICRE%
R—b 24 OFRERE

Ttest2; % inbound & L TERE

Config E—RICR%
BRENBORE
IEE—RICRS
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BET 7Y~ 3V OBEEFTTS
BWEFPZ 7V Tr—>avDBEEZHITS
£ OB EEOR— hCEEE AT/t VBT RED T 7 s —Y 3 OBEOH T
TEREERCBLET,
ERRE (FiREH)

VLAN-1(7R— K 1) & VLAN-2(7R— K 2) B FFEU. VLAN BDI)L—F « Y I D ATRERERE S U
£9,

PRSI AL .o
VLAN-1.2 BICEWT.SNMP 7 7 U —2 3> (UDP R— b &ES 161) Ic & 2BEDHZFFA]
L fttDBEIFIEFLE T,

192.168.1.1/24 192.168.2.1/24

SNMPIZ & %

i e w

o
Z Dt DEIE IFRAT

X
X

«:SNMP&EE O
“ZOMOEE - x

192.168.1.8 I I 192.168.2.35
- -
- -
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F4E REM

%

BS-G3024MR# configure terminal e
BS-G3024MR (config)# access-list testl — =

BS-G3024MR (config-access)# permit any -
any 17 161 any

BS-G3024MR (config-access)# permit any
any 17 any 161

BS-G3024MR (config-access)# deny any any *****
BS-G3024MR (config-access)# exit e
BS-G3024MR (config) # interface ethernet 1-:

BS-G3024MR (config-if)# ip access-list -
testl inbound

BS-G3024MR (config-if)# exit e
BS-G3024MR (config) # interface ethernet 2 -

BS-G3024MR (config-if)# ip access-list -
testl inbound

BS-G3024MR (config-if)# exit e
BS-G3024MR (config) # system save e
BS-G3024MR (config)# exit e

Config E— RABIT
YRS Ttestly ZERE

70k3JLES 17 (UDP) HD, ¥
EER— R BSH 161 OBEZEFFA
I3

70k 3)LES 17 (UDP) D,
FESER— N ESH 161 OBEEFA
EX

FREHLNOBEERIEET
Config E—RICR%
R—b 1 ORERFA
Ttest1) % inbound & U TERE

Config E—RICR%
R—b 2 OREHS
Ttest1; % inbound & L CERE

Config E—RICRE%
RERBOREF
IEE—RICRS
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