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RR FT—TILETE (P.61) SNMP /RX k DREZITVWET,

SREE 5 v TERE (P.62)

SNMP kS 7OREEITVWET,

IGMP A =21 —

IGMP 2 X —E v 58 % (P.63)

IGMP A X—E VT DREXETVET,

Statistics X =21 —

EHEHRER T (P.64)

mEHEHREZRRLUET,

WEHEHRD Y 1) 7 (P.65)

fetEmEe s U7 LET,

Command Line * =2 —

CLIE— FEIYEZ (P.65)

CLIE—RICADET,
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FT2E AZa—AF—T1—X

Exit * =a2—

Exit * = 1— (P.65) A/79hUET,

0 #EREET2EBRIXRERNBD IS vt E)—~OREFIP29) ZSRLTHREN
BERELTLEEL,
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System X = a1—
System A =1 —
AT LIFHROERT
AEMICEYT 2BERERRLET,

0 Main Menu — System — System Information
0 FEEOEEE.BS-G2024MR DD TY,

et Telnet 192 168.1.254

BUFFALD BS-GZ024MR A
Swstem / System Information

Uetime: 0 Daws 0 hr. 42 min. B sec.

Swstem Description:  BUFFALOD BS-GZOZ4MR
System Name: BSAABBCCDDEETO _J
System Cortact: NotDefired
System Location: HotDef ined
MAC Address:  aathbrcciddiee: 10
IP Address: 192.168.1.254
Detault Gatewaw: 0.0.0.0
Subnet Mask: 255.255.255.0
Hardware Version: XX
Boot Cods Version: H.X.KUK
Firmware Version: X.H. KX
Swatem OID: ML KK KR 000 K

<ESC> Back *To confizure this page, 2o to the Svstem, [P Confiz pasesk |
RS A—E— BIL
Uptime AHUGOBRBHENKRRIELET,
System Description AHUGOEBNRREINES,
System Name AUGRDEBMERTLET,
System Contact AHUBOEBELERTLET,
System Location AESNBFBEINTWIEMERRLET,
MAC Address AERZDODMACT FLRERRLET,
IP Address AEBDIP7FLRERRLET,
Default Gateway AEBDT IV F— I AT FLRERTLET,
Subnet Mask AEGZOY TRy bRV ERRLET,
Hardware Version N=FOzF7N—=2avERRLET,
Boot Code Version TJ—ba—FON—CavERTLET,

BS-G2024MR/BS-G2016MR 1) 7 7 LY A HA K I 17



FE2E AZa—A A —T1I—X

RS A—F— 5% BA
Firmware Version DJ7—LO9TT7DN—305RELET,
System OID OD#&~R~LFEY,
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System X = a1—
N = == 10—
R T LIEHDEERTE
AEMZEHNT2ERZRELE T,

O Main Menu — System — System Configuration
0 FiROE@EE.BS-G2024MR DD TY,

et Telnet 192.168.1.264

BUFFALD B3-G2024MR, =

Swstem / Svstem Configuration

Uptime: 0 Days 0 hr. 44 min. 29 sec.

System Description: BU
System Name: [EB
System Locat ion: NotDef ined
System Contact: NotDefined
MAC Address:  aa:bb:cciddiee:10

BS-G2024MR J
[

Enter a System Mame (maximum length is 31)

<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save =
IRFA—5— EREA

Uptime AEMOBBRENIRTENET,

System Description AURDEESERENET,

System Name AEMOBEERELET . FARKF.” " 177
(TS —=nN—) T XFLURN/TIAI L BS+MAC
7 FLR)

System Location AEGMARESNTVDIBHERELES . (FHEHKF.”

S UNAT) T (TUF—N—) THXFUR/T I+
JL & : NotDefined)

System Contact AHUBOEBEREZRELET. FAERHF.” -7 17
NS T(TUE=R=) @ (Fyhkw—=9)." 7 (Fy
k) T3 XFUR/T 74+ : NotDefined (RZEk))

MAC Address AHEDMAC 7 FLANKRRENET,
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E2E AZa—A2H—T1I—R
=3 £
IP B DEETE
AEEDIP PRLABEEZRELET,
O Main Menu — System — IP Configuration

0 FROEEE.BS-G2024MR DL DT,

BUFFALO BS-G2024MR =

Swetem /[P Configuration

IP hssigrment Mode:

IP Addres=:  197.168.1.754
Subret Mask: 255.255.255.0
Default Gateway: 0.0.0.0

Hit <Space> to select Manual or DHCP

<ESC> Back <Tab> Mowve the Cursor Ctrl-L> Refresh <Ctrl-W> Save ~|
IR A—H— EL
IP Assignment Mode IP7FLRZEIYBTEHAEERELET,
Manual:
FHTIP7FLRZEIYETET (TIAILE)
DHCP:

IP7 KLR% DHCP 4 —\—&k YERBLET,
IP Address P7RLREBRELET(FT 4L 1:192.168.1.254)

Subnet Mask YIxY bRV ERELET,
(T 24U k:255.255.255.0)

Default Gateway TIANLMTF— b4 ERELET,
(F7+4JL+:0.0.0.0)
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INAT— FDERE

KERCOTAVTBLI—F—Z- NAT-RZRELET,

System X = a1—

O Main Menu — System — Passwords
0 FRROEHEIZ.BS-G2024MR D1 D TY,

ot Telnet 192.168.1.254 - [o x|
BUFFALD BS-G20Z4MR -
System / Passwords
Telnet Access is:
Web bocess is:
SMMP Access is: Enabled
Password Protection is: Erabled AJ
User Mams:  admin

New Password:
Verify Password:

Hit <3pace> to Enable or Disable Telnet hocess
<ESC> Back <Tab> Mowe the Cursor

Ctrl-L> Refresh <Ctrl-W> Save =]

NRSA—5—

L

Telnet Access is

Web Access is

SNMP Access is

Password Protection is

User Name

New Password

Telnet ICK BTV EREBNEIEEMLET,
(F74JL b :Enabled (B%h))

Web KBTI ERZEDEEEMLET,
(F 74U k:Enabled (B%h))

SNMP (2K 27V R EFMELITEMLET,
(F 74U b :Enabled (B%h))

A4 IRRI)— REBDFEIEEHICLET,
(F 274U b :Enabled (B%h))

AJA VEQLI—Y—ZZRELET,
(FAERF."-"UN T (FoF—N—)T1~8X
FLIA /T 7+ )L k:admin)

O 4 VEQIRRT—FERELET,
(FAEBFE.-"UNT)._ (T F—R—)T8XFU
R/TIHIb:HL)
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FE2E AZa—A A —T1I—X

RS A—F— EL

Verify Password BRDHNRRIT—FEBALLET,
(FAEBF.-" (N T). (T F—"—)T8XFL
N/TIAILE:7L)

0 §TIT/NART— FHERESN TV SIHEETH . [New Password . I'Verify Password |1 fa] £ &R &
hEEA,

OMNRT—FEEBNICHDIEREES BRI ENTELRGLRYFET . BENTLESHEL,
Ny IT7O—BELS—FTEREREEREY (30 (FEBE)
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System X = a1—
1 —+H—E85F (RADIUS) DERE
AEEAOTA VT IO —RIEOBREEHHBVET,

O Main Menu — System — RADIUS
0 FEOEEE.BS-G2024MR DD TY,

e Telnet 192.168.1.254

BUFFALO BS-GZ024MR &
System / RADIUS

User buthentication Mode: (g
RADIUS Server [P Address: 1.1.1.1
RADIUS Shared Secret:

Hit <Space> to Select an Authertication Mode

<ESC> Back <Tab» Move Cursor <Ctrl-L> Refresh <Ctrl-W Save ~|
RSA—=F— EL
User Authentication Mode OS54 VEOL—YF—REDAEEERELET .

(7 7 #JL b :Basic Password only)

Basic Password only:
AEBRNBIREINI-I—F—//XRT— F TR %
BIHBVETS,

Basic Password then Remote RADIUS:
BICARBTRAEEE AWV BHAXRLEBE
RADIUS BBREZH I WVET,

Remote RADIUS Only:

RADIUS R2SEDAHEH ZELVET,

RADIUS Server IP Address RADIUS H—N—DIP 7 RLRERELEY,
(T4 E:1.11.1)

RADIUS Shared Secret — Ly P F—Z2BTFELET . (EAEHE.-"UN D
)~"_"(7/9—/\—)20 XEFEFEFT/TIAILEHL)

\

O JEARIE.PAP DAY R—FLTWVET,

O B9 4 va—H—IZx9 % RADIUS ZBEEIE. U E— kAT A 2 (WEB F1=IE Telnet) I3t L THR
T.RS-232C(avv—L)hb05 4 0T H15E8(E.RADIUS BBAEFITVVEE A,
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EF28 AZa—UHE—T71—RX
SNTP DE&E

SNTP HREICRIT 2R EZH I BWVET,

O Main Menu — System — SNTP with Time Config

0 FROEEE.BS-G2024MR DL DT,

= Telnet 192.168.1.254

Svstem / SNTP

SNTP:
Time Config: 1900 Year 1 Month
3 Hour 12 Mirute
SNTP Server [P Address: 0.0.0.0

SNTP Polling Interval (hourd: 24
Time Zore: JP (hsia‘Tokvol

BUFFALO BS-GZDZ4MR =

T Day
42 Second

Hit <Space’ to Erable or Disable sntp control

select Time Zone

<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save
=
NRFGA—8— B
SNTP SNTP 8D A %1 (Enabled)/ #&3h (Disabled) 25 E L £9 .
(774 JL b :Disabled (£&%1))
Time Config B EHRIZERELET,

SNTP Server IP Address

SNTP Polling Interval (hour)

Time Zone

(774 JL b:1900 Year 1 Month 1 Day 0 Hour 0 Minute 0
Second)

SNTPH—IR—DIP7FLRAZRELET,
(F74JL +:0.0.0.0)

SNTP H#—n—IZKZZMULahtE SERERELFET,
(BRTEME: 1 ~ 24 B/ / T 7 # )L b : 24 (B5ME))

—BXY FALY—UEBRRLEY,

lSelect Time Zone|IZh— Y L E & .<Enter> ¥—%
FTEABALT—2D—ENRTINET,

(7 7+ )L b :JP(Asia/Tokyo))

O SNTP ZEA LG MEE AREAEELI-EEZIZT1900F1 A1 HORKO S 0 ARES A,
COBRftEEEICAYY FENET,
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System X = a1—
L IKY E I_l_I
Syslog §RX 5% E
AYBFOOVER% Syslog U—/N—ICERXT IR EERIBRVET,
O Main Menu — System — System Log Transmit
0 FRROEHEIZ.BS-G2024MR D1 D TY,
R ||

BUFFALD BS-G2024MR
System / Svslog

remote server:
Server [P Address:

with switch rame:  Disabled
config-facility:  HNotice + Info
auth-facility: Notice + Info
svstem—facility:  HNotice + Info
devicefacilitv:  HNotice + Info

Hit <Space? to Erable or Disable systen log transmit to remote PC

<ESC> Back Ctri-L» Refresh <Ctrl-W Save -|
RSA—H— BIL
remote server Syslog ERiEH#ERE DA SN (Enabled)/ %3 (Disabled) #3% % L
E3 20

(F74JL k:Enabled (B%h))

Server IP Address Syslog 4—/\—DIP7 FLRZHRELET,
(774U +:0.0.0.0)

with switch name kT ANV FICRA Y FREMMTE2NE SO ERZIRL
%9, (F 4L b+ :Disabled (ZE%h))

config-facility BREICET SN T EATIREERELET,
(F 74 JL b :Notice + Info)

auth-facility REEICET 50U T Bk T AEEERELET .
(F 74 JL b :Notice + Info)

system-facility DATLICET SOV T ERET AEEENRELFET,
(T 74 JL b :Notice + Info)

device-facility TNARICET S0 T EETHEEERELET,
(F 74 JL b :Notice + Info)
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FE2E AZa—A A —T1I—X

Oy &R

AEBOOTERERRUET,

O Main Menu — System — Log Information
0 FROEHIZ.BS-G2024MR DL N TY,

et Telnet 192.168.1.254

Display Info:

Thu Jan 0T 00:08:50 1900
Thu Jan 07 00:26:39 1800
Thu Jan 0T 00:38:25 1800
Thu Jan 0T 00:41:56 1800
Thu Jan 0T 00:42:00 1800

Hit <spacer to s=lect log twee

System / Log Information

BUFFALO B3-G2024MR 7|

Ouery  Delete < <> >

Loz Info
Mot ice:Lozin from telnet. (IP: 192, 168.1,242)
Mot ice:login from telnet. (IP:192.168.1.247) AJ
Mot ice:login from telnet. (IP:192,168.1.247)
Mot icetMot authorized! (IP:197.188.1.242)
Mot ice:login from telnet. (IP:192.168.1.247)

<E3C> Back <Tab> Move the Cursor <Ctrl-L» Refresh <Ctrl-W» Save -
RS A—5— B

Display Info #R9 % 04 DFEFE (auth/config/device/system) &
BRLES,
(F 74U k:auth log)

Query OyERFLET,

Delete AJ#HEELET,

| <<>> | BTBEROR—DITh=558 . R—DENYEBRET,

Time O OrREERRLET,

Log Info OyERFLET,
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System X = a1—

BEI7AILDOREEX

FERORET7 71 eRE/BETLET,

O Main Menu — System — Configuration Management
0 FiROE@EE.BS-G2024MR DD TY,

= Telnet 192.168.1.254

BUFFALD B3-GZ20Z4MR =

Swstem / Confisurat ion Management

TFTP Server IP tddress: NN J
TFTP Path/Cont igurat ion Filenams:

Password Save Mode is: Clear Text

Download from server
Upload to server

Enter TFTP Server 1P Address
<ESC» Back <Tab> Mowve the Cursaor <Ctrl-L> Refresh <Ctrl-W> Save ~|

RSA—5— EREA
TFTP Server IP Address TFTPH—N—@DIP7 RLRERELET (T 74/ +:0.0.0.0)

TFTP Path/Configuration Ayon—RERRFT7Yy TA—RETB3RETFAILELEHRTEL

Filename FTHEAEMFE."-"NS T (FToF—R—)."(Fy
)T 50 XFUR(RR—R[EFRA)TAALET,
(FIHIE:HL)

Password Save Mode is NRRAT—RFOREHAZEZRELET (T I+ k:Clear Text)

Encrypted: BES{LLTHRELET,

ClearText: Z U7 TXXFTHRELET,

Download from server:
TFTP H—N—MWSEREIT7AILDA D O0—REETLE
T AU O— FEBRIBEBMC O 7MILERELY T—
FLETAV2oA—FELU) T—NTET T 5FETHSR
DEREZRELEYBREZLGEVLTLEEIL,

Upload to server:
TFTP Y —N—ITBRE I 7AILET Yy TA—FLFET,

O BREI 74 IVORE ERICIFRE TFTP —N\—HRWETT,

D BEEERT HBAE KRS EDMEL THBEIEL TRV AR FISET L IBE E
LCERTEBNS EABY FT,
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FE2E AZa—A A —T1I—X

27—LOTT7DEH

KERDT7—LV 7 ZEHLET,

O Main Menu — System — Firmware
0 TROE®EE.BS-G2024MR DHDTT,

. Telnet 192.168.1.254

BUFFALD BS-G2024MR o

Swstem / Firmware

Boot Code Version
Firmware Yersion:

TFTP Server 1P Address:  RENUNUNEN
TFTF Path/Filename:

Hardware Yersion: X J
Ko B
Ko B

Downlcad from server

Erter Firmware Uograde TFTF Sarver 1P Address

<ESC> Back <Tab> Move the Cursor Ctri-L> Refresh <Ctrl-W> Save =|
NSGA—F— £l
Hardware Version BHEDN—FYz7NA—avhRranEd,
Boot Code Version BEDIT—Fa—FN—C 3 URRTENET,
Firmware Version WED I 7—L9xT7NN—arhREENET,

TFTP Server IP Address ~ TFTP #—/A—®D IP 7 FLRAZ®RELET (T I+ +:0.0.0.0)

TFTP Path/Filename N=2a 79 TTB3727—LI9TT7DI7AINEEANLE
¥
Download from server AIEH ##ER L . <Enter> F+— %19 & Downloading new

firmware will overide current one. Proceed? Yes/No & B &
ToYes ZEIRTBHEN—2 307y TEBBLETNo ZER
THERBE@AICRYET,

O 77—L2zT7DN—=23 V7 y FITERETFTPY—N—%2£ETI2RENHY £, TFTPH—
N—OFERAAKRETFTP ==Y T DI =aTILETELZEL,

ON—=23 7y ThidERCABEROERERL SBVTLES VW N=Da v Ty TIHETTS
& \BEEZ TIZ Operation complete. &&KRENFET ,ZD#.Download new firmware complete.Hit
<Enter> to reboot Switch & RRENFETD T .<Enter> F—ZML T E SV AEENEREE L.
FLOI7—Loz7HEMHYES,
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System X = a1—

REMHE
AEROREZE THHEROREICELES,
O Main Menu — System — Restore Defaults

AAZ 2 —%:#INT % & Restoring defaults will cause a reset. Proceed? Yes/No & EMNLE T,
Yes ZEIRT % L REMHIITHBERFICRED £9.No Z:BIRT 2 LHIBEICED £9,

IP 7 FLRUSDERTEHIIE

AREFZDIP 7 RL ALUNDEREE TIHHEEROIREICELE T,
O Main Menu — System — Restore Defaults except IP

ZKX — 1 —%&EIRT % & Restoring defaults will cause a reset. Proceed? Yes/No & BN E T, Yes &
BIRTZEPT7 RLADANOREEBNTHBEERICED £9.NoZ:EIRT 5 CHIBIHICED £,

B

AEREBREHLET,
O Main Menu — System — Reset

AXZ 2 —%3FIRT % & Do you want to reset the switch? Yes/No & BN KT, Yes ZEIRNT 2 &
BEBNETINEI . COEE REMBRRTFEINE T No ZBIRY 5 LRIEHEICED £,

BREABDITYIaAAE)—~DREF
BRERBEZABROT S YV a XTI —NEEFELET,
O Main Menu — System — Save Configuration

AXZ1—%38IRT % & Do you want to save configuration to NVRAM? Yes/No & BN E T Yes &
BIRT 2 EREDEREBZE 7 7YYV aXEY —ICREFEULE T NoZEIRT 2 EHIEHEICED FT,

REENDEEZToOEHER BT EAZ1—ERTLTLKESVETLEVWEEBREY o2 &

EICREENREFSNFRAF L EREEET <ctrl + w> F—ZIF LR A= 2 — ERRRIZEHRE
EOREMTAES
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FE2E AZa—A A —T1I—X

Port A —a—

R— MERR T

REEOR—MERERTRUE T,

O Main Menu — Port — Port Information

0 FRENDEEF.BS-G2024MR D1 D TY

X Telnet 192.168.1.254
BUFFALO BS-G2024MR B
Port / Part Information
Port Link  Adnin State Rate/Ouplex  Flow Ctrl Comment s
1 Up Disabled (1000 Ful 1) Dizabled  port(1 J
2 Down Disabled [huto ] Dizabled port02
3 Down Erabled Disabled (Auto ) Disabled port03
4 Down Erabled Disabled (huto ) Disabled port(4
5  Down Erabled  Disabled LAt 1 Disabled  port0S
B Down Erabled Disabled (huto ) Dizabled port0f
7 Down Erabled Disabled [huto ) Dizabled port07
8 Down Erabled Disabled (huto ) Dizabled port08
9 Down Erabled Disabled (huto ) Dizabled port09
10 Down  Erabled  Disabled LAt 1 Disabled  port10
11 Down Erabled Disabled (huto ) Dizabled port11
12 Down Erabled Disabled lhuto ) Dizabled port12
13 Down Erabled Disabled (huto ) Dizabled port13
14 Down Erabled Disabled (huto ) Dizabled port 14
15 Down  Erabled  Disabled LAt 1 Disabled  port1s
18 Down Erabled Disabled (huto ) Disabled port 16
Hit <Space> to Erable or Dizable the port
<ESC> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-Wr Save -

IRSA—3— £l

Port R—+BESERRLET,

Link JoHZLTWAHALTLWERELAERTLET,

Admin "— H¥ Enabled (%)) H Disabled (B i ERRTLET,
Disabled (E%1) DIHA . MEY VAL L TWVTH I L—LER
BEEBIHBVWEEA,
(T 7+ b :£7FR— b+ Enabled (%))

State R—FOREEFRTLET,
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Port A =a2—

RS A—5— EL]
Rate/Duplex A—FRIPI—2 a3 0FH I ENCENDISEDFEIC&

LBEE—FREZTVET(TIHI +:2FR—k Auto)

Auto: F—h+rRIVI—TaVIZHRELET,

10Half: 10Mbps Half Duplex E— KIZERELE T,

10Full: 10Mbps Full Duplex E— RIZSERELZ T,

100Half: 100Mbps Half Duplex €— FIZSRELE T,

100Full: 100Mbps Full Duplex E— FIZERELE T,

O JYoIWHEILILTWSEAEIT. Auto TRESATLTE EBE
ICEELTLWBE— FARTRESNET,

O Gigabit CTBIET 5HE FHREARERITHERT 2HHBFD
WA % Auto E— RICERET E2RENHYET,

Flow Ctrl JA—aY rA—LOBEMN/ EBENEEELET,
(F 7 4L b :Disabled (££%h))
Auto: B CAM/ ESNERELEST . (F— TP T—
LI UNEYDESE)
Enabled: 70— Y hA—LEEHHICLET (A— T
I—3a vhENDISE)
Disabled: 70— > FO—LEEMIZLET,

Comments R—MCRMERELET . (FARMF.-" N T (T
UHE—/IN—=)T 16 XFLA/ T I+l k:Port< ;R— R EE >)

KR—NOBEREYPT17LY I RE—RBREZEE THRET % & Auto MDI-X HEEDER) &
BHEY,
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F2E AZa—A A3 —TJ1—R
A b—Lay FA—)LEEE (Broadcast)
TJO—RFYIMNCHITBIRAN—ALAAYNO—ILDOEZEEHZHBWVWET,

O Main Menu — Port — Broadcast Storm Control
0 FROEEE.BS-G2024MR D1 D TY,

e+ Telnet 192.168.1 254

BUFFALO BS-G2024MR |
Port # Broadeast Storm Cortrol

Port Rate Limit Fart Fate Limit

1 Disabled 13 Disabled
2z Dizabled 14 Dizabled
3 Dizabled 15 Disabled
4 Dizabled 16 Disabled
o Dizabled 7 Dizabled
G Dizabled 18 Disabled
7 Dizabled 19 Dizabled
g Dizabled 20 Dizabled
] Di=abled Al Disabled
10 Dizabled 22 Disabled
11 Dizabled 73 Dizabled
12 Dizabled 24 Disabled

Hit <Space? to select threshold: 178 ppsd? Keps/B Keps/10 Kpps or disable

<ESC> Back <Tab> Move the Cursor <Ctrl-L>» Refresh <Ctrl-W> Save ~|
RS A—=F— LX)
Port R—rEBERRLET,
Rate Limit JA—FX YR MIHTBRA—Lar rO—)LDOLELMEZE

BRELET R/ESNLEVMEETICHFIEIAET,
(F7#JL b :Disabled (££%)))

Disabled-> X b—LI3 > bA—LEEMICLET,
128pps-> L ELMEZF 128pps IZREL FT .

2kpps-> L ELMEZ 2kpps [CERELE T,

6kpps-> L & LME % 6kpps [CERELET .

10kpps-> L ELME#% 10kpps ICRELE T,

3 pps ... Packet Per Second (1 #E D&/ T v M),
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Port A =a1—
R =Ly bA—)LEEE (Multicast)

JILFEFPANMNIRTEZRAMN—LAYFO—ILOBREEHIBWVET,

O Main Menu — Port — Multicast Storm Control
0 FROEEE.BS-G2024MR D1 D TY,

R S -1
BUFFALD BS-G2024MR =

Part # Multicast Storm Control

Part Rate Limit Part Rate Limit J
1 13 Disabled
2 i 14 Disabled
3 Dizabled 18 Dizabled
4 Dizabled 16 Disabled
5 Dizabled 17 Disabled
B Dizabled 1% Disabled
i Dizabled 19 Disabled
3 Dizabled 20 Disabled
4 Dizabled 21 Disabled

0 Dizabled 22 Dizabled

1 Dizabled 23 Dizabled

12 Dizabled 24 Disabled

Hit <Spacer to select threshold: 128 ppsdZ Kpps/S Kpes/10 Kpps or disable

<ESC»> Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save =|
RS HA—5— LX)
Port R—rEBERRLET,
Rate Limit IILFFrvAMMIWTEIR b—Lar bA—ILDOLEWMEZE

BRELET R/ESNLEVMEETICHFIEIAET,
(F7#JL b :Disabled (££%)))

Disabled-> X b—LI3 > bA—LEEMICLET,
128pps-> L ELMEZF 128pps IZREL FT .

2kpps-> L ELMEZ 2kpps [CERELE T,

6kpps-> L & LME % 6kpps [CERELET .

10kpps-> L ELME#% 10kpps ICRELE T,

3 pps ... Packet Per Second (1 #E D&/ T v M),
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EF28 AZa—UHE—T71—RX
A b—Lay bO—)LEE5E (DLF)

DLF(BBEAREI=ZF v AN ICHTZAM—AOY MO—I/LOREER ZRWVWET,

O Main Menu — Port — DLF Storm Control
0 FROEEE.BS-G2024MR D1 D TY,

¢ Telnet 192.168.1.254

Part

Hit <Space’ to select

BUFFALD BS-G2024MR =
Fort / OLF Storm Control

Rate Limit Port Rate Limit
13 Dizabled
Dizabled 4 Dizabled
Dizabled 15 Dizabled
Dizabled 16 Disabled
Dizabled 17 Disabled
Dizabled 18 Disabled
Dizabled 19 Dizabled
Dizabled 20 Dizabled
Dizabled 21 Dizabled
Dizabled ] Dizabled
Dizabled 3 Dizabled
Dizabled 24 Disabled

threshold: 178 ppsd? Kppsdb Kepsd/10 Kpps or disable

<ESC> Back <Tab# Mowe the Cursor Ctrl-L» Refresh <Ctrl-Wr Save ~|
RS HA—5— LX)
Port R—rEBERRLET,
Rate Limit DLF(BEFRHAI=F ¥ A M IZHFTHRX =L bO—)LD

LEMEZRELFT . RESAI-LEVMEZTICHIHSAE
e

(F 74U b :Disabled (££%h))

Disabled-> X b—La> FO—)LZEZEIICLET,

128pps-> L E=LMEZF 128pps IZREL FT .

2kpps-> L ELME% 2kpps IZRELET,

6kpps-> L & LME# 6kpps IZRELET,

10kpps-> L EL\ME#% 10kpps ICRELE T,

3 pps ... Packet Per Second (1 #EDi&@IE/ T v M),
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Port A =a2—

R—bI5—YVTHRE
Kb S5—UVIOREESBNET,

O Main Menu — Port — Mirror
0 FiENEEF.BS-G2024MR D1, D TY,

R -

BUFFALD ES-G2024MR A
Port / Mirror

|

Mirror 1
Port Mirroring is:
Source Port:
Moritor Port:

Mirror 2
Fort Mirroring is: Disabled
Source Port: 4
Momitor Port: 3

Hit <Space> to Enable or Disable Port Mirroring
<ESC> Back <Tab> Move the Cursor

Ctrl-L> Refresh <Ctrl-W Save -]

RS A—H— BBA
R— k2 5—1) >4 D Enabled (A%h) & f=[& Disabled (£&3h) &
BELET(FTT 4L +:Disabled (ZEZ))

Port Mirroring is

FS 7499 EEZS—ENBR—MVY—RR—MEHREL

Source Port
F9 (T T4 k:2(Mirror1) .4 (Mirror2) )

Monitor Port EZHA—FBR—FEHRELET (T FAI F:1(Mirror1) .3
(Mirror2))

3 Mirrorl, Mirror2 % BRI ICER TE X9, 7272 U . Source R— MCRAUR—MNERET D2 &ET

EXtA,
X ABMD CPUNRET BT Y MEI - vIEnxth,
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F2E AZa—A A3 —TJ1—R

Address Table * = a1 —

BM7 FLRAERTE
BIICERIBAMACTZ RLADBEEHS CHWVWET,

O Main Menu — Address Table — Static Address
0 FENOEEE.BS-G2024MR D1 D TY,

e+ Telnet 192.168.1.254

BUFFALO BS-G2024MR =
hddress Table / Static Address

[< <> > Paszer 1
MAC Address  Port YLAN MAC Address  Port YLAN J
4 1

Enter a MAC Address (xocrsocrsoctocsodtsoee)
KESC» Back <Tab» Move Curser <Ctrl-¥> Delete <Ctrl-L> Refresh <Ctrl-W> Save ~|

RS A—5— i
| <<>> | RIEDEROR—DITh- 558 R—CENYEBEZFET,
Page: REDEHOR—DIChz55BE8 R—CENYEBRFET,
MAC Address BAICEHFTAIMAC 7 FLRERELET /81 FEIZTT
RI>TAALES,

XEF(FPXFTAALTLIEEL,
(AA51  00:11:22:aa:bb:cc)

Port BBMACT FLREBHETHR—FERELET,

VLAN BHIMAC 7 FLRZERTHVLANBSZRELET,
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Address Table #* —a1—
> — > =]
FLFET9vIT7 FLREE
FRICEB U TCEEINEMAC P RLAZRRSIBLD HIBRLIED LET,

O Main Menu — Address Table — Dynamic Address
0 FRROEHEIZ.BS-G2024MR D1 D TY,

T - -
BUFFALD B3-G2024MR: -
Address Table / Dymamic Address
Port: I YLAN 1D: MAC: Delete Flush Query [< <> >

Port YLAN MAC Address Fort YLAN MAC Address J

1 1 aathbicciddres: 12

Erter a Port Munber

<ESC> Back <Tab» Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save ~|
RS HA—5— B
Delete Port.VLAN ID.MAC THeEShf-T > F)—ZHIBRLET,
(Port,VLAN ID.MAC [FZTAALTLFZELY,)
Flush IV RM)—%2FTRTHIBRLET,
Query Port.VLAN ID.MAC THESNz=Z 2 b —DARTLET.
| <<>> | READNEBDOR—DITh=5158 R—CF0YEBZFET,
Port R—rESERTLET,
VLAN VLAN BESERTLET,
MAC Address MAC 7 FLRZERRLET,
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F2E AZa—A A3 —TJ1—R
MAC 7 KLADI—L VT EMEERE
MAC 7 RL ZDEBI -y JER (BREESHE) 22 ELET,

O Main Menu — Address Table — Address Ageing
O TEOEHEE.BS-G2024MR DD TY,

o Telnet 192.168.1.254

BUFFALO BS-G2024MR =
hddress Table / Address Aeeing

bgeing Time: FNNEM (10 - 1000000 seconds) J

Enter Aesing Time by Seconds

<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save ~|
RS A—H— EL
Ageing Time MAC 7 FLRDEE T — D U J B (IERRFHE) 2B T
BELET,

(F%3EfE: 10 ~ 1000000/ 77 # JL k:300(F#))
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Spanning Tree * =1 —
Spanning Tree * =1 —
ANZVTY)—E/TE
ANRZ Y ) —(STP)ERRDOREZH ZBWET,

0 Main Menu — Spanning Tree — Bridge Settings
0 FEOE@EE.BS-G2024MR DD TY,

= Telnet 192.168.1.254

BUFFALD B3-G2024MR
Sparning Tree / Bridge Settirgs

Root Port: Itself
Foot Port Path Cost: 0 J
Bridee Hello Time: 2
Bridze Max Aze: 20
Bridee Forward Delaw: 15
Root Bridee Pricrity: 0

Root MAC Address:
Switch MAC Address:

aatbbicciddiee: 10
aa:bbiocciddies: 10

Sparning Tree is:

Hello Time: 2 (1 - 10 seconds)
Max Aze: 20 (6 - 40 seconds)
Forward Delay: 15 (4 - 30 seconds)
Bridee Priority: 32768 (0 - 61440, in steps of 4098)
Forward BPOU: Disabled

Hit <Space? to Select RSTP, STF or Disable Sparning Tree
<ESC> Back <Tab> Move the Cursor <Ctrl-L>» Refresh <Ctrl-#> Save ~|

NG A—=5— A

Root Port

Root Port Path Cost

Bridge Hello Time

Bridge Max Age

Bridge Forward Delay

Root Bridge Priority

Root MAC Address

Switch MAC Address

AEGON— b R—bERRLET,
AEGBEENIL— T ODHE Itself ERTENFET,

L—FrITY Yy OCETONRRARMERFTLET,

JL— Ty Oh BPDU(Hello A w+—2) &i#{59 5 MR (7))
ERRLET,

A& 5 A BPDU (Bridge Protocol Data Unit) 23245 L T L VA LVIREE
T.BREFHADETICHRT IRADHBFNERTLET,

1)y OHEIREEE L E (listening ~ learning ~ forwarding) 3%
ETICHFHRT SRADOEBE ERTLET,

L—FrITVYCDBEEERTLET,
L—FrTYYPDMACT7 FLRERRLET,

FEBDMAC T FLRERTLET,
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FE2E AZa—A A —T1I—X

NRFGA—=5— EL]
Spanning Tree is RIZVTY ) —EBIELEEMLET,
(T 74U +:Disabled (%3%h))
Disabled:
ANRZTY)—FENLET,
Enable STP:
RIRZUTY1)—(802.1D) #HMIZLET,
Enable RSTP:

SEY RRIRZVTYI—(802.1w) EHF#IZLET,

Hello Time AREGAI— b TV v DIl o156 0 BPDU #EMREHE
LET, (REMB:1-108/ T4+ :2(R))

Max Age #4555 BPDU (Bridge Protocol Data Unit) % $15 L T L VA LVKEE
CT.HREERADFECICHRT IRAOBMEN ZBZELET,
(FRE(E:6-40F/ T ALk :20(F))

Forward Delay Ty OHEIKEEF ZE HE (listening ~ learning ~ forwarding) 3%
FTITHFRT IRADEBME ERELES,
(BRE(E:4-30F/ T4 b :15(F))

Bridge Priority AUGDT )y CEBAEEZRTELET .
BT T = 51EI1%.0,4096,8192,12288,16384,20480,24576,28672
,32768,36864,40960,45056,49152,53248,57344,61440 TT ,
(F 74U+ :32768)

Forward BPDU STP/RSTP #E3h#F.BPDU D Exi% % Enabled (H%h)/
Disabled (¥ IZBRE LE T . (T I+ JL b :Disabled (%))

O RNR=ZVGYY—%FRALERY FI—JIZRA v FEBATRBE DT RA Y FORN=UY
W 1) —% Enabled (A ITRE L TLES VR vy FDR/IN=25 Y1) —hS Disabled (FEh) <
BESNTWNSHEA.BPDU ik LR W= Ry b —VEEE5ITECTAREELHY FT,

O Forward Delay.Max Age.Hello Time (& AT OBEZRZHIZL TWIRELHY F9,

2 x (Forward Delay - 1) 0 Max Age
Max Age O 2 x (Hello Time + 1)
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Spanning Tree * =1 —
2 =
R"— FERRE
R—NBEOBEM / EBNREDREER I HVET,

O Main Menu — Spanning Tree — Port Settings
0 FRROEHEIZ.BS-G2024MR D1 D TY,

et Telnet 192.168.1.254
BUFFALD BS-G2024MR -
Sparning Tree / Port Settines

Port  Priority Path Cost Fastlirk
1 Dizabled
2 Dizabled J
3 Dizabled
4 Disabled
il Dizabled
i Dizabled
7 Dizabled
8 Dizabled
4 Dizabled
10 Dizabled
1 Disabled
12 Dizabled
13 Dizabled
14 Dizabled
15 Dizabled
16 Dizabled

Enter a value @ 0 - 240 (in steps of 16)

<ESC> Back <Tab» Mowve the Cursor Ctrl-L> Refresh <Ctrl-W» Save =|

K A—5— B
Port R—rEEERTLET,
Priority R—rMEEEZERELET.

BETE5IEIX.0,16,32,48,64,80,96,112,128,144,160,176,192
,208,224,240 TY,
(T4 bk :128)

Path Cost BENARERETHDICAVDNZR—FO/NSARIRX FERE
L#ET. (B&5EfE: 1 ~ 200000000/ 7 7+ )L k :20000)

FastLink R— k%9 <[ Forwarding [Z9 2R B E-IEEMICLE
F /8 A EHERT H7R— kT FastlLink Z Enabled [29 % &
RYAVDT CICEETEDLSICHYET,
(T 74 b:2R— b+ Disabled (%))
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F2E AZa—AVHF—T1—R
VLAN A =1 —
VLAN E&5E
VLAN OREZH I BWVWET,

O Main Menu — VLAN — Primary VLAN Admin.
0 TROE@EE.BS-G2024MR DHDTE,

= Telnet 192.168.1.254

BUFFALD BS-G2024MR -
VLAN  Primary YVLAN Admir.
Mext Prev Page: 1
10 Mame Memt 1D Mame Memt 1D Mame Memt

Frter a WLAN 1D (1 - 4084)
<ESC» Back <Tab> Move Cursor <Ctrl-#» Delete <Ctrl-L> Refresh <Ctrl-W> Save =|

RS A—=H— BtEA

ID VLAN BSZEHELET,
(AFEEE: 1 ~ 4094/ T T 4L b VLANT OAERENTULVE
ER,

Name VLAN [ZD[H B BHTEHRE L ET . (FAEKF."-" (17
D) (T B =) T 16 XFUUMA)

Mgmt THr—T AU MVLAN ZHH M) £ 38D (RTAL)ICERTE
LET.

O HIMITVLAN JIL—T#ESI5E.IDIZERT 5 VLANES Z A K L <Enter> F—% £ T Name
IZZ® VLAN (21T 5 481Z2 AN L <Enter> F—ZHLFET,

O Name [FRTHEELTLEEIVFL AR—RIFATEEFLADOTITERELEZELY,
O VLAN ID1 [F IHRE SN TEYEIRT S EFTEE A,

O I%x— A2 b VLAN Z8#C LTz VLAN DA EBEEADT J EANTEET,

O YR—IAVMVLIAN . EBHRETHENTEFEY,
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VLAN #=1—
VLAN * 2 /\—E&5E
VLAN XV N\—DEREEHB I BRWET,

O Main Menu — VLAN — Primary VLAN Membership
0 FROEHIZ.BS-G2024MR DL N TY,

¢+ Telnet 192.168.1.2564 !E >
T T T N e

BUFFALD BS-G2024MR =
VLA /4 Primary WLAN Membership

YLAK 10: hext WLAN  Prew WLAN J
VAN Bame:

Fort
T2 3 45 6 7 8 93 101112131475 1617 1819 20 21 22 23 24
[0 e e O A e B VA W Ve U VRV R | B VR VR U ¥

Erter a YLAN 1D

<ESC» Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save ~|
NG A—E— EL
VLAN ID VLAN A UN—DHRENFRLEED VIANBSERRTLET,
Next VLAN RDVLAN #RRLET,
Prev VLAN BID VLAN #RRLFET,
VLAN Name VLAN £ Z&R~LFET,
Port R— b % VLANID TERIREND VLAN DA UN—[ZERELFE

FoFLEAN—DBHBRLET (TIAIL L 2R—+
VLAN1 DT BT A IN—IZBLTWET,)

— > R— ME VLAN A o NR—TEHY £ A,

U ->FKR—=KEFUETANR—TT,

T >HR—=bEETAN—TT,

0 AEARIEL GVRP IZ& 5 HE) VLAN A U/A—EIHICIERE LTULER A,
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EF28 AZa—UHE—T71—RX
VLAN 7R— FERTE

IR—h &M VLANID ZRELE T,

O Main Menu — VLAN — VLAN Ports
0 FiENEEF.BS-G2024MR D1, D TY,

T - =T
BUFFALO BS-GZ0Z4MR B
YLAM 4 WLAN Ports
Port  PYID
1
2 1 J
3 1
4 1
5 1
B 1
7 1
3 1
9 1
10 1
1 1
12 1
13 1
14 1
15 1
16 1
Enter a Yalue (1 - 4084)
<ESC> Back <Tab> Move the Cursor Ctrl-L» Refresh <Ctrl-Wr Save =|
NG A—E— EL
Por K ERERTLET,
PVID PVID(FR— FR—X VLANID) 2% ELET 725 T L—L4A

FZELEGAE. TN IL—LEZZTRESNZEZESD VLAN
ERBELFET(TFIALM: 2R—FIARESATLET,)

OB R—MIZZTHRELEPVIDDBEBOVLANZT VR T A UN—ITHDLSITERELT S
L,
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Quality of Service * = a1 —
Quality of Service A —a1—
HAX1—FE—FRE
HAF 21— DEBAEEHRELET,

O Main Menu — Quality of Service — Traffic Queue Mode
0 FEOE@L.BS-G2024MR DD TY,

st Telnet 192.168.1.254

BUFFALO BS-GZ024MR |
Qual ity OFf Service / Traffic Queue Mode

Traftic Oueue Mode is:

Hit <Space> to choose Traffic fueue Mode: WRR (HWeighted Round Robin) or Strict

<ESC» Back Ctrl-Lr Refresh <Ctrl-W> Save =|
IR A—H— EL
Traffic Queue Mode is HAX1—DBEBHEERELET (T 7 4L b:Strich)

WRR (Weighted Round Robin):

FEHFESH Y KA E Y (Weighted Round Robin) [Z£ D <
Fa—RFDa—-YLTEBILBVET,
ITNFADF1—ITHEESNATWAIHEAT 4RO LLELR
REET—AH LA >TEELET  BEEDEVDF 21—
TH. HEI—EDEEICTEEETHENTEFET,

Strict:

4B % (Strict Priority) ICE D Fa2—RX 72— V5%
BIHWET,
F1—DEXRENOEVLONSEEMICEELET . EXED
BWF1—ITT—4rE-o TS BRI . Th&EYEBEREDE
W21 —DoDT—2%EETHLIEITEERA,

0 WRR(Weighted Round Robin) DtLEE &E & L@ K€=8:4:2:1TY,
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F2E AZa—AVHF—T1—R
FST74999S5RAT—TILDORE
802.Ilp DY ZRT—TIOREZRL I BWET,

O Main Menu — Quality of Service — Traffic Class Table
O TEOEHEE.BS-G2024MR DD TY,

e+ Telnet 192.168.1.254

BUFFALD B3-G2024MR L.
Ouality Of Service / Traffic Class Table
Hod Statuz is: SN0l
To Diff is: Disabled N
Traffic Class Queue Priority
0 Low
1 Low
2 Low
3 Low
4 Low
5 Low
6 Low
7 Low
Hit ¢Space> to Enable or Disable 08
<ESC> Back <Tab® Mowe the Cursor <Ctrl-L> Refresh <Ctrl-W Save =]
RS A—5— ELE
QoS Status is QoS # A3 (Enabled) F fz & £&3H (Disabled) [T L £,

Enabled: QoS #H%IZLET,
Disabled: QoS Z#&EMICLET,
(F 7 4L b :Disabled)

ToS Diff ToS/DSCP (Diffserv) X — X D& 5t E #l##1 % F %) (Enabled) £ 7=
%#%) (Disabled) [ZL %Y,
Enabled: BEEHEMEEIZLET,
Disabled: EBEEHMEMEEMLET,
(F 7 4L k:Disabled)

Traffic Class TrafficClass(0 ~ 7 @ CoS ) #&R R LE T,
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Quality of Service * = a1 —

RS A—F— EL

Queue Priority CoS [ZxitT HEBAEELZHRELET,
Low: RELNILOEBEEETT,
Normal: EBEDEXETYT,
High: BUMBXETY,
Highest: RRXEBEETY,

TI24NL I UTOEBYTT,

TrafficClass QueuePriority
0~7 Low(=0)

0 QoS #AMICLFBEE.ER— O T7A—a Y FO—LIZEHIZHRELTLEEL,
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FE2E AZa—A A —T1I—X
FST749OR—bDTSA4FY) T4 —&E
BR—bEDTZA AT —REELIBVWET,

O Main Menu — Quality of Service — Traffic Port Priority
O TEOEHEE.BS-G2024MR DD TY,

R
BUFFALD B3-G2024MR: =
Quality Of Service / Tratfic Port Priority
Port  Priority
1 | |
2z Low
3 Low
4 Low
b Low
G Low
7 Low
2 Low
9 Low
10 Low
11 Low
12 Low
13 Low
14 Low
10 Low
18 Low
Hit <Space? to select: Low/Normal/High/Hizghest Oueue
<ESC» Back <Tab> Mowe the Cursor Ctrl-L> Refresh <Ctrl-W> Save ~|
IR A—H— EL
Port R—rEEERTLET,
Priority R—rDOEBEEEHRELFEFT . ABEEIFATRMICEBEEZF-H

WP YR T IL—LOBREZRELET,

(TIAIL b 2R—F LoWw(RIELRIL)DBEENERINT
WEJ.)

Low: BELRILOBEETT,

Normal: BEDEELETT,

High: SWMBEETY,

Highest: R AXEBEETT,
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Quality of Service * = a1 —
LAXN—3DTS54 A ) T4—FE—F&RE
LAY—3LARNILQSDTZA AT —E—RBEZHIBWVWET,
O Main Menu — Quality of Service — Layer 3 Priority Mode
0 FRROEHEIZ.BS-G2024MR D1 D TY,

Y R |

BUFFALD BS-G2024MR A
Duality Of Service / Laver 3 Priority Mode

i

Layer 3 Priority Mode is:

Hit <Space’ to choose Laver 3 Friority Mode: TOS - [P Precedence or DiftSery
<ESC> Back Ctrl-L> Refresh <Ctrl-W> Save ~|

RS A—H— BBA

P37y MRS BBEEDDTHERELES,
(F 74 JL b : DiffServ(DSCP))

Layer 3 Priority Mode is

TOS - IP Precedence:

IPAYS—MDToS 74—IL KD 3bit ZBEEDERICHERAL
i‘a_o

DiffServ(DSCP) :

IPAYS—MDToS 74—IL KD 6bit #BEEDEERICERT

%1=6.TOS-IP Precedence & Y L I BEEEZRETE
i‘a_o
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F2E AZa—A A3 —TJ1—R
IP Precedence % 7E

TOS EXERFD IP Precedence [EDHREZ H ZRWVWE T,

O Main Menu — Quality of Service — TOS - IP Precedence
O TEOEHEE.BS-G2024MR DD TY,

o Telnet 192.168.1.254

BUFFALD BS-G2024MR ;l
Quality Of Service / T05 - IF Precederce

[P Precadence Queue Priority
Fout ine
Priority
[imediate
Flash
Flash Override
CRITIC/ECP
Interret Control
Metwork Cont rol

m Low

Hit <3pace> to select IF Frecedence Frioritw: Low, MNormal, High or Highest

<EZC> Back <Tab> Move the Cursor <Ctri-L> Refresh <Ctrl-W> Save =|
RS A—5— E L
IP Precedence IP Precedence DNBEERKLET,
Queue Priority % IP Precedence IZx T 2BEEERELFET,

Low TRIELRILOBEETY,
Normal : BEDELE

High :SWMBEETY,
Highest : R KEBEETY,
FTI2AIWKEUTOREY T,

IP Precedence Queue Priority
Routine - 000 Low
Priority - 001 Low
Immediate - 010 Low
Flash - 011 Low
Flash Override - 100 Low
CRITIC/ECP - 101 Low

Internet Control - 110 Low
Network Control - 111 Low
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Quality of Service * = a1 —

DSCP DEEERT

DSCP IEN T 2BEEZRRLET,

O Main Menu — Quality of Service — DiffServ
O TEOEHEE.BS-G2024MR DD TY,

BUFFALD BS-G2024MR 1=
Ouality 0f Service / DiffServ
DSCF Valus  Priy  DSCF Walue  Friw DSCF Valus  Priv DSCP Yalue  Friv
0 16 Low 32 Low 48 E
1 Lo 7 Low 33 Low 49 Low
2 (e 18 Low 34 Low 50 Low
3 Lo 19 Low 30 Low 1 Low
4 Lo 20) Low 36 Lo 2 Low
b (e M Low 37 Low 53 Low
i Lo 22 Low 38 Low b4 Low
7 Lo 23 Low 39 Lo ah Low
3 (e 24 Low 40 Low 703 Low
9 Lo 25 Low 41 Low 57 Low
10 Lo 28 Low 42 Lo 23 Low
11 (e 27 Low 43 Low 59 Low
12 Lo 23 Low 44 Low B0 Low
13 Low 29 Low 45 Low 61 Low
14 (e 30 Low 46 Low 2 Low
1% Lo il Low 47 Low 3 Low
Hit <3pacer to select: Low, Normal, High or Highest Oueue Mode
KESC» Back <Tab> Move the Cursor <Ctrl-L> Refresh <Ctrl-W> Save ~|

NSGA—F—

DSCP Value

B

DSCPfEZ&RTLET,

Prty DSCP [z d HBEEEZRTLET,

Low:
Normal:
High:

BEOBEETT.
EHOBEETT.
BLBEETY.

Highest: RXEHXETT,

TIAIMIUTORY TT,
DSCP Value 0 ~ 63 : Low
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Security * = a1 —
IP 2421 VTETE
EBA VY —T 1 —RACT I EATZEZIP Z7RLADEFHREEZSIHWVWET,

0 Main Menu — Security — IP Filtering
0 TROE@EE.BS-G2024MR DHDTE,

T - <
BUFFALD BS-G2024MR [

Security / IF Filtering

]

[P Filtering is:

[P Addresses or an Address range [P Addressez or an Address range

Hit <Space to Enable or Disable IP Filtering
<ESC> Back <Tab> Move Cursor <Ctrl-¥> Delete <Ctrl-L> Refresh <Ctrl-W> Save -|

IRSA—3— £l
IP Filtering is IP Filtering ##E % %& %1 (Enabled) & 7= (£ &%) (Disabled) IZE%%E L
£9,
(F 74 )L b :Disabled (%h))
IP Addresses or an TALEDREERBIPT FLRAERLIKIP 7 KLADERZ
Address range BRELET AEETHRESNEIPZ KLREED/\Va VL

NEAREZOREA VEI—TI—RICTIRTELGLBYE
FT(FIHIE:HL)
ANFEHEDIPZAANTEIMXIFTIPOHEHEEZEELTLES
WEFZIEET IHARE—MIP ERTIPOREIZ-EAN
9,

(#51)192.168.17.229-192.168.17.244

COEE. EREFEICEEND IP 2 OEBISOAEES Y
B—J1—RIZFTHIERATEET,
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Security * =21 —
R— FERREERE
RADIUS H—/N\—Z{E > feR— M DRIAREEHL ZBWVWET,

O Main Menu — Security — 802.1x Authentication
0 FRROEHEIZ.BS-G2024MR D1 D TY,

st Telnet 192.168.1.254

BUFFALD B3-G2024MR B
Security / 802.1x Authent ication

RADIUS Server 1P Address: NI
RADIUS Server Port: 1812 (1 - 65535) J
RADIUS Shared Secret:
Server Erable:  Enabled
Second RADIUS Server 1P Address: 1.1.1.1
Second RADIUS Server Port: 1812 (1 - 65A35)
Second RADIUS Shared Secret:
Secord Server Enable:r Disabled
Aecount ing: Disabled
Timeout: 10 (1 - 60)
Ret rv-Court s 2 -1m
Terminat ion-Action:  Disabled
Re-duthent icat ion Timer: 3600 (1 - 65535 seconds)
Port Control
Port Status

Erter an IF Address

<ESC> Back <Cirl-L> Refresh <Cirl-W> Save
=l
NIA—4— ELL]
RADIUS Server IP IS4 —FRAH—N"—DIP7ELRERELET.
Address (FI4ILR:1.1.1.1)
RADIUS Server Port T54< Y —RBHAY—N—0ORAER— FEBERELFET,

(BXE#E: 1 ~ 65535, 7 7+ JL +:1812)

RADIUS Shared Secret 754 <) —5REY—/\—® Shared Secret X ELE T,
(EARBFE."- "IN 7). (T F—R"—)TRK 20 XF
*FT)

Server Enabled TS5A4< ) =AY —N—ZHMILET.
(F 74 )L +:Enabled (B%h))

Second RADIUS Server HUR)—BIEY—N—DIPF7RFLRAEEZELET,

D (F74L k1111

Second RADIUS Server ThHUR ) =B —N—DRIAR— +FBEEERELFET,

Port (SBEHE 1 ~ 65535, 7 74 )L k:1812)

Second RADIUS H S ) —BEHY—/\—® Shared Secret #ZFELET,

Shared Secret CEAEBT.(NATV) (T —N—) TRK 20 XF
*£T)
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NRSA=5—

e

Second Server Enabled

Accounting

Timeout

Retry-Count

Termination-Action

Re-Authentication Timer

port control

Port Status

[BEES + MAC A—RDFHIF, 1 R—+H-YEK 12 BFET;

‘t’jj )@“ J At urtﬁ_/\_’&;ﬁ)‘)” Li?o

(F 74U b :Disabled (££%h))

O Second RADIUS Server [£./3y 9 7 v TRA® RADIUS ¥ —/\—h\7F
HETDHEEITHEELET, 15D RADIUS Y—N—%FAT I & Z
[£.5% % # Disabled M) ICLTHWLTLEELY,

Accounting #EEZBMICLET,
(774 JL b :Disabled (££%)))

nn.\nIE"j'_/\_( Ajd—éu:L\nIE%;k/\b- ¥ "0)9 ,fA?rj "B#Fﬁﬁ%f
BRELFETGEEHE:1 ~60F . T4/ F:10(F))

u’dnrw—/\‘ ICEREIER T HEIME/RELFET .
ERTEEF:1 ~10E. T AL ~:2([ED))

EREE Y —/\—H 5 D Termination-Action BHEIZHRELVET,
(F 7 #JL b :Disabled (%%h))

PREEY—/N\—Cx T BRIAER/NANTY CDR A LT FEE%E
BRELFET ., GRESR: 1 ~ 65535(F) . T 7+ JL k:3600(F))

EREEH —/\—I[C Session-Timer M ESNTWBIHE. T —

JXN—fAl®D Session-Timeout [CHEWV KRB B [FEMN &R D X T,

ER— L TB2IXRAEHEAT S/ FRALEVERELET,
(TI+I b ﬁ‘k I Disabled (££%)))
Disabled: FRIIHEEIFEMTT .
Port-Based: R"— hAR—REBIAZEHIZLET,
Mac-Based: MAC N—REBIIZHIZLFET,

ETEET,
« MAC ~R— Xa)u:uuﬁic_jb tﬁjiﬁ ﬂjl)jj‘/bb\‘:_)
EAPOL-Start & 47 qu,uuﬁ§§“&)éz\§ﬁ‘5) YETJ,

ER—LOBERERTLET,

(T4 b é'ﬁ b Disabled (££%)))
Disabled: FREEMEREITIESITT,
Authenticated: 7R— I~ I$BELEAHTT
Not Authenticated: — MEREBEETY,

0 W2 f=ARE SNz Shared Secret ZHIBRT 52X AE RO ELADBETT,
(Shared Secret #Z 8 Y 5 Z & (XAIRETY)
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MAC 7 KLRX 74 LA EEE

MACTZ RLRTANWNT IV T DREZEEIBWVWET,

O Main Menu — Security — Secure MAC Addresses
0 FRROEHEIZ.BS-G2024MR D1 D TY,

e Telnet 192.168.1.254

BUFFALO BS-G2024MR |
Security / Secure MAD Addresses

Status: SR

Port: MAC Address: bdd Delete  Ouery [€ <> >

Part MAC Address Port MAC Address Part MAC Address AJ
4 00:11:22:33:44:55

4 00:11:22:33:44:66

4 00:11:22:33:44:77

4 00:11:22:33:44:88

Hit <3pace> to Enable or Dizable SecureMac featurs

<ESC» Back <Tab® Move the Cursor Ctrl-L> Refresh <Ctrl-W> Save -l
NG A—B— BIL
Status MAC 7 FLR T 1 LA #EEZ A% (Enabled) £7=[%

#&3) (Disabled) IZERE L F T,
(F 74 )L b :Disabled (£%h))

Port MAC7 FLR I 4 LA E&EHRTHR—FERELET,
MAC Address MAC7 FLRI 4 ILAIZEBHETHMACT FLRZRELE
‘3—0

KEFFIIXFTAALTLESL,
(ABH  00:11:22:aa:bb:cc)

Add Port # & U MAC Address TAALI=MAC 7 KLRER— K%
MAC7 RLRT 1 LRIZEHFLET,
[(BES ZHRINIEMACT RLRZERETMACT RLRICHD Y
L—LDHEXEL MDT L —LRBEINET,
Delete Port # & UF MAC Address THEESN-MACT7 FLR 71 JLA

T—ILZEHIBRLETMAC 7 LR ER— FHREEHD
MACT7 FLRT 1 LA E—BLTWEITAREWTERA,
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R A—5— B L

Query Port E71=[% MAC Address TIEESN=MAC 7 KLR T 4 LA

#Y— rLTRTLET Port ®H .MAC Address D& .Port &
MAC Address D# & CHERATEET,

(5l :Port 27 Z A L.Query 39 & Port7 [CEFINfzT>
) —DARTEINET )

| <<>>| R—SOBEETVET,

O1KR—+HE-Y ZK16EETOMAC 7 FLREERTEET,
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Trunk A =21 —

Trunk A = a21—
S VO BRERR

R=h SV FVTOERERRLET,

O Main Menu — Trunk — Trunk Information
0 FENOEEE.BS-G2024MR D1 D TY,

e Telnet 192.168.1 254 |
BUFFALD BS-G2024MR B
Trurk Informat ion
Trurde 1 Dizabled
Trak 2 Dissbled [ |
Trunk 3 Disabled
Trunk 4 Disabled
Part
Kew 1 2 3 4 5 & 7 8 8 1011121371415 716 17 18 19 20 21 22 23 24
] - - - - - - - - - - - - - - - - - - - - - - - -
2 - - - - - - - - - - - - - - - - - - - - - - - -
9 L o oL Ll Lol
4 - - - - - - - - - - - - - - - - - - - - - - - -
<ESC> Back <Tab» Move the Cursor <Ctrl-L> Refresh <Ctrl-#> Save ~|
IR A—H— EL
Trunk 1 ~ 4 Trunk 1 ~ Trunk 4 DREEZRTLET,

Port

Trunk 1 ~ Trunk4 M A VIN—FRFELET,
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—_ =M
cSUUEE
R=hRIVFVITREELIBVWET,

O Main Menu — Trunk — Trunk Configuration
0 FEOEEE.BS-G2024MR DD T,

et Telnet 192.168.1.254

BUFFALD BS-G20Z24MR: -
Trunk Conf iguration

Trurk Key: J

Trurk Mode: Disable Lpp |y

Port
123 45 6 7 8 9 1010127371415 16 17 1819 20 21 22 23 24

Erter a Trurk Key (1-4) for its confisuration

<ESC» Back <Tak> Move the Cursor Ctrl-L>» Refresh <Ctrl-W Save ~|
RS A= — BIL
Trunk Key Trunk ¥— 2R/ ELET . (REEH:1 ~4/ TIAIL 1)
Trunk Mode Trunk E— FZ/RELET,

Disabled: Trunk ZEHICLET,
LACP Active: LACP /4w FZZEELT.rTIPIT—2 3>
=RAHFET,
Manual: FHT Trunk Y IL—TOEREITVWET,
(LACP /347y FDEZEXITVEEA)
(F 74 JL b :Disabled)

Port Trunk FIL—TD A IN—E B R— K #HRE L EFF Manual
E—FOBEICHRERMGEICRYFET,
(TZ4ILE: FSUOEBRESATULEEA)
— RSV DAUN—TIEEHYEEA,
T RSO DAUIN—TT,

Apply REERBMLET.

O ST ML—TEERR4TL—TET . FLEIL—TRKRK8R— FETERTEET,

O Apply ZANETICHIEEICES & RENRBREINER A,
Ft. 759 a~DEEIAHIL, System-Save Configuration F1=1% <ctri>+<w> & YREFELTL
SVLRESNGVGES BEBRICEENENCAY FHAOTITERELEZEL,
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0 BS-G ¥J—XIZT LACP IZT +SUU T —T 5B T 515&.BS-G ') —XRL TIl& LACP
Active F%3E T.LACP xtis L TLY5 BS 2 1) —X TI& LACP Passive/Active X ED WA CHERTEE
ER
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SNMP A = a1—
AZSa=-T4—T—TILETE

SNMP A2 =54 —T—JIDREEHLIRWVET,

0 Main Menu — SNMP — Community Table
0 FEEOEEE.BS-G2024MR DD TY,

ot Telnet 192.168.1.254

BUFFALD BS-GZ024MR -
SNMP/ Community Table

Community String  Get  Set Trap

On  Off  Off
Off - Off  Off
Ot Off  Off
Ot Off  Off
Off  Off  Off
Off - Off  Off
Ot Off  Off
Off  OfFf  Off

Erter a Community String Name (maximm lenzth is 31)
<ESC> Back <Tab> Move Cursor <Ctrl-}> Delete <Ctrl-L> Refresh <Ctrl-W> Save ~+|

RS A—H— BBA

Community String QS a=F4—RBERELFET. FAEBF.-"INT).)7
(T UB—=N=)THNXFEELET/TI4I bk public NEREF
HT Get DAENTT )

Get MB T—4 DHEHAHEHTLET,

Set MB T—4 DERAAHEHALFET (712 LERAAAHEA MIB (S
RYFES.)

Trap SNMP +Sy FIZERLET,

OFT7ANL MDA AT 4—BEEF21 )T —HBEOLOH EFINDILEWMBELET,

OSNMP S THFERTZIHEE. FSy TERETEIRRAMERR MTF—TILICERL. 332
—TF4—DTrapBHEZEMLET LB —EFSYTEZERLIERR EEZRRAFTF—TIL
IZ%$%9 % & .Host Authorization is ZEMIZLTH FS Y TEREELET. FS Y TEEE
FiELIE=LMER RS Y TRRA FERR FTF—TILALHEIRT 2REAHY ET,
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OHYR—+F2 5y TEROBEYTY,

0 coldStart
1 warmStart
2 linkDown
3 linkUp

4 authenticationFailure (5% / EBIDUYB AN TEET )

RRA M T—TILERTE

SNMP /R R~ (BEAN T—T7ILOREEE I BWVWET,

O Main Menu — SNMP — Host Table
0 FEOEEIL.BS-G2024MR DD TY,

BUFFALD BS-G2024MR =

Host Mame

Hit <Space> to Enable or Disable Host buthorization
<ESC> Back <Tab> Move Cursor <Ctrl-¥> Delete Row <Ctrl-L> Refresh <Ctrl-l> Save

SHMP / Host Table

SMMP Host duthorization is: e
IP Address Community  String

|

=

NGA—H—

B L

SNMP Host
Authorization is
Host Name

IP Address

Community String

SNMP =X +DEREEEH%) (Enabled) & 7= (&%) (Disabled) IZL £ 9,
(F 7 4Lk :Disabled (%))

RRMEEBRELET . (FARBFE.-" NI " (FoF—
N=)T3M XFET/TIAI L ITL)

SNMP 79 A %&HA[TH5RAMDIP 7 FLRAFERELET,
(T4 E:%EL)

AR—Z2F—#WLTAI2=T—HEERLFT AHEBEHE
F BHIZERIIZ Community Table * —2—ICTaAZa=F4—%%
BELTHRESHYFET(TIHILEHEL)
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OSNMP b3y J2ERTHEBE. LSy TEREETHIRR MERX FT—TLICEEEL. O3 2
—TA—DTrapBEEENLET LB —BE LSy TEBMILEZRR MERRAFT—T L
IZ&§%9 % & .Host Authorization is ZEMICLTH LSy TERELFT by TEEFES
ELEWEE. FSYTHRRAMERR FTF—TJILOSHEIRT 2BEAHY ET,

EERS Y TERE
B VY —T 11— AT SRR EBANLUET,

0 Main Menu — SNMP — Trap Settings
0 FEOEHEIE.BS-G2024MR DD TY,

e Telnet 192 168.1.254

BUFFALD B3-G2024MR ;.
SNWP/ Trap Settines

buthent ication Trap is:

Hit <Space* to enable or disable Authentication Trap
<ESC» Back Ctri-L> Refresh <Ctrl-W> Save ~|

NS A—H— B

Authentication Trapis  Z3:F b5 v & &%h (Enabled) 1= (X3 (Disabled) IR E L F T

(F74JL k:Enabled (B%h))

Enabled: "X FT—TJILOEMEMEAHLLT . 2 a=F1—
ZD—HMLAWLSNMP EREZ{ELIzEE . FIEK
R PRI BEHNDIRETESLGHRR FOLEREZT
1-15 &2 Authentication Failure k5w 7% %17LE T,

Disabled: 22 =574 —%ND—HLAELVSNMP BREZZEL T
% Authentication Failure 5 v 72 &TLEE A,
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IGMP A =a—

IGMP A =131 —
IGMP R X—FE V5 BT
IGMP AX—EV I DEREEHBWVWET,

O Main Menu — IGMP
0 FROEEE.BS-G2024MR D1 DT,

et Telnet 192.168.1.254

BUFFALD BS-G2Z024MR
[GMP > Erable/Disable TGMP

|»

[GMP i=: e
Host Port Age-Out Time: 260 (130-1225 Seconds)
Router Port Age-Out Time: 125 (B0-600 Seconds)

Hit <Space’ to Enable or Disable IGMP Snooring

<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save ~|
RS A—H— EL
IGMP is IGMP A X —E >4 %A% (Enabled) % 1= [££E%) (Disabled) <
BELET,

(F 74 )L b :Disabled (£%h))

Host Port Age-Out Time KRR FAR— D& A LT bREREHRELET.
(FREHEE: 130 ~ 1225(F)/ T 7 4 )L +:260(F))

Router Port Age-Out W—B—R— DA LT FERZERELET,
Time (EREEFH:60 ~ 600(F2)/ T 74U b:125(F))
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Statistics X =1 —
HEHEHRE R
R—MNEOBEEOHKBEREERERULET,

O Main Menu — Statistics — Statistics View
0 FROEEE.BS-G2024MR D1 DT,

&t Telnet 192.168.1.254
BUFFALD BS-GZ024MR o
Statistics / Statistics Yiew
Paort Uotime: 0 Davs 3 hr. 14 min. 43 sec.
o= |
7
3 Irbaund Ot bound
4
5
6 Dotets: 2403709 393630
7 Unicast Packets: 3066 6041
3 Hon-unicast Packets: 5335 24
9 Packet Discards: 51649 0
10 Packet Errors: 0 0
1 Uncersized Packets: 0
12 Oversized Packets: 0
13
14
15
16
Part 1
<ESC> Back <Ctrl-L> Refresh <Ctrl-#> Save
=l
NRFTA—H— B
Port H— B ERR L BRE NI K- FOFEHERERT L F
T RRESNDHFERIERDAY T,
Inbound Outbound
Octets Octets
Unicast Packets Unicast Packets
Non-unicast Packets Non-unicast Packets
Packet Discards Packet Discards
Packet Errors Packet Errors

Undersized Packets
Oversized Packets

KADYT—DERIS 64bit TY o LRZBZBE AT VT—F0IKEDEY,
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Command Line * =1 —

HMettEmDOI U7

HEtE®REI U LET,
O Main Menu — Statistics — Reset Statistics

AAZ 2 —%3FIRT % & Do you want to reset the counters? Yes/No & BN E T Yes Z3EIRT 5 &
HEtERZ 7 VP ULE I No ZEIRT 2 LHIBEHEICED £,

Command Line A =1 —

CLIE—FYIYE X

CLIE—RICUIDBEZET,

O Main Menu — Command Line

Exit * =1 —
RT7ok

077 RULET,

O Main Menu — Exit
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MEMO
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ARV ESA A8 —T 1 —ADEME

AXVRFAAUB3—=T1—R

ARV RESIA 43— 2 —ADRE

TR AV R A VAT =T 2 —A(CL) DFEWAZFHAUE T ARG AV RI1
VAT =TT —AMNSCLIAYY RDF—T—RPNSGA—F—HEANUVTEHKETEZET,

ATV ERESIA A B3—T—RAANDT7IER
ARBEIE. RS-232C (AvY—I) EREERY NT—J## (TELNET) TORWERERD

Avba—49—%#FE>T, 7OV ZRENS CLIAVY ROF—T—RPNSA—F—EAHL
THRETEET,

ARV RSA A= T —ADRE
TAY RN ERRIEZFEIESRODEEDTY,

1 xmsizossoLzd,

Login IZTadminiZ A 51 L .<Enter> ¥—## L #9 (Password &7 7+ JL b TI&
HREINTLELA),
Main MenulWRRENFET,

CEES O7 VFIEICEALTIE. TE 1 B AHPRTEI(P7) ESRBLTLIES WL,

2 <|> % L T.Command Linel &R L £,
JOv T ERRFRENET,

‘ BS-G2024MR#

[(BES - Tehet ZFRAULTC.ABICERK4 DOy Y3V EH DO ENTEEXT,

ANV RZAVA VI —T 1 —A &R T I8 355 exit E AU <Enter> %
WLUTLIEE W,
(exit ANV RIEDWTIF 73 R—VYESRL TSI L)
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CLIa< > FDOARD

CZTIEFCLIORY Y RDAADD UM I DWTEHBLET,

F——FEGIHE

CLIONY RER—EDF—T—RESIHDSBD T,

F—T—REFAY Y REBEL.SIBEIRE/NTA—F—EEBELE T,

B Z [£." show interfaces ethernet 5" & W\ 5 < > R Tl " show interfaces ethernet " (FF—7T— R
TS I ER— R ZIBET 25|18 TI,

AVY RIERDESICANTZZENTEET,
BELIVYREZ 1 DANTZHEICIK. AV RF—T—REASDLET,
EBHOIATY REANTZIBEICE. BRIV RENEELTZIERFTADLET,

BFIZENLTERREEBEDICIF RDOESICADLET,

BS-G2024MR# help

Help may be requested at any point in a command by entering

a question mark '?'.

If nothing matches, the help list will be empty and you must

backup until entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is
entered and you want to know what arguments match the input
(e.g. 'show pr?'.)

BS-G2024MR#

NIA—F—%RBEETZIAVY REANTZEFICIF. IV RF—T—ROH & ICHER
INGA—=F = ANBULET,
FIZIE EEERD/IKRT—RICabe” ERET DBEICIE RDESICAALET,

BS-G2024MR (config) # system password abc
BS-G2024MR (config) #

avy ROEK
AVYRIFAVAVI—T1—ATE . HZAVY REEET D HICRIEBRDELXFHN S
ARV ROF—T—REZFHUET,

B Z &, "configure" & WS AN Y R%Z "config" EANT BRITTHESIENTEET,

a2 FOMSE

ANYRZFAVAVI—T 1 —ATIH . HBIAXYY ROANZEPRTYLHT <Tab> 2T &IV
Y RAPEETEZHEICIE. VY REFZHTANLED,

I Z 1L "configure" Tld.con & AFI L T <Tab> ¥ —%I T &, "configure" DA ETHOINY Y KA
mEEnEY,

AT RICET3ALT
help ANV RZANTZDENLTIRATFLAOBREGFHPAERRIED LN TEET,
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ARV RIA VA U E—T T —RDIEME

"M N—VZANTBEANTRGBF—T—RPNGA—F—DFAZ—ERRIES
ZENTEXRY,

BS-G2024MR# show
bcast-rate-limit
cos

diffserve
DLF-rate-limit
dotlx
mcast-rate-limit
loop-detection
igmp

interfaces

ip

layer3-mode

log
mac-address-table
management-vlan

Show
Show
Show
Show
Show
Show

Broadcast rate limit for each port
Traffic Class Mapping settings
diffserve settings

DLF rate limit for each port
802.1x settings

Multicast rate limit for each port
Show loop-detection information

Show igmp information

Interface status and configuration

IP information

Layer 3 priority Mode

Show System Log

MAC forwarding table

Management VLAN ID

mirror
queue-mode
running-config

Show mirroring settings
Queue Scheduling Mode
Current operating configuration

snmp snmp

sntp Show sntp information
spanning-tree Spanning tree topology
system Show system settings

tos Show TOS settings
trunking Show Trunking information
vlan Show Vlan information

BS-G2024MR# show

avr FOmMYEL
Z<OREIVY RIF F—T7— RICEBEFHFO 0" 2D TANTZ I LicL>TAVVRD
EITEWMOHEULED REEZT 7AIMEICRT &N TEET,
#)
mirror ANY RTR—KMIZ—U YT ZB/WICULIRET, To mirrors EANT BEIFT—U Y
TEBMCTEET,

AT FE—FRIZDWLT

AN Y Rtw ME Exec 7 T X & Configuration 7 7 XTS5 E T,

Exec 72 ADAX Y RIF —IICY AT LREORTR BNV 5 —DI U FZITVET,
Configuration 7 ZADANY RF AV T —T 2 —ADINTA—F —DEBNRFED XA v FHe
DYIDBEZZTVWEY,
INSDTZAEESICERDIE-—RICDTONETERUcE—RICL->THIATES OV
YRHBERBZODEXT,

FAYTRT"M Y=V ZANTHE WD TERADE-—RTHATESZIV Y ROURAMER
MIBBZENTEEXT,
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BS-G2024MR (config) #

end Exit configutation mode

cos Set Traffic Class Mapping
detected-action Set loop-detection action
diffserve Set DiffServe settings

dotlx Set 802.1x settings

exit Exit from configure mode
interface Select an interface to configure
lacp Link Aggregation Control Protocol
layer3-mode Set Layer 3 Priority mode
loop-detection Set loop-detection’s status
mac-address-table Configure the MAC address table
no Negate a command or set its defaults
management-vlan Configure the Management VLAN ID
queue-mode Set Queue Scheduling Mode
snmp-server Modify SNMP parameters
spanning-tree Spanning Tree Subsystem

system System Settings

tos Set TOS settings

trash-limit Set loop-detection’s trash-limit
trash-timeout Set loop-detection’s trash-timeout
vlan Configure VLAN parameters
BS-G2024MR (config) #

Exec vV F
Hlchty¥ayERIRL CLI E—RIZOT A 29 % & AR Privilegedl Exec AV Y RE—
ROEFEE—R) ATV LET,

Configuration A< > K

Configuration Y Y R G AR DREEZLE T DHICHASINZHEE—ROITY Y RTT,
T — R (Privileged Exec E— R) D SBENT B IC(d config AV Y REFEWET,

70> 7 K HY " Not Defined(config)# " ICZ 10 D /R T D Global Configuration AN Y RADF U 2
RENBONETSHET—NICRZICE exit AVY RZFEVET

Configuration AN¥ Y RIFRD 2 DDE—RICAIFTSNET,

Global Configuration: ZDE—RDIVY RIEIVRATALALRNILDEBREZZEELET,
system TRED K SHRANY Y KRB D FT,

Interface Configuration: ZDE—RDIYY RIFR— M DHREEZELET,
speed ¥ duplex HED ANV KRB D FET,

INSOIANY RERTHOREZEEI ZLIT T BESHT 2 EREZRVET,

EITHOREZ I 7V a XTI —ICREL . BREBRICHOERS B3 HICIE system save IV
Y REFEVET,
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help
Z DN RIF Privileged EXEC E— RICEE L. CLINLVI Y AT ADFERICET %
BERAYE—VERRTEET,

(2= FoEx]

help
[T A—52—]
AN
(724 FEEE]
AN

(22> FE—F]
Privileged EXEC
E=I=@RNT)|

BS-G2024MR# help

Help may be requested at any point in a command by entering

a question mark '?'.

If nothing matches, the help list willbe empty and you must backup
until entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is
enteredand you want to know what arguments match the input
(e.g. 'show pr?'.)

BS-G2024MR#
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configure
Global Configuration (config)y IV¥ Y RE—RICADFT,

[2<> FoExX]
configure
[R5 A—%—]
AN
(F7+4L rEEE]
AN
(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# configure
Configuring from terminal....
BS-G2024MR (config) #

Interface ethernet
$EE Uz LAN R— M @ Tinterface Configuration (config-ifjy ¥ RE—RICAZZ &
MTEEXT,

(27> FoExX]
interface ethernet <port>
[T A—52—]
<port> LAN R—hBSZEELEX T,
(724 hEEE]
AN
(22> FE—F]
Global configuration
[a<> Fofi]

BS-G2024MR (config) # interface ethernet 1
BS-G2024MR (config-if) #
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end
configuration E— R A5 PrivilegedEXEC E— RICR2 I ENTEFT,
[a<> Fo#ExX]

end
[R5 A—45—]

®mU
(F7+4L rEEE]

U
(27> FE—F]

£ %2 configuration mode
[a<> Fofl)

BS-G2024MR (config) # end
BS-G2024MR#

exit
RERELTWBE—REZKTUTERIOE—RICRSZENTEET,
PrivilegedEXEC E— R TETUIcBEIF. O 1 VEEICED £95,

(27> FOEX]
exit
(/185 A—4—]
U
(FI+L EEE]
®mU
(27> FE—F]
£ %2 configuration mode
[a<> Fofl)

BS-G2024MR (config-if)# exit
BS-G2024MR (config) #
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ping
ping XYY RZHRITUNEBRZRRTEERT,
[2<> FOEX]
ping <ip>
[R5 A—=4—]
<ip> REFXDIP 7PRLAEEBELET,
(774 FEEE]
7L
(27> FE—F]
Privileged EXEC
(2= > Fofl]

BS-G2024MR# ping 192.168.1.48
Received 64 bytes from (192.168.1.48) Time=49 ms

BS-G2024MR#
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show running-config

— G aT R

BESELUTVWEIRENBTERRTEXT,

[2<> FoExX]
show running-config

[R5 A—%—]
U
[Fo+L FEE]
U

(22> FE—F]
Priviledged EXEC
[a<> Fofl)

BS-G2024MR# show running-config
! -- start of config file --

configure terminal
|

system
system
system
system
system
system
system
system

system
!

ip-mode manual

mask 255.255.255.0

ip 192.168.1.254
username admin

password

firmware-tftp ip 0.0.0.0
firmware-tftp path/file
config-tftp path/file
config-tftp ip 0.0.0.0

remote-enable
ip 0.0.0.0
without-name

system
system
system
system
system
system

log
log
log
log
log
log

<LK B >>>>>

system mac-security disable

!
system sntp disable

system sntp time-zone 4
|

exit

!

!

! -- end of configuration --
BS-G2024MR#

config-facility notice+info
auth-facility notice+info
device-facility notice+info

mac-address-table aging-time 300

BS-G2024MR/BS-G2016MR 1) 7 7 LY R HA K I 75



EIE AVUFIAAUE—TI—R
system firmware-tftp download
TFTP U —N—& DT 7—LD 7Y U YO—-RTEXT,

[2<> FoExX]
system firmware-tftp download <ip> <filename>

[R5 A—%—]
<ip> TFTP H—/N—D P PRLRAZEELE T 77 —LT 1T
DIN—=' 3> 7y FICIERE TFTP Y —/\—DWETT,
<filename> T7—LO 77 71ILDEEE FEAEKRE."-"(\17
) (T F—=IR=)T 15 XFUHR(AR—RERA) T
EEULET,

(T4 FEEE]
BU
[2< 2 FE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # system firmware-tftp download 192.168.1.24
BSG_xxx x.rom

Image Download Successful.

Reboot the switch
Continue or not? (Y/N)

0 ATy RFEERTTBICIE. A& TFTP H—N\—D0WETY, TFTP H—N\—DERFEIL.
TFTP H—N—DIY =2 F7ILESBLTLESL,

O #Hon—KA5ETI SE. Continueornot? (YIN) ERRENET, YEANT S L.
AESNEEESLET,

O BHLEO7—LDx7Id, BEBRICEMIGYET,

IJ7—LzT7DEIO— FRFERERERLESBLTLIESL,

O Failed to download firmware & RRENDIFGE., 77 —LVT7AF O O—RFTEEE
Ao

O
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system firmware-tftp ip

TFTP Y—N\—&D T 7—LD 7 &I VA—RIBLODIP P RLAZEEL X
ER

[a<2 FoEX]
system firmware-tftp ip <ip>
[R5 A—%—]
<ip> TFTP U—/X—DIP P RLRAZEELES . 7 7—LD T
DIN—=3 327y ZITERE TFTP U —/\—HRETY,
(T4 rEE]
0.0.0.0
(27> FE—F]
Global configuration
[2< > Fofl]

BS-G2024MR (config) # system firmware-tftp ip 192.168.1.24
BS-G2024MR (config) #

0 KATVKREF, AZa—UE3—TJ1—RIZOFAHERENZITY FTY,

system firmware-tftp path/file
TFTP —N—&kD T 7—LD 7% I YO—RIIBOT 71 IILEGEEELET,

[a<> Fo#Ex]
system firmware-tftp path/file <filename>

[N A—=42—]
<filename> T77—LDxT7 7 7AILD&ARZ FEAREFE."-"(\17
) T (P —IN—)T 15 XFLUHR(AR—ZFARE) T
EBELE T,

(774 FE&E]
AN
(27> FE—F]
Global configuration

(3= Kol

BS-G2024MR (config) # system firmware-tftp path/file BSG xxx x.rom
BS-G2024MR (config) #

0 RaATVKRIF, AZa—UE3—TJ1—RIZOFERENZaATY FTY,
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system config-tftp load / system config-tftp save

REZRTE (save) /BIT (load) TEFX T, load [FFFINHEEZ TFTP U —/\—
MEFTYO—-RUET, save l[FFEEZE TFTP Y —/N\—ICHREFLET,

[2< > FOEX]

system config-tftp load <ip> <filename>
system config-tftp save <ip> <filename>

[R5 A—%—]
<ip> TFTP U—/N—DIP PRLRAZEBELEI . AIYV K%
E1T9 3ITIFFLE TFTP H— /=D RETI,
<filename> BREZ77AINDERIZ FEAERF."-"(\1T7).)" " (7
VEF—IN=)."" (R )T 50 XFRLIR (RR—ZEARHA)
TEEULET

(774 FE&RE]
AN
(27> FE—F]
Global configuration

[2<> FDHI)

BS-G2024MR (config) # system config-tftp save 192.168.1.24 clitest.cfg
Please wait a minute.

11568 bytes data transferred!

BS-G2024MR (config) #

0 BREDORE/EFTICIEBE TFTP —N—HrRETY,
0 [/EIT7ANLDEHO—KMRTETT S L. Are you sure to reboot the system (Y/N) & &R
SNFTOT, YEBRL, BEFLTLLEZEV, BEFRICRENBIEMICLY FT,
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system config-tftp ip
RET7ANETIYO—RIZBLEHDDTFIP H—N—DIP P RLAZEELE T,
[a<> Fo#ExX]

system config-tftp ip <ip>
(/85 A—45—]

<ip> TFTP H—/NN—D P PRLRAZEELEFT.AIVYV R%E

EITT BICTIFRIEER TFTP U —/N—DRETT,

(724 FEEE])

0.0.0.0
(22> FE—F]

Global configuration
[a<> FoHl]

BS-G2024MR (config) # system config-tftp ip 192.168.1.24
BS-G2024MR (config) #

0 XAV KRF, AZa—UE3—TJx1—RIZOFHERENZaTV KTY,

system config-tftp path/file
TFTP Y —N—HSF IV AO—RIBRET7AINDT7 71 I EZEELXY,

[a<> FoExX]
system config-tftp path/file <filename>

[R5 A—%—]
<filename> BREZ7FAINDERZ FEAERF. - (N1 7). (7
VT —I8=) 7 (R R) T 50 XFEMA (R~ R FART)
THEELET,

(774 FE&E]

A
[2< 2 FE—F]

Global configuration
(E=I=@RNT )|

BS-G2024MR (config) # system config-tftp path/file clitest.cfg
BS-G2024MR (config) #

O RXaAXVKRIF, AZa—AV83—Dx1—RIZOHBEASNDaTY KTT,
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SNMP a< > F

¥ SNNP %> THERBHREZINET 2L F& SNMP EZF Y V7Y 7 M e EDBEBEENNET
_g_o

snmp-server name
VAT LBERETEET,
(27> FoEX]

snmp-server name <string>
no snmp-server name

[R5 A—%—]
<string>  AEBOELEIZ FARLF."- (N1 T72)." " (FyF—/—-)T
31 XFLR(RAR—RERA) THEELEFE T,
(T4 rEE]
BS<MAC 7’ RL X >
(22> FE—F]
Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # snmp-server name buffalo

The name of this host is changed to buffalo now

BS-G2024MR (config) #

80 I BS-G2024MR/BS-G2016MR 1) 7 7 LY R A K



SNMP O< > F
snmp-server location
VAT LDERBHGOAERETEET,
[2<> FoExX]

snmp-server location <string>
no snmp-server location

[R5 A—%—]
<string>  AHBHPRESNTVWBBAZ FAERF."-" (\172)." " (7
VU —IN=)T 31 XFELUR(AR—RIEFRE) TEELE T,
(774 FERE]
Not Defined (GR&E k)
[a<>Y FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # snmp-server location buffalo
BS-G2024MR (config) #

snmp-server contact
VAT LDEBEABEDBERERETEET,
(2= FO#EX]

snmp-server contact <string>
no snmp-server contact

(185 A—%—]
<string> AHGBOEBELEZ FHREF. - (\1T7V) (FrI—
N=)"@ (Fy hx—2)" " (Ry B) T3 XFEUR(AR—ZFR
A TEELET,
(T4 FEEE]
Not Defined (R E %)
(22> FE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # snmp-server contact buffalo_admin
BS-G2024MR (config) #
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snmp-server community
X274 BERETEEXT,
[a< > FD#EX]

snmp-server community <community> <privilege>
no snmp-server community <community> <privilege>

[R5 A—4—]
<community> 225744 RBZEHAEHF-"(\1T7)." " (P
F—I\=)D 31 XFLATEEL I (AR—ZIEFA)
<privilege> FOERAE—REEELEXT,
RO ZHDEMA

RW FED / EAH
trap trap MAMCHTBAZI 22T —ZZEEMCLET,
XMAEHIBEETIC <Enter> F—% T U HE AR EAH trap WIT I E
OFF [cia D &Y,
¥no ZFEALELITYY RDBE "trap" DIHEEAHETT . DHZEIBESIN
fcdZa2=714—%DtrapZ OFF ICLE T,

[FI4IL FEEE]

A9

[a<> FE—F]

Global configuration

[3<> Kol

BS-G2024MR (config) # snmp-server community buffalol rw
BS-G2024MR (config) #

O

O

TIAIWNETHRAEZEAREA DI 2 =T 1 —% lpublic] NFESATLET, X2
TA—BEDEHINAZI 2T+ —RIFHBRFLEIEESNDZEE2HE8HLET,
Q32T 4—&BDIVM)—([FRASEETHRETZET,

no 4t -a<vy FZAAL, BHENDIZI AT+ —REEFTHEFOIZI 2T 14—
BEHIBRT D ENTEET,

AXFINLFORBNHY TF,

FAHEY | EEFAHE Trap DI RTERTET DIHGAIE. /XTA—F—rw & Trap £ 2 [EHIZ
DFTHRELTWEESRELAHYET,
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snmp-server host
SNMP /RA N (BEMA) OOAI2=71—&BLVPPFPRLAZRELE D,
[2<> FOEX]

snmp-server host <string1> <ip> <string2>
no snmp-server host <string1>

[R5 A—%—]

<string]> SNMP /RR b DRI ZFHRYHF."-" (N1 T)." (7P
F—IN—=)D 31 XFUARTHRELET,

<ip> SNMP /RARDIP 7KL RAFERIFIP 7 KL AEE%ERE
LI BHEIEEZTO>HBARIDIP EEDDDIP%ZE - T
XtI>TAHAULET,
(51) 192.168.1.10-192.168.1.20

<string2> X274 —BZH¥ARKF."-"OU\1 7). (7Y

F—IN—=)D 31 XFUATEELEXT,
(<string2> [EREFHD TRAP N EH THZII 2 =71 —
ZEEBELTLLEZW)

(774 FE&E]

read-only D 1= 1 =7 « —public " EESINTWVET,

T7ANMNDIZ 22T 4 —RBEEBEINBZZEZHBBHLET,
(22> FE—F]

Global configuration

[2<> FDFI)

BS-G2024MR (config) # snmp-server host buffalo 172.16.5.198 private
BS-G2024MR (config) #
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snmp-server host-authorization
SNMP TR R b DFRFEZ B R FEMICLE T,

(27> FoEX]

snmp-server host-authorization
no snmp-server host-authorization

[R5 A—%—]
U
[(Fo+ L bEE]
i)

(22> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # snmp-server host-authorization
BS-G2024MR (config) #

O B#IZF S L. snmp-server host THRESNZHRRX FOAREZD MIB T—2R—X[Z7
YERATEEY,

snmp-server trap
BESINSNMP KTy 7OBMEZEBMEIEEMICTEEXT,
(<> FO#EX]

snmp-server trap
no snmp-server trap

[R5 A—%—]
NV
(F7+IL FERE])
B3

(27> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # snmp-server trap
BS-G2024MR (config) #
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show snmp
SNMP X2 =7 4 —PRADBERERR TSR I,
(2= FoExX]
show snmp
(185 A—=4—]
U
[(Fo+ L FEE]
U
[a<> FE—F]
Privileged EXEC
[2a< > Fof]

SNMP a<w > K

BS-G2024MR# show snmp

Host Authorization: Disabled
Authentication Trap: Enabled

Community-String Community-Access

Host-Name Host-IP Host-Community

BS-G2024MR#
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DATLEEBOTUR

show system

VAT LDFHERERRTEXT,

[a<> Fo#ExX]
show system

(RS A—4—]
U
[T+ FERE]
ANV

(27> FE—F]
Privileged EXEC
[2a< > Fofl]

BS-G2024MR# show system

System time (YYYY/MM/DD-HH:MM:SS): 2007/ 4/ 23- 12:34:56
System Uptime: 0 Days O hr. 41 min. 49 sec.

System Description: BUFFALO BS-G2024MR

System name: BS-G2024MR

System contact: buffalo_admin

System location: buffalo

MAC Address: 00:16:01:12:34:56

IP Assignment Mode: Manual
IP Address: 192.168.1.254
Subnet mask: 255.255.255.0
Default gateway: 0.0.0.0

Web Access is: Enabled
Telnet Access is: Enabled
SNMP Access is: Enabled
Password is: Enabled

Hardware Version: xx
Boot Code Version: X.X.X.XX
Firmware Version: xX.X.X.XX

TFTP Server IP Address: 0.0.0.0
TFTP Path/Filename:

IP Filtering is: Disabled

IGMP :Disabled

Host Port Age-Out Time:260
Router Port Age-Out Time:125
BS-G2024MR#
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system web
WEB REBEAD 7V X EBMEIIEMICTEET,

(27> FoEX]

system web
no system web

(185 A—%—]
AN
(774 FE&RE]
B3
(22> FE—F]
Global configuration
[a<> Fofl])

BS-G2024MR (config) # system web
BS-G2024MR (config) #

system console timeout
RS-232C (VY =)L) BEREFIC, AADBOSIIHFGEDY 1 LT U MNEEZRE L
ESE I

EEPIIL 39
system console timeout <time>
(/35 4A—%4]
<time> SALTYNEE(~60 ) ERELET,
(F7+4L rEEE]
5(93)
[2<>Y FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config)# system console timeout 30
BS-G2024MR (config) #
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system telnet
Telnet R EBEND 7 7 C R =B ECIXEICTEEXT,

(27> FoEX]

system telnet
no system telnet

[R5 A—%—]
U
[Fo+ L FEE]
B

(22> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config)# system telnet
BS-G2024MR (config) #

system telnet timeout
Telnet BEfEhFIC. ANDBD S IZEDIT A LT U NFHZRELE T,

[2<> FoExX]
system telnet timeout <time>
(/35 4—%4]
<time> SALTYNEE(~60 ) ERELET,
(774 EEE]
5(93)
(27> FE—F]
Global configuration

[2<> FOHI)

BS-G2024MR (config)# system telnet timeout 30
BS-G2024MR (config) #
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system snmp

SNMP SREBEAND TV C XA ZBHNEIFBEMCTEET,

(EEPANOL- 39

system snmp
no system snmp

[R5 A—%—]
U
[(Fo+ L bEE]
B

(22> FE—F]
Global configuration
[a<> Fofl])

BS-G2024MR (config) # system snmp
BS-G2024MR (config) #

system save
BEDHREANRZ NVRAM (75v¥YaXEU—) KRBELET,

(27> FoEX]
system save

[R5 A—4—]
U
(774 FEEE]
R U

(27> FE—F]
Global configuration
[a<> Fofl)

BS-G2024MR (config) # system save

Saving Configuration ...

Configuration saved to NVRAM.
BS-G2024MR (config) #

O REEZEELEHE. RaY U FERTLTRERBREZRFELTILES L,
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system reset
rEmzBEESLET,
[2<> FoExX]

system reset
[(RFA—5—]

AN
(F7+L rEEE]

AN
(272 FE—F]

Global configuration

[2< > FOHFI)

BS-G2024MR (config)# system reset

system restore-all
AEBOREEE DSEFRREBICRLE T,
(AVY RERTER BEBZEILBWVWET)

(27> FOHExX]
system restore-all
[T A—52—]
AN
(724 hEEE]
AN
(27> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # system restore-all
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system restore-except-ip

IP 7 RL AZRARBDREEEZ DHHAFRREICRELEX T,
(AYY RETR. BEBZHEIBWVETY)
[a<> FoExX]
system restore-except-ip
(85 A—45—]
AN
(774 FE&E]
AN
(22> FE—F]
Global configuration

[2< > FOHI]

‘BS—G2024MR(config)# system restore-except-ip

system ip
AEBOIPT7RLAZERELET,

(27> FOHExX]
system ip <ip>
[T A—52—]
<ip> IP7RLAZEELET,
(774 FEEE]
192.168.1.254
(22> FE—F]
Global configuration
[a<> Fofl]

BS-G2024MR (config) # system ip 192.168.11.62

0 Aa< Y FlE. Manual E— FDEEIZAEDTY .
O TELNET TEHLTWABEIE. XEFZDOIP 7 FLRAEERIZEYy a vAYEShET,
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system mask
AERDTTRY NYRIVERELE T,
[2<> FoExX]

system mask <mask>
[(RFA—5—]

<mask> TRy hY AT EBELET,
(774 FEEE]

255.255.255.0
(27> FE—F]

Global configuration

[2<> FOHI)

BS-G2024MR (config)# system mask 255.255.255.0
BS-G2024MR (config) #

system gateway
REROTFTAINKT—RIAEZRELET,

[2<> FOEX]
system gateway <gateway>
(RS A—-%5—]
<gateway> H 7Ry NN XU EZEBELE T,
(774 FEEE]
0.0.0.0
(a7 FE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # system gateway 192.168.1.1
BS-G2024MR (config) #

0 BEOHERIL. showip AT K (P9) THEILBLET,
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system ip-mode

REGMWIP P RLAZRBI 2 EZEELET,
[av> Fo#ExX]

system ip-mode <method>

(RS A—%—]

<method> [P 7 RL ADEEAEZEELET,
manual FE)TIP P RLXZIEEL X Josystemip THE L IP
DNEMCHEDET,
dhep DHCP H—/\—&D P 7RLAEEELET,

[FI4IL FEHE]

manual

(27> FE—F]

Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # system ip-mode dhcp
BS-G2024MR (config) #

0 JENHERIE. showip AT F (P94) THoLLET,
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show ip
FHUBDIP 7 RLABEDERERRTEED,

(27> FoEX]

show ip
show ip interface

[R5 A—%—]
AN
(F7+L FEEE]
AN
(22> FE—F]
Privileged EXEC
(2= Fofl]

BS-G2024MR# show ip

IP Assignment Mode: Manual
IP address: 192.168.1.254
Subnet mask: 255.255.255.0
Default gateway: 0.0.0.0
BS-G2024MR#

system username
ARBICOTAI VT2 DDI-—F—BEBETEET,
[a<> FoExX]

system username <string>

(85 A—=4—]
<string> ~A—Y—ZEFARYF.- \AT7V) T (FrT—/\-)8 XF
BRTEELEXT,
(774 FEERE]
admin

(27> FE—F]
Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # system username buffalo
BS-G2024MR (config) #

0 ZHE#%ILsystemsave AT F (P89) THE—JLTLEELY,
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system password
AEBIICOT A VT BDDINAT—RERBETEET,
[2<> FoExX]
system password <string>
[(RFA—5—]
<string> AT = RZ¥BRYF."-" (A7) (P —
N=)D8XFLUARTHEELET,
IRRAT—RZBEULBWEE ZRICTHREL TS W,
(774 FE&RE]
U
(27> FE—F]
Global configuration
[a<> Fofl)

BS-G2024MR (config)# system password buffalo
BS-G2024MR (config) #

0 ZE#%ILsystemsave AT F (P89) TE—JLTLEEL,

O NMRT—REENTLEVET &, BHEEBL U2 —ICTEE (B LTI
ISEYEFOT, TEELLLEEL,

system password-protection enable / disable
ABRUCOTA VT ZE. - —RENXT—ROAHERDZINESH%E
FY,

[2<> FO#EX]

system password-protection enable
system password-protection disable

(/35 A—4]
AN
(774 FE&E]
A3 (enable)
[2< 2 FE—F]
Global configuration

[2< > FOHI]

Ka
filt
p

BS-G2024MR (config) # system password-protection enable
BS-G2024MR (config) #
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management-vlan

NEZ—IAYVKNVLAN ZREULET, RESINZ VLAN S DHARFDOERE IF IC
FOEATEET,

(27> FoEX]

management-vlan <vlanID>
no management-vlan <vlanID>

[R5 A—%—]

<vlanID> VLAN BESZIEE L F I, GREEF 1-4094)
(F7+IL FEE])

TI7HAINDIYR—I AV N VLANIE 1 DHTY
(27> FE—F]

Global configuration

[2< > FOHI]

BS-G2024MR (config) # management-vlan 1
BS-G2024MR (config) #

O IR—T AU MVLAN [F, BEHOD VLAN TRET D ENTEET,

system ip-filter

IP 7L EBMEIIEMNCLET, IP 7Y IFIBES NP HSDHAET
DEBUF I 7V RA%EHA T HHEAETT,

[a<> FD#EX]

system ip-filter
no system ip-filter

[R5 A—%—]
AN
(T4 FEEE]
i)
[2< 2 FE—F]
Global configuration
(E=I=@RNT )|

BS-G2024MR (config) # system ip-filter
BS-G2024MR (config) #
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system ip-filter address
IP7AIIERELET, CTTHRESNLIPHSOHARBBEOERIFICT 7/ EX
TEEI,
[2<> FOEX]

system ip-filter address <address>
no system ip-filter address <address>

[R5 A—4—]
< address > IP7RLRAFRIEP 7 RLRAEEZIEEL I HEH%ZIE
Y DHEXXXXyyyy DLDIITF KL ADEZ%Z - TX
PoTLEE W,

(774 FE&E]
[2< 2 FE—F]
Global configuration
(E=I=@RNT)|
BS-G2024MR (config) # system ip-filter address 192.168.1.210-

192.168.1.255
BS-G2024MR (config) #

show management-vian
NX—I AV~ VLAN OREATZRRLET,

[2<> FoExX]
show management-vian

(185 A—4—]
BU
(774 FEEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show management-vlan

Management VLAN ID is 1
BS-G2024MR#
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A28 —2Jx—RXRAT VK
¥R— N DIBTEIE Mnterface ethernety (P72) TIEEL TLZE W,

description
R—hBERETEET,
[2<> FoExX]

description <string>

(RS A—%—]

<string> R—bFREZREULIRIFABRYEF."-"(\1T72)."

IN=) D 16 XFLR (ZAR— A,
(F7+4L rEEE]
Port <LAN 7R— k&S >
(22> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# description buffalo
BS-G2024MR (config-if)#

shutdown
BEDR—NEBHELIIEDICERELE T,
[a< > FoiExX]

shutdown
no shutdown

(185 A—%—]
AN
(F7+L EEE]
a3
(27> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# shutdown
BS-G2024MR (config-if)#
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negotiation auto
A—=—KRIVI—2 3V ZBNELEEMCLET,
KA—RRIYI—Y 3V EBMICT S & Auto MDI-X HEREL B E R D X T,
(EEPANOL- 39

negotiation auto
no negotiation

[R5 A—%—]
#L
(Fo+)L FEE])
B3

(27> FE—F]
Interface configuration
[a<> Fofl]

BS-G2024MR (config-if)# negotiation auto
BS-G2024MR (config-if) #

speed
R—hDOBEREZRETEET,
¥ OBEERE% auto UAMTERTET % & Auto MDI-X HEEL B EBD £,
X BEREZRETZHEIF. T2 7LY I RAE—RPI00)HEDLETHREL TLREI W,
[2<> FOEX]
speed <option>
[N A—=452—]
<option> AT aVERDEEDTY,
10 10M [CEREL X T,
100 100M ICERE U X T,
auto A—RRIVI—VaVICEELET,
(774 FEEE]
auto
[2a<> FE—F]
Interface configuration
[a<> Kol

BS-G2024MR (config-if)# speed 100
BS-G2024MR (config-if) #

O Gigabit TEIET HHE. AR L) VI /NR—FF—DWAH % Auto E— FIZERET HBE
BHYET,
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duplex

BER—RDT21T7LY I RE—RERETEEXT,
¥ FT1TL v I RAE—R%Z auto ST T % & Auto MDI-X BERED ER & 2D E T
XT1TLy I RE—RZRET 2HRIBEERE(PI) DEDETREL TS,

(27> FOEX]
duplex <option>
(N5 A—4—]
<option> AT aViEFROEEDTT,
auto A—RRXRIVI—V3VIKEELET,

full Full-Duplex [CERELF T,
half Half-Duplex ICERE UL £,

(T4 FEE]
auto
(27> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# duplex half
BS-G2024MR (config-if) #

flow-ctrl
R—hO70-3Y NO—IILEBHEISEWNCTEET,

(27> FoEX]

flow-ctrl
no flow-ctrl

(/85 A—45—]
U
(724 bEEE]
i3]
(22> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# flow-ctrl
BS-G2024MR (config-if) #
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A28 —TJx—RaAT K

show interfaces
BIR— M DBERERRTEEY,

(27> FoEX]

show interfaces
show interfaces ethernet <port>

(RS A—%—]

<port>

LAN R—hBESEZIEEULET,

[Fo4IL FEE]

U

[a<2 kFE—

~]

Privileged EXEC
[a<> Fofl])

input:

output:

BS-G2024MR# show interfaces ethernet 1
GigabitEthernetl/1 is Up

Hardware is Gigabit Ethernet

Auto-duplex (Full), Auto Speed (1000), 1000BaseTX

pvid is 1, traffic-priority is low

port is 802.1x disable

Broadcast rate limit is Disabled

Multicast rate limit is Disabled

DLF rate limit is Disabled

52008 Bytes, 598 Unicast Packets, 71 Non-unicast Packets
185 Packet Discards, 0 Packet Errors

0 Undersized Packets, 0 Oversized Packets

80931 Bytes, 1138 Unicast Packets, 15 Non-unicast Packets
0 Packet Discards, 0 Packet Errors

Jumbo:Disable

BS-G2024MR#

O show interfaces [&% LAN ;R— F D1EHRZERR L £9 . show interfaces ethernet <port> &
fEE SNz LAN R— FOBHROARTLET,

BS-G2024MR/BS-G2016MR 1) 7 7 LY A HA K I 101




FIE AVVRIA A E—T—R
mirror
EDLDR—KDSRNS TV I ETZY—TBDI—HEERELET, ~EURIT
2D LIS —%2RETEET,
[a< > FD#EX]
mirror <id> <option>
no mirror <id>
[N A—=%2—]
<id> BRETHIS—ID (1 F£IX2) #HBELET,
<option> A FL 3 UIFRDEHY TT,
source FS T4 9O EEZR—SNBER—F (V—REKR—F) ZHEELET,
monitor F3 T4 VI EE=ZS—FBHR—F (EZHF—FR—F) EHEELET,
0 <option> ZELLELVES. IEELIDDIS—HEEEZADF (&
EMILET,
[F7+IL FERE]
Mirror 1 : X

YV —ZR—k:2

EZH—R—h:1
Mirror 2 : EEXh

YV —XIR—k~:4

EZH—R—hK:3

(22> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if) # mirror 1 source
BS-G2024MR (config-if) #

0 YV=—RKR—hrEEZA—R—FEHRELTH mirror<id> 37> FERITLEWEFDIZHE
Y FH A, mirror <id> 2% > FIZEEDR— kD Interface configuration E— K T—E 1+
FEITLTLESL,
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show mirror
R—KIZS—-UY IV DODREERRTEXT,
[2<> FoExX]

show mirror
(185 A—%—]
AN
(F7+L rEEE]
AN
(22> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show mirror

Mirror 1:

Port Mirroring is: Disabled
Source port: 2
Monitor port: 1

Mirror 2:
Port Mirroring is: Disabled
Source port: 4
Monitor port: 3
BS-G2024MR#
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Bcast-Rate-Limit

R—hOTO—RFrANZAN—LTY NO—LEZETEET,
[a<> FD#EX]

bcast-rate-limit <threshold>
no bcast-rate-limit

[(RF5A—5—]
<threshold> U T D@D ER—b DU EWMEZEELXT,
0 128pps
1 2kpps
2 6kpps
3 10kpps

(774 FE&E]
3]
(27> FE—F]
Interface configuration

(3= Rl

BS-G2024MR (config-if)# bcast-rate-limit 0
BS-G2024MR (config-if) #

O pps ... Packet Per Second (1 #REMD@B/ N7y F3),
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Mcast-Rate-Limit
R—RDYILFFLYARAN—LOY FO—ILERETEET,
[a<> FD#EX]

mcast-rate-limit <threshold>
no mcast-rate-limit

[(RF5A—5—]
<threshold> U T D@D ER—b DU EWMEZEELXT,
0 128pps
1 2kpps
2 6kpps
3 10kpps

(774 FE&E]

3]
(27> FE—F]

Interface configuration
(<> FoHl]

BS-G2024MR (config-if)# mcast-rate-limit O
BS-G2024MR (config-if) #

O pps ... Packet Per Second (1 #REMD@B/ N7y F3),
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DLF-Rate-Limit

IR—K®DDLF GEAEFRALI=ZF+ALN) A=AV MAO—ILZRETEEXT,
(27> FoExX]

dif-rate-limit <threshold>
no dif-rate-limit

[(RF5A—5—]
<threshold> L T D@BH ZR—rDULEWVMEZIEELE T,
0 128pps
1 2kpps
2 6kpps
3 10kpps

(774 E&E]
3
(27> FE—F]
Interface configuration

[3<> Kol

BS-G2024MR (config-if)# dlf-rate-limit O
BS-G2024MR (config-if) #

O pps ... Packet Per Second (1 #REMD@B/ N7y F31),
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show Bcast-Rate-Limit
TJO—REFYRAMNAM =AY O—ILDRAT—HIAERRTCEZEXT,

[Z< > FO#EX]
show bcast-rate-limit

[R5 A—%—]
U
[Fo+L FEE]
U

(22> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show bcast-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN B

I BmHPA >>>>>

22 Disabled

23 Disabled

24 Disabled
BS-G2024MR
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show Mcast-Rate-Limit
RIWFEYARAN—AOYMNO—ILDRAT—FRAERRTCEET,

[Z< > FO#EX]
show mcast-rate-limit

[R5 A—%—]
U
[Fo+L FEE]
U

(22> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show mcast-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN B

I BmHPA >>>>>

22 Disabled

23 Disabled

24 Disabled
BS-G2024MR
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show DLF-Rate-Limit

DLF (FEHEARBAI=F+ XA K) A h—Ad>,O—ILODRFT—

[2< > FOEX]
show dlf-rate-limit

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

A28 —TJx—RaAT K

FRAERRTEXT,

BS-G2024MR# show dlf-rate-limit

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

W o0 Ul WN R

I BmHPA >>>>>

22 Disabled

23 Disabled

24 Disabled
BS-G2024MR
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system stat-reset
BEMR—NOEKEERE V7 LET,
[2<> FoExX]

system stat-reset

[R5 A—%—]
U
[Fo+L FEE]
U

(22> FE—F]
Grobal configuration
[a<> Fofl)

BS-G2024MR (config)# system stat-reset
BS-G2024MR (config) #

jumbo enable / jumbo disable

Jr UINT L —LAZEBHRICIFENCRELE T,

¥ EXTE DFERR . show running-config I > R (P75). F/cld show interfaces ethernet 1< > K (P101) I
THEIHBWET,

(27> FoEX]

jumbo enable
jumbo disable

(185 A—%—]
AN
(774 FE&RE]
enable (B%h)
(272 FE—F]
Interface configuration
[a<> Fofl)

BS-G2024MR (config-if)# jumbo disable
BS-G2024MR (config-if)#
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JoHhTF7HTY)F—3rav o R

trunking add
R—=hEKRZVIAVIN—ITEBIMULET,
MR—NRSVFVIETERETT,

[2<> FOEX]
trunking add <number>
(RS A—=%5—]
<number> BT ERZ27IDU0~4)ZEELERIAZT7 DD
RUR=NERAUNZ VI TI—TICBDFT,
(F7+4L rEEE]
AN
(27> FE—F]
Interface configuration
[a<> Fofl)
BS-G2024MR (config)# interface ethernet 1

BS-G2024MR (config-if)# trunking add 1
BS-G2024MR (config-if) #

trunking remove
R=hZ RSV IAVN—DSHIBRLET,

(27> FoEX]
trunking remove <number>
(RS A—-%5—]
<number> HIBRg 28> 27 IDU~4)ZEEELET,
(774 FEEE]
AN
(27> FE—F]
Interface configuration

(<> Kol

BS-G2024MR (config-if)# trunking remove 1
BS-G2024MR (config-if) #
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lacp

LACP (Link Aggregation Control Protocol) ZBIMKIIFEMICLET,
¥ BS-G ¥—XICT LACP TR VI TIN—T %KY 555.BS-G ¥ —XELTIE LACP
Active 5% 7E T.LACPIIIG U TW2BS & 1 — X TIE LACP Passive/Active 5 EDM A TR TEE T,

(2= > FoExX]

lacp <number> active
no lacp <number>

(185 A—%—]
<number> LACP ZBM/EMICT BTV IDU~4)EEBELET,
(774 E&E]
AN
(272 FE—F]
Global configuration
[a<> Fofl)

BS-G2024MR (config)# lacp 1 active
BS-G2024MR (config) #

show trunking
NS>V I DTN —TERZRRLET,

[a<> Fo#Ex]
show trunking

(RS A—4—]
%L
[T+ FERE]
NV

(22> FE—F]
Privileged EXEC
[a<> Fofl]

BS-G2024MR# show trunking

Trunk Id Lacp Status Ports
1 Disable none
2 Disable none
3 Disable none
4 Disable none

BS-G2024MR#
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MAC 7 FLRav Yk

mac-address-table static
MAC 7 RLATF—T I %EMNICKRETEZE Y,
[a<> FD#EX]

mac-address-table static <macaddress> ethernet <port> vlan <vlanid>
no mac-address-table static <macaddress> vlan <vlanid>

(RS A=5—]

<macaddress> BHICEIFTBEIMAC 7P RLAZEIEELE T2 /N1 MEIC
I TRYBNIE 16 EHTANLET I ZFv AN RL

ADHEHTT,
<port> MAC 7 RL RZZ#Z9 5 LAN R— b ZEEL XTI,
<vlanid> MAC 7 RL A% &85%9 % VLAN ESEZIBELE I,
[T+ FERE]
AN

(27> FE—F]
Global configuration
(2= > FoHl]
BS-G2024MR (config) # mac-address-table static 0000.1111.2222 ethernet 1 vlan

1
BS-G2024MR (config) #

BS-G2024MR/BS-G2016MR 1) 7 7 LY A HA K I 113



EI3E AXUKRFAAUE—T—R
no mac-address-table dynamic
TAFIVvIICEFEURLMAC 7 RLRAZHIBRTEET,
[2<> FoExX]
no mac-address-table dynamic <macaddress> vlan <vlanid>
(/185 A—4—]
<macaddress> BIBRT 251+ I v IICEBUIEMAC PRLREZEEL
T2 /NI hEICTITRYS N 16 ERTADLE Y,

<vlanid> MAC 7 RL A% HIfr9 % VLAN ESEZIBELE I,
[T+l FERE]
72U

(27> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # no mac-address-table dynamic 000d.0b3c.119c
BS-G2024MR (config) #

mac-address-table flush-dynamic
TA4FIVvIICEBUILMAC T RLRAZE2THIBRLET,

[a<> FoExX]
mac-address-table flush-dynamic

[R5 A—%—]
U
[(Fo+ L FEE]
7L

(22> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # mac-address-table flush-dynamic
BS-G2024MR (config) #
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mac-address-table aging-time
MAC 7 RLZAZEDOI—IVJHE (IBREREER) ZRETE XTI,
[a<> Fo#ExX]

mac-address-table aging-time <sec>
[R5 A—4—]

<sec> MAC 7 RLAZEDOI—Y Y/ IE#) 2IBELET (10

~ 1000000)

(774 FE&E]

300 (1)
(22> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # mac-address-table aging-time 300
BS-G2024MR (config) #

show mac-address-table aging-time
MAC 7 RLRAZEBEDI—-Y Y/ RKEZRRULET,

[2<> FoExX]
show mac-address-table aging-time

(/185 A—4—]
BU
(774 FEEE]
mU

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# mac-address-table aging-time 300

Aging Time: 300 sec
BS-G2024MR#
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show mac-address-table dynamic
FAFIVvIICEBUVEMACTRLAT—TIERRTEEXT,
[2<> FoExX]

show mac-address-table dynamic

[R5 A—%—]
U
[(Fo+L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show mac-address-table dynamic

Destination Address Address Type Destination Port Vlan

000d.0b4b.384d Dynamic GigabitEthernetl/1 Vlan 1
BS-G2024MR#

show mac-address-table static
BIUICHEEUVIEMAC P RLAT—JILERRTEET,

[a< > FD#EX]
show mac-address-table static

(/185 A—4—]
U
(774 FEEE]
m U

(22> FE—F]
Privileged EXEC
(E=I=@RNT )|

BS-G2024MR# show mac-address-table static

Destination Address Address Type Destination Port Vlan

000.1111.2222 Static GigabitEthernetl/1 Vlan 1
BS-G2024MR#
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MAC7 FLRTJqs L2 K

system mac-security enable / system mac-security disable
MAC 7 RLRAZ7 A LY 2B EIFEMICHRELE T,
[a<> Fo#Ex]

system mac-security enable
system mac-security disable

[R5 A—=%2—]
ANV
(774 FE&E]
disable (&%)
[2< 2 FE—F]
Global configuration

(<> Kol

BS-G2024MR (config) # system mac-security enable
BS-G2024MR (config) #

mac-address-table secure
BEAXHAATEZMACTFRLRAEMAC P RLRAZAILFICEELET,
[a< > FoHEX]

mac-address-table secure <macaddress> ethernet <port>
no mac-address-table secure <macaddress> ethernet <port>

(RS A—=%—]

<macaddress> BMICEFT D MAC P RLAEIBELE T2 /N1 hEIC
TITRYISNIE 16 ERTANVLET I ZF v AP RL

ADHFEWTY,
<port> BAYT 2 LANR—hESERELET,
(T4 FEFE]
AW

[2< 2 FE—F]
Global configuration
E==@RNT )|

BS-G2024MR (config) # mac-address-table secure 0011.2233.4455 ethernet 1
BS-G2024MR (config) #
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show mac-address-table secure
ERUEMACPZ RLRZ AN T—TIERRLET,

[2< > FOEX]
show mac-address-table secure

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show mac-address-table secure

Destination Address Address Type Destination Port

0011.2233.4455 Secure GigabitEthernetl/1
BS-G2024MR#
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AN=ZVGYyYy—avT R
spanning-tree
ARZY TV ) — KR E AR LBR TEN X CIFENICTEX Y,
[a< > FoiEX]

spanning-tree <version>
no spanning-tree

[N A—=452—]
<version> ID  Spanning Tree Protocol (IEEE802.1D) ZHE#hIc U £ T,
Iw  Rapid Spanning Tree Protocol (IEEE802.1w) ZB#IC U X T,
(774 FERFE]
i3]
(a<Y FE—F]
Global configuration

(<> Kol

BS-G2024MR (config) # spanning-tree 1D
BS-G2024MR (config) #

BS-G2024MR (config) # no spanning-tree
BS-G2024MR (config) #

O RNR=ZVTYY—%FRLIEzRY FT—YICKERZEAT IHE. BTAHEROR/R=
VW1 —% enable (B%) ITRELTLESL, R4 YFDRNNZ2H Y1) —H disable
(D) ISHRESNTSBE. BPDU ZERE L AW ESH, v NI—IEFE51ERIT
AHEEEAHY £,
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spanning-tree hello-time max-age forward-time

=K TYUy IBED Hello /N7y b D% {EEMRKRE. BPDU DRAIL—I Y JHKHE
(BHRFHFERE) . R—NDOREEZZEEIT 2 EF TCOFEFBEERETEET,

[a<> FoExX]
spanning-tree hello-time <A> max-age <B> forward-time <C>

[INZA—=%]

<A> Hello /X7 b D% ERERIKEZIEEL T
(1~10(#)),

<B> BRARI—IVIUREZIEELET (6 ~40(1)),
ROBREFHLTWIRENHDFT,

<C> REZLEEI X TCOFRBEZEELXT
(4 ~30(1)),

3 HelloTime, MaxAge. ForwardTime &, N2 RDBEFRZHLLTWS

BENHDET,

2 X (Forward Time - 1) 2 Max Age
Max Age = 2 X (Hello Time + 1)

[T+ FEHE]

HelloTime 2(#)
MaxAge 20(#)
ForwardTime 15(F)

(22> FE—F]
Global configuration

[2<> FOHI)

BS-G2024MR (config) # spanning-tree hello-time 2 max-age 20 forward-
time 15
BS-G2024MR (config) #
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spanning-tree default-timer
HelloTime, MaxAge. ForwardTime Z 9 N THIHEICR UL XTI,

[2<> FoExX]
spanning-tree default-timer

(185 A —4]
U
[F74IL FRE]
NV
(O~ > RE{T#. HelloTime (& 2 (#) IT. MaxAge I& 20 (#) IC. ForwardTime I&
I5(B)ICEEEINET)

(27> FE—F]
Global configuration

[2<> FOHI)

BS-G2024MR (config) # spanning-tree default-timer
BS-G2024MR (config) #
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spanning-tree priority

ANRZY 7Y ) —BRETORUBZOBEEERE (XIIFHIBR) TEXT,
[2<> FoExX]

spanning-tree mst <instance> priority <priority>
no spanning-tree priority

(RS A—%—]

<priority> Ty IDTSAAY T4 —%RELET . BMREIL. 0.
4096, 8192, 12288, 16384.20480.24576.28672.32768. 36864,

40960, 45056.49152, 53248, 57344, 61440 T9,
(724 FEEE])
32768 (0x8000)
(22> FE—F]
Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # spanning-tree priority 4096
BS-G2024MR (config) #

0 R/8=>%Y1)— (IEEE802.1D F7=I& IEEE802.1w) ZHHLTHhSTS4F U T4 —

ERELTLESL,

spanning-tree forward-bpdu
STP &SI, BPDU DERXEHL / |AMICHRELE T,

[a< > FoiEX]
spanning-tree forward-bpdu <state>
[N A—=45—]
<state> enable STP #4HFF. BPDU DEREZBHIC L £,
disable STP EAhKF. BPDU DErkZ EHMIC L E T,

[F7+IL FERE]

disable (&%)
[2<>Y KE—FK]

Global configuration

(<> Kol

BS-G2024MR (config) # spanning-tree forward-bpdu enable
BS-G2024MR (config) #
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spanning-tree port-priority
BIR—hDBEEZRETEET,
[2<> FoExX]

spanning-tree port-priority <priority>
[(RFA—5—]

<priority> R— N DEBEEZEBEL F T AMRMEE.

0,16,32,48,64,80,96,112,128,144,160,176,192,208,224,240 T,

(F7+4L rEEE]

128
(22> FE—F]

Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# spanning-tree port-priority 80
BS-G2024MR (config-if)#

O FSUUZERELTVSEE. A— S U7ROR— I, BBMICE CEICRESAE
ER

spanning-tree path-cost
BER—FDNZAIZARERETEET,

(27> FOEX]
spanning-tree path-cost <cost>
[T A—52—]
<cost> R—hD/XXAX M ZIEEL ET (1 ~ 200000000),
(Fo4)L FEEE])
20000
(22> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# spanning-tree path-cost 31
BS-G2024MR (config-if) #

O FSUIERELTLDEE. A— S UIROKR—ME, BBMICACEICRESAE
ERS
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spanning-tree fastlink
BIR—RDT77—ZARN UV I ZREICLET, /XY AVEERUIR—NEBHICT
% EHREETT L—LABREDTIREICED £,

[2<> FOEX]

spanning-tree fastlink
no spanning-tree fastlink

[R5 A—%—]
NV
(F7+IL FERE])
E:i30)

(22> FE—F]
Interface configuration
[2a< > Fofl]

BS-G2024MR (config-if)# spanning-tree fastlink
BS-G2024MR (config-if) #
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show spanning-tree brief
STP £ERDBEZRRCE XTI,

(27> FoEX]

ANRZoGYY)y—av vk

show spanning-tree mst configuration

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

IEEE Spanning Tree is disabled

BS-G2024MR#

BS-G2024MR# show spanning-tree brief

Disabled foward bpdu then Span is Disable

ROOT ID Priority 0
Address 00:16:01:5£:80:c8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address: 00:16:01:5£:80:c8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Port Designated
Name Prio Cost FastLink Sts Priority Bridge ID
Gil/1 128 20000 Disabled BLK O 00:16:01:5£:80:c8
Gil/1 128 20000 Disabled BLK O 00:16:01:5£:80:c8
Gil/1 128 20000 Disabled BLK O 00:16:01:5£:80:c8
LKL BPER >>>>>
Gil/22 128 20000 Disabled BLK O 00:16:01:5£:80:c8
Gil/23 128 20000 Disabled BLK O 00:16:01:5£:80:c8
Gil/24 128 20000 Disabled BLK O 00:16:01:5£:80:c8
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show spanning-tree interface Ethernet
STP DIR— K EDREERTCEE T,
(2= FoExX]

show spanning-tree interface ethernet <port>
[R5 A—%—]

<port> LANR—hBESZIEELE T,
(F74L rEEE]

AN
(27> FE—F]

Privileged EXEC
[a<> Fofl)

BS-G2024MR# show spanning-tree interface ethernet 8

Interface Gil/8 (port 8) in Spanning tree is BLOCKING
Port priority 128, Port path cost 20000, FastLink is Disabled
Designated root has priority 0, address 00:16:01:12:34:56
Designated bridge has priority 32768, address 00:16:01:12:34:56
BS-G2024MR#
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VLAN 22> K
VLAN O<vT > F

vlan database
ZOIANY RIEVLAN F—IR—ZE—RICADHITFENET,
[a<> Fo#Ex]

vlan database
[T A—52—]

AN
(T4 FEEE]

U
(22> FE—F]

Global Configuration
[2a< > Fofl]

BS-G2024MR (config) # vlan database
BS-G2024MR (config-vlan)#

vlan
VLAN ZHRITEN - BIRTEF I,
[2<> FD#EX]

vlan <vlanlD> <WORD>
no vlan <vlaniD>

[R5 A—%—]
<vlanID> VLANID ZiFEL &I,

<WORD> VLAN BZ¥HEHF."-" (AT )." " (P F—/\-)16 XF
BIRTEEL XTI, (BEA)

(774 FEEE]

VLAN 1 DAMERENTWET,
(22> FE—F]

vlan database
[a< > Kol

BS-G2024MR (config-vlan)# vlan 2 SOUMU
BS-G2024MR (config-vlan)#

O VLAN 1 [FHIBRS 2 S &lETEE A,
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switchport access vlan

IR—K%& VLAN T—TIADEFEY IIR— N ERR@B T VI ITR—KMELTEREL
DHIBRTEEX Y,

[2<> FOEX]

switchport access vlan {tagged | untagged} <VLAN ID>
no switchport access vlan <VLAN ID>

[R5 A—%—]
tagged IR—hZFTIR—FhEULTERELET,
untagged R—hZFYIIR—REUVLTHRELET,
<vlanID> VLANID Z3EEULF T,

[F7+IL FRE]
U

(22> FE—F]
Interface configuration

[3<> Kol

BS-G2024MR (config-if)# switchport access vlan tagged 1
BS-G2024MR (config-if) #

switchport access native
R—NICFIEY % VLANID (PVID) 2% ETEZT,

[a<> Fo#Ex]
switchport access native <pvid>

(RS A—%—]

<pvid> R—KICEIDYTZ PVID ZIBELF T,
(T4 rEE]

NV

(22> FE—F]
Interface configuration

[2< > FOHI]

BS-G2024MR (config-if)# switchport access native 2
BS-G2024MR (config-if) #

O &#R—FTIFEEL-PVID LRLESD VLAN A UNR—ICHIBT A& SICLTLIEELY,
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show vlan brief
VLAN B8 EZRRTEET,
[a<>2 FoiExX]

show vlan brief

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show vlan
VLAN Name Status Ports
1 Default active Untagged:
Gil/1,Gi1/2,Gi1/3,Gil/4,
Gil/5,Gi1/6,Gi1/7,Gil/8
Gil1/9,Gi1/10,Gi1/11,
Gil1/12,Gi1/13,Gi1/14,
Gil1/15,Gil/16,Gi1/17,
Gi1/18,G1i1/19,Gi1/20,
Gil1/21,Gil/22,Gi1/23,
Gil/24

Tagged:
2 SOUMU active Untagged:

Tagged:
Gii/2

BS-G2024MR#
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inet-mansion

AV =Ry NIV a VT BEME L IFEMICERELE T,
[a<> FD#EX]

inet-mansion <port-number>
no inet-mansion

(RS A—%—]

<port-number> AV =%y MYV 3 YE—REO Up link R— k Z357E
ULEJT.(R2R—MEXTIEETEEY)

(724 hEEE]

i3]
(22> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config)# inet-mansion 1,2
BS-G2024MR (config) #

O 48—y b3V E—FTIEE, Uplink DARBEGZDEEA V2 —DT 1 —RIZTY
LRATEFET, FEANNYVIULNEHE SN TULVSHR— % Down link R— FZRET S &
TNLURIEEREE@ICT Y EATELGRLLBYET,

O A28—%y b a v BBEZAMCT HE. BIFD VLAN TTRTHIBRESh, VLAN
EHRERLIEY., BETEHEANTELIRYET,
Fl=e FIUUBBLEDICGYET,
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show vlan vlan
VLAN B8 ERRTEZET,

[2<> FoExX]
show vlan vlan
[R5 A—%—]
AN
(F7+4L rEEE]
AN
(27> FE—F]
Privileged EXEC
[a<> Fofl)

VLAN o< > K

Current Vlan ID List:

BS-G2024MR#

BS-G2024MR# show vlan vlan
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show vlan pvid
PVID ZRRCEET,

[2<> FoExX]
show vlan pvid

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show vlan pvid

Port PVID
1 1
2 1
3 1

<LK BYPAK >>>>>

22 1
23 1
24 2

BS-G2024MR#
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QoS avw vk

QoS aOvT YUK

system qos
QoS HEREZ B / EMICEREL £,
[a< > FoiEX]
system qos <state>
[N A—=452—]
<state> enable QoS HREZAMICLET,
disable QoS HREZEINICLE T,
(Fo4)L FEEE])
disable (#&%h)
(22> FE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # system gos enable
BS-G2024MR (config) #

¥ QoS EBMICT B R—bDT7O0—Y NA—/LIZBEENICEYICEDET,

system tos/diff
IPAYFICEDKBEEFHEZEY / EWICRELERI,
[Z<> FOEX]
system tos/diff <state>
[N A—=45—]
<state> enable IPANYFICEDBEEHHZEMCLET,

disable IPAYFICEDCBEEHHEEZENCLET,
(cos ICED K BEERENERICHED FT)

(F7+4L EEE]

disable (&%)
(27> FE—F]

Global configuration

[2<> FOHI)

BS-G2024MR (config) # system tos/diff enable
BS-G2024MR (config) #
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Ccos
IEEE802.1p TEHBRINCN T T4 VI IS REABRBOD T4 A Y T4 —F21—ICE|
DLUTET,
[a<2 FoEX]
cos <traffic-class> <priority-queue>
[R5 A—%—]
<traffic-class> NSTa4v IS RZBELET, (0-7)
<priority-queue>  FID Y TRZBEEZIRELFT,
(low: RAE DB normal : B E DBSEE high: & L MBS,
highest: == DEILE)
(T4 FEEE]
IART low
(22> FE—F]
Global configuration
[a< > Kol

BS-G2024MR (config)# cos 5 high
BS-G2024MR (config) #
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QoS av UK
traffic-priority

R—hDBEEZRETEET, AEER TS AV T —EFBWTVIT T
L—LAICERYT 2BEETT,

[2<> FOEX]
traffic-priority <priority-queue>
(185 A—%—]
<priority-queue> EID Y THBEEZIEELET,
(low : RIEDBIEE  normal 1B E OBSLE. high: & WMEEE.
highest: f=im DEIEE)
(T4 FEEE]
ZIR— K~ low ICRESNTWET
(22> FE—F]
Interface configuration
[2< > Fofl]

BS-G2024MR (config-if)# traffic-priority highest
BS-G2024MR (config-if) #

Layer3-mode
IP /Xy NS 2BEAIE% DSCP ICEDWTITSH. TOS IcEDWTIT5h %%
ELET,

[a<2 FoiEx]
layer3-mode <mode>
[R5 A—=4%2—]
<mode> Diffserv ~ DSCP % JTICEBHMBEETWET,
TOS IP Precedence % JOICBAAEBZITVWE T,

(724 FEERE]

Diffserv
[a<>Y FE—F]

Global configuration
(2= Fofl]

BS-G2024MR (config) # layer3-mode TOS
BS-G2024MR (config) #
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diffserv
DSCPE%Z 4 BRBED T4 AU T+ —ICEIDHTET,
[Za<2 FoEX]
diffserv <DSCP> <priority-queue>
[R5 A—=4—]
<DSCP> 0-63 M DSCP fEZEEL X T,
<priority-queue>  FID Y THBEEZIEELE,
(low : RIEDBICE  normal 1B E OBEILE. high: & WMEBELE.
highest: f=i=m DEILE)
(Fo4)L FEE])
IART low
(27> FE—F]
Global configuration
[a<> FofHl]

BS-G2024MR (config) # diffserve 5 normal
BS-G2024MR (config) #

tos
TOS (IP precedence) fE%Z 4 RBED T4 A VT 1+ —ICEIDHTET,
[2<> FOEX]
tos <tos> <priority-queue>
(185 A—%—]
<tos> 0-7 M TOS(IP precedence) fEZIEEL £ T
<priority-queue> BN Y THBEEZIREL I,
(low: RIE DB E . normal : B E DBSTE high: & LMBSEE,
highest: = DEILE)
(774 FE&E]
IART low
(27> FE—F]
Global configuration
(E=I=RNT)|

BS-G2024MR (config)# tos 5 low
BS-G2024MR (config) #
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queue-mode
ALRIVTSAA )T —Fa2a—DRT V21— ) VI HEZEELET,
[2<> FoExX]
queue-mode <mode>
[R5 A—4—]

<mode> WIT Weighted Round Robin (LK B F 21— TV a1—Y
VIEITWET,
strict:  BEEOEVWF1—NSIEFICHAINET,

(T4 rEE]
strict
(27> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # queue-mode wrr
BS-G2024MR (config) #
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show cos
CoS [BHRERNRNCEET,
(27> FO#X]
show cos
[R5 A—%—]
AN
(F7+4L rEEE]
AN
(27> FE—F]
Privileged EXEC
(E=IEANOLT)

BS-G2024MR# show cos

TrafficClass Priority

SO Uk WN RO
I
o
B

BS-G2024MR#
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QoS av UK

show layer3-mode
P /X7y N OBEBNBAENRRINES,
[2<> FoExX]

show layer3-mode
[R5 A—4—]

AN
(F7+4L rEEE]

AN
(27> FE—F]

Privileged EXEC
[a<> Fofl)

BS-G2024MR# show layer3-mode

Layer 3 priority mode is TOS

BS-G2024MR#
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show diffserv
DiffServ(DSCP) DR ENBEZR RN TE=ET,

[2< > FOEX]
show diffserv

[R5 A—%—]
U
[(Fo+ L FEE]
U

(27> FE—F]
Privileged configuration command

[2<> FOHI)

BS-G2024MR# show diffserv
DSCP Priority

O VW owWwJ0 U WwWNhEFE O
I =
(o] o)
= =

=

<KL B@HPA >>>>>

57 low
58 low
59 low
60 low
61 low
62 low
63 low

BS-G2024MR#
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show tos

QoS avw vk

TOS(IP precedence) DEERNBZRRCE XTI,

[2<> FoExX]
show tos
[R5 A—%—]
AN
(F7+4L rEEE]
AN
(27> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show tos

TOS-IP precedence

Routine-000
Priority-001
Immediate-010
Flash-011

Flash Override-100
CRITIC/ECP-101
Internet Control-110
Network Control-111
BS-G2024MR#

Priority
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show queue-mode
F1—RTI1-V VI DRERNBRERRCEEY,
[2<> FoExX]
show queue-mode

[R5 A—%—]
U
[Fo+L FEE]
U

(22> FE—F]
Privileged EXEC
[a<> Fofl)

BS-G2024MR# show queue-mode

Queue scheduling mode is Strict
BS-G2024MR#
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Radius a<w> K

Radius a<v > F

XLLT%*?émaz$§muﬁiéu74/ﬁuﬂ%Rmmmﬂ N—REICTRLEIES
RE TYLIEEES02.1X #EofeiR—bEFaUTF 4 —REIF. TR—bEF2UF70—IT VK,
(P.145) TREEHB I HR>TLEE L,

system radius server-ip
Radius F—/\—D IP Z&KETE £ T,

[a<> Fo#ExX]
system radius server-ip <ip>
[N A—=45—]
<ip> Radius U—/\—D P P RLAZHRELEX T,
[(Fo4IL FEEE])
1.1.1.1
(27> FE—F]
Global configuration
[2< > Fofl]

BS-G2024MR (config) # system radius server-ip 192.168.1.139
BS-G2024MR (config) #

system radius shared-secret
Radius D¥—J L v hF—%HRELFT,

[a<> FoExX]
system radius shared-secret <key>
(/85 A—4—]
<key> Y=U Ly b F—EFAREFE N7 (TP
&'—I\—)20 X?—MWTEQEL/&?O

(T4 rFEE]
U
(27> FE—F]
Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # system radius shared-secret abcde
BS-G2024MR (config) #
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system radius authen-mode
A—Y-—O74 VRBOBAEE—RZRELE T,
[2<> FoExX]
system radius authen-mode <mode>
[(RFA—5—]
<mode>  local: AEEAITOHRAZITWE T,

local-then-remote:

E_'?‘)J LL$§ZDDT u:unIE%TTl/\quE%EﬂZ lJ ﬁ_

EIL;‘EIE%TT WX9,
remote: RADIUS FREED AITWEK T,

(774 FE&E]

local
EEPLED

Global configuration

[3<> Kol

A l& RADIUS

BS-G2024MR (config) # system radius authen-mode local
BS-G2024MR (config) #

O BEARIF. PAPDAYR—FLTLET,

0O B4 va—¥—Ixtd % RADIUS R3EI& Y E— +B S A > (WEB F7I& TELNET) I
L THMT, RS-232C (avyY—IL) AT A 29 55E(E RADIUS BRBEEIFTLEE

Ao

0 RADIUS MR EMNAIL show running-config ANV K (P75) A< RTHRATEEY,
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R—btFay7s—avF
R—bEFaYyTs—av2Fk
dot1x accounting enable / dot1x accounting disable
Accounting EBEZ B / EMICEHREL X T,
(27> FOHEX]
dot1x accounting <state>
({52 —%—)

<state> enable Accounting BEEZBMICLE T,
disable Accounting BEREZ FENIC LE T,

(724 bEERE]

disable (#E3)
[a<>Y FE—F]

Global configuration
(<> Fofl]

BS-G2024MR (config) # dotlx accounting enable
BS-G2024MR (config) #

dot1x foward enable / dot1x foward disable
R—bEFa T —EENEHDIFE. FE U EAP 7 L —LAZEET DAL
BYMELIENCLET,
[a<2 FotEX]

dot1x foward <state>
(/85 A—%—]

<state> enable EXREAMCLES,

disable BEXEEEMCLUET,

(7274 FEEE]

disable (&%)
[2< 2 FE—F]

Global configuration
[ E=I=R N

BS-G2024MR (config)# dotlx foward enable
BS-G2024MR (config) #

BS-G2024MR/BS-G2016MR 1) 7 7 LY A HA K I 145



FIE AVVRIA A E—T—R
dot1x server enable / dot1x server disable
75’(7') r.uL,\nIE-U— /\ %ﬁ)‘i}/ﬁ j_”t- Ebi—g_o
[a< > FD#EX]
dot1x server <state>
[T A—%—]
<state> enable T34 ) =i —N\—=FBMWLET,
disable 75 ’f ~ U nlL;\nIE-'j- /\ % ﬂE)d_] L’ i 3_0

(774 FE&RE]

enable (B%h)
(27> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # dotlx server enable
BS-G2024MR (config) #

dot1x server-ip
Y AVRBREER—NTRIAT 2 EEDREAT—/N\— (TZ14YU—) DIPFRLZR
ERELET,

[a<> FoExX]
dot1x server-ip <ip-address>
[(RFA—5—]
<ip-address> To2AR)—FRET—N—DIP7RLRZEELFT,
(F74L FEEE]
1.1.1.1
(27> FE—F]
Global configuration
[a<> Fofl)

BS-G2024MR (config)# dotlx server-ip 192.168.1.100
BS-G2024MR (config) #
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dot1x server-port
75’(7') r.uL,\nIE-U— JN— @/T\ I\%F% Ebi—g—o
[2<> FoExX]

dot1x server-port <port>
(185 A—%—]

<port> 774 =BT —/N\—DR— b~ FES (1-65535) #BEL £,
(F74L EEE]

1812
(27> FE—F]

Global configuration
[a<> Fofl)

BS-G2024MR (config)# dotlx server-port 1812
BS-G2024MR (config) #

dot1x shared-secret
754 ) —5FEE Y —/\—® Shared Secret #HTFULFX Y,

[2<> FOEX]
dot1x shared-secret <string>
(RS A—-%5—]
<string> 774~ —FEEY — /D shared secret ZFARHF."-" (J\1 7
I (P =N 20 XFRINTERELE T,

(774 FE&E]

BU
(22> FE—F]

Global configuration
[a<> Fofl)

BS-G2024MR (config) # dotlx shared-secret buffalo secret
BS-G2024MR (config) #
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dot1x secserver enable / dot1x secserver disable
tjj‘/QU r.uL,\nIE-U— /\ %ﬁ)‘i}/ﬁ j_”t- Ebig—o
[a<Y FO#EX]
dot1x secserver <state>
[R5 A—%—]
<state> enable ThHYFY - —NN—ZFMCUET,
disable ThYHF Y- —NN—FECLET,

(774 FE&RE]

disable (&%)
(27> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # dotlx secserver disable
BS-G2024MR (config) #

O 160 RADIUS —/"\—%FERATHLEE. T54 <) —RADIUS —/\—Z&EEL TL
Z&L,

dot1x sec-server-ip
XY AV EZNR—NTRIAT 2 EEOREAT—/N— (EHYFU—) DIPTRLZR
ZRELET,

(27> FOHExX]
dot1x sec-server-ip <ip-address>
(85 A—4—]
<ip-address> TAVE ) —FREAT—NN—DIP PRLAZEELET,
(774 hEEE]
1.1.1.1
(22> FE—F]
Global configuration
[a<> Fofl]

BS-G2024MR (config)# dotlx sec-server-ip 192.168.0.10
BS-G2024MR (config) #
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dot1x sec-server-port
THhoF) Y —N—DR— BESERXRELET,
[2<> FoExX]

dot1x sec-server-port <port_number>
[(RFA—5—]

<port_number> AV —BIH —/N\—DR— bk (1-65535) B EIEE

ER

(774 FEEE]

1812
(27> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config)# dotlx sec-server-port 1812
BS-G2024MR (config) #

dot1x sec-shared-secret
T hHoH Y —EREF —/\—® Shared Secret X TEL X T,

[2<> FoExX]
dot1x sec-shared-secret <string>
[(RFA—5—]
<string> AV ) —FBELY —/\—D shared secret Z FBFEF."-" (J\
A7) (T —=R=)20 XFUATEELZXT,

(774 FE&E]

AN
(22> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # dotlx sec-shared-secret buffalo secret
BS-G2024MR (config) #
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dot1x timeout
REET —NN—DBIEEDBRWEEDT A L7 U NEFEZRELE I,
[2<> FoExX]
dot1x timeout <timeout>
(185 A—%—]
<timeout> WA —NN—DF A L7 MR ~60(#)) ZIBEL X
ER

(774 FE&E]
10(#)
(A< FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # dotlx timeout 6
BS-G2024MR (config) #

dot1x retry-count
T —N—DEREDLBVNEZEDY MM EZREL XTI,

[2<> FoExX]
dot1x retry-count <retry-count>
[(RF5A—5—]
<retry-count> UNZAEIE0-10)ZEELET,
(774 FE&E]
2([@)
(27> FE—F]
Global configuration

[2<> FOHI)

BS-G2024MR (config)# dotlx retry-count 5
BS-G2024MR (config) #
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dot1x re-authenperiod
FEEEHDI AT NMCBRIAZERT X TOREAZRELES,
[2<> FoExX]

dot1x re_authenperiod <period>
[(RFA—5—]

<period> BRI ZERYT 2 X TORHE(1-65535(M)) ZIEL X I,
(F74L EEE]

3600 (1)
(27> FE—F]

Global configuration
[a<> Fofl)

BS-G2024MR (config)# dotlx re-authenperiod 60
BS-G2024MR (config) #

¥ U —/\—MH5 Session-Timeout HNMEE SN TVWBIHE. T—/N—DREIC LD WVWET,

dot1x termination-action
EREE Y —/\—H 5 38%E & 117z Termination-Action BIEICES £ SICT BIHE SHHKRE
LEYd, 2L, Y —/\—H 5 Termination-Action NMBHIE N TWBIZBEICRD £9,
[a< > FD#EX]

dot1x termination-action <state>

[R5 A—%2—]
<state> enable SREE T —/\—D 5157 & 1172 Termination-Action
BHICESKSICLET,
disable FREE Y —/\—DH 5 1E%E 7172 Termination-Action
BHEEZEREUET,

[F7+IL FRE]

disable (££%h)
[3<2 FE—F]

Global configuration

[3<> Kol

BS-G2024MR (config)# dotlx termination-action enable
BS-G2024MR (config) #
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dot1x port-control enable
R=—KZERR—bEFa2UTFr—ZBMCLET,
[2<> FOEX]

dot1x port-control enable

[R5 A—%—]
U
[Fo+L FEE]
i)

(22> FE—F]
Interface configuration

[2< > FOHFI)

BS-G2024MR (config-if)# dotlx port-control enable
BS-G2024MR (config-if)#

dot1x mac-control enable
MAC 7 RLAZEICR—bEF2UTa—ZBMCLET,

[a< > FD#EX]
dot1x mac-control enable

(185 A—4—]
U
(774 FEEE]
£

[a<>2 FE—F]
Interface configuration

[3<> Kol

BS-G2024MR (config-if)# dotlx mac-control enable
BS-G2024MR (config-if) #
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dot1x disable
BIR—bDEF2Y 50— (IEEE802.1X 85E) #&EMICLET,
(27> FO#xX]

dot1x disable
[T A—%—]

U
[F7+I FEERE]

23]
[a<2 FE—F]

Interface configuration
[2<> FOHI)

BS-G2024MR (config-if)# dotlx disable
BS-G2024MR (config-if)#
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show dot1x
R—htEFa1V7s—ICETIERZRRULET,
[2<> FoExX]

show dot1x
(185 A—%—]

AN
(F7+L rEEE]

AN
(22> FE—F]

Privileged EXEC
[a<> Fofl)

BS-G2024MR# show dotlx

Accounting Status is Disable
serverenable Status is Enable
Authenticator Server IP is 1.1.1.1
Authenticator Server Port is 1812
Authenticator shared secret is

second serverenable Status is Disable
Authenticator Second Server IP is 1.1.1.1
Authenticator Second Server Port is 1812
Authenticator second shared secret is
802.1x server timeout is 10

802.1x server retry count is 2

Reauthentication Timer is 3600 seconds

<LK BmYPAK >>>>>

Port 802.1x Port Control
1/1 Disabled
1/2 Disabled
1/3 Disabled

<LK BYPAK >>>>>

1/22 Disabled
1/23 Disabled
1/24 Disabled

BS-G2024MR#
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show sntp
SNTP DREBHRVRERZZRRLEXT,

(27> FOExX]
show sntp

[T A—52—]
AN

(774 L FRE]
U

(22> FE—F]
Privileged EXEC

[a<> Fofl]

SNTP v >k

BS-G2024MR# show sntp

SNTP Status : Disable

Date ( YYYY/MM/DD ) : 1900/01/01 Monday
Time ( HH:MM:SS ) : 01:00:05

SNTP Server IP : 0.0.0.0

SNTP Polling Interval : 1440 Min

Time Zone : 4 JP (Asia/Tokyo)

BS-G2024MR#

BS-G2024MR/BS-G2016MR |) 77 LY X A K I 155



¥£3E avURSAA V8 —TI—R

system sntp enable / system sntp disable

SNTP #aexE% /EHICLE T,

¥ SNTP 2R LRSS AEENEIH U EZIC1900FE 1 B 1HIBOD OMARESN. C
OEftERSICHIY NENET,

[a<> FoExX]
system sntp <state>

[(RFA—5—]
enable SNTP HREEHMICLE T
disable SNTP #pex FEIc LET,
[(F7+ILFEE])
disable (ZE%))

(22> FE—F]
Global configuration
[2a< > Fofl]

BS-G2024MR (config) # system sntp enable
BS-G2024MR (config) #

system sntp server-ip
NTP H—/X\—D P PRLRAZHELF T,

[a<> FoExX]
system sntp server-ip <ip-address>
(/85 A—4—]
<ip-address> NTP H—/R—D TP 7P RLRAZIBELET,
(F7+L FEEE]
0.0.0.0
(22> FE—F]
Global configuration
[a<> Fofl])

BS-G2024MR (config)# system sntp server-ip 192.168.1.48
BS-G2024MR (config) #

O BZELEARIF. A=a—a 22 —Txz—X (SNTP DFRE (P.24)) THRETEET,
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system sntp max-resync-time
NTP U —N\— L ZWEDLE 2EREZREEM TEHRELE T,
[2<> FoExX]

system sntp max-resync-time <time>
[(RFA—5—]

<time> NTP H—/\—IciXZMW\WEhE 2R (KE) ZEEL X

9o (1~24)

(774 FE&RE]

24 ()
(22> FE—F]

Global configuration

[2< > FOHI]

BS-G2024MR (config) # system sntp max-resync-time 20
BS-G2024MR (config) #

O ZELEARIF. A=a—a 22 —Tx—X (SNTP DERE (P.24)) THRETEET,

system sntp time-zone
AL —VEFRELET,
(27> FOEX]
system sntp time-zone <time-zone>

(RS A—%5—]
<time-zone> AL —VEEBELET,
HRECE2HEF UTOED T ZNZNHDY —LY —VICHBLET,
0 CN (Asia/Hong_Kong)
1 DE (Europe/Berlin)
2 FR (Europe/Paris)
3 GB (Europe/London)
4 JP (Asia/Tokyo)
5 KR (Asia/Seoul)
6 TW (Asia/Taipei)
7 US (America/New_York)
8 US (America/Chicago)
9 US (America/Phoenix)
10 US (America/Los_Angeles)
11 US (America/Anchorage)
12 GMT-12
13 GMT-11
14 GMT-10 (Hawaii)
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

[F74IL FRE]
4

(22> FE—F]

GMT-9 (Alaska)

GMT-8 (Pacific Standard Time)
GMT-7

GMT-6 (Central Standard Time)
GMT-5 (Eastern Standard Time)
GMT-4 (Atlantic Time)

GMT-3 (Greenland)

GMT-2 (Atlantic Standard Time)
GMT-1 (Azores)

GMT (London)

GMT+1 (Rome/Paris)

GMT+2 (Athens)

GMT+3 (Nairobi)

GMT+4 (Abu Dhabi)

GMT+5 (Islamabad)

GMT+6 (Astana)

GMT+7 (Bangkok)

GMT+S8 (Beijing/Shanghai)
GMT+9 (Tokyo/Seoul)
GMT+10 (Sydney/Vladivostok)
GMT+11 (New Caledonia)
GMT+12 (Wellington)

JP(Asia/Tokyo)

Global configuration

[2< > FOfI]

BS-G2024MR (config) # system sntp time-zone 0
BS-G2024MR (config) #
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IGMP o< >k

show igmp
IGMP AX—EV 7 DOREBHREZRTLE T,
[a< > FoiEX]
show igmp
[N A—=452—]
U
(FI4)L FEEE])
BRU
(22> FE—F]
Privileged EXEC
[2a< > Fofl]

BS-G2024MR# show igmp

IGMP Status: Disable

Host Port Age-Out Time: 260
Router Port Age-Out Time: 125
BS-G2024MR#

system igmpsnooping enable / system igmpsnooping disable
IGMP AX—E Y THEEZHN / EMCLET,

[a<> FoExX]
system igmpsnooping <state>

[(RFA—5—]
enable IGMP A X —E > JHReE /M LET,
disable IGMP A X —E Y TSR ZB\MICLET,
(F7+)LFEE])
disable (ZE%))

(22> FE—F]
Global configuration

[Z2< > FOHI]

BS-G2024MR (config) # system igmpsnooping enable
BS-G2024MR (config) #

BS-G2024MR/BS-G2016MR 1) 7 7 LY A HA K I 159



EI3E AXUKRFAAUE—T—R
system igmpsnooping hostportage
IGMP AX—EV T DIRANTA L7 NEFEZERELE T,
[2<> FoExX]
system igmpsnooping hostportage <period>
[(RFA—5—]
<period> IGMP A X—E V7 DIRA NS A L7 D N (130-1225(F)) %
BELXT,
(774 FE&E]
260 (1)
(22> FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # system igmpsnooping hostportage 300
BS-G2024MR (config) #

O 24 L7 CEBZERET DICZIE. H5H L system igmpsnooping enable I > K
(P159) T. IGMP RX—E UV #EEZEB ML THEBELRHY FT,

system igmpsnooping routerportage
IGMP A X —EY T DI —F—R—r DI A LTI NEEZERELE T,

[2<> FoExX]
system igmpsnooping routerportage <period>
[(RFA—5—]
<period> IGMP A X —EY T DIL—F —R— kD% A L7 T ~EfE (60-
600(#)) ZRELE T,

(774 FEEE]
125 (%)
(A< FE—F]
Global configuration

[2< > FOHI]

BS-G2024MR (config) # system igmpsnooping routerportage 180
BS-G2024MR (config) #

O BAL7H EMERET HIZIE. H5H L system igmpsnooping enable 37 > K
(P159) T. IGMP RAX—E v H#EEEH/ ML THEBENHY T,
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VRTLAGaATUFR
M YZRF LAY AT REMES I G Syslog ¥ —/\—DBETT,
system log remote-enable / remote-disable
A7 ERD Syslog B —/N—ADEXEZBFMICULET,

(2= > FoExX]

system log remote-enable
system log remote-disable

(185 A—5—]

remote-enable AJBED Syslog H—/N\—A\DEEZBMICLET,
remote-disable A7 EHRD Syslog H—/N—ADELXEZFEMICLET,

(F7+L rEEE]
remote-enable (5 %)
(A< FE—F]
Global configuration

[2<> FOHI)

BS-G2024MR (config)# system log remote-enable
BS-G2024MR (config) #

system log ip
Syslog —/X\—D P P RLAZRELET,

[2<> FOEX]
system log ip <ip-address>
(RS A—-%5—]
<ip-address> Syslog —/\—D P P RLAZEELET,
(774 E&E]
0.0.0.0
(27> FE—F]
Global configuration
(2= > FoHl]

BS-G2024MR (config) # system log ip 192.168.1.250
BS-G2024MR (config) #
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system log with-name / system log without-name
Syslog H —/\—~EE T ZOVBRIC. 21 Y FLESDEINESHERELET,

(27> FoEX]

system log with-name
system log without-name

(185 A—%—]

AN
(F74L rEEE]

system log without-name (R 1 v FEAZ & HEW)
(22> FE—F]

Global configuration

[2< > FOHI]

BS-G2024MR (config)# system log with-name
BS-G2024MR (config) #

system log config-facility
HREICET 2O DA T, Syslog —/\—Erxkd 207 DFEFE (notice/information)
ZRELET,
(37> FoExX]
system log config-facility <mode>

[R5 A—%—]
<mode> no: HEXEUEF A
information:  information ICBE9 207 DA ZEEULE T,
notice: notice [CBT 2O/ DHZEIEL £T,

noticetinfo: IARTOOV%EEXEULET,
(774U FERFE]
notice+info
(3% RE—F]
Global configuration

(3= Kol

BS-G2024MR (config) # system log config-facility notice+info
BS-G2024MR (config) #
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system log auth-facility
REEICBET 207 DF T, Syslog H—/\—AE5%£ 9 507 DFEFE (notice/information)
ZRELEXY,
[a< > FoExX]
system log auth-facility <mode>

[R5 A—%—]
<mode> no: EXUEXEF A
information:  information ICBE9 207 DA ZEEULE T,
notice: notice [CBT 2O/ DHZEIEXEL £T,

noticetinfo: IARTOOVZEEULET,
(774U ERFE]
notice+info
(3% RE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # system log auth-facility notice+info
BS-G2024MR (config) #

system log device-facility
TINA RICEET 2O DH T, Syslog T—/N\—AERiXT D07 DIELE (notice/
information) ZFREUL ET,
[a<> Fo#ExX]
system log device-facility <mode>

[N A—=42—]
<mode> no: X LUFEF A
information:  information [CBE g 2O DA ZEIXL £,
notice: notice ICBAT A7 DHZEXEL £,

notice+info: IANTOATZEZELET,
(774 FE&E]
notice+info
(27> FE—F]
Global configuration

[2<> FDHI)

BS-G2024MR (config)# system log device-facility notice+info
BS-G2024MR (config) #
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system log system-facility

YRFLICBETBZAT DR T, Syslog U —/N\—AEXT 207 DIELE (notice/
information) ZEREUL £T,

[a<> FoExX]
system log system-facility <mode>

[R5 A—%—]
<mode> no: EXUEXREF A
information:  information ICEE9 207 DA ZEEULE T,
notice: notice [CBT 2O/ DAHZEIEXEL ET,

noticetinfo: IRTOOVZEEULET,
[T+ FERE]
notice+info
[a<> FE—F]
Global configuration

[3<> Kol

BS-G2024MR (config) # system log system-facility notice+info
BS-G2024MR (config) #

show log
AEREDY AT LAV ZRTRTEET,
[a<> FoExX]
show log
(/185 A—4—]
AN
(F74L FEEE]
AN
(22> FE—F]
Privileged EXEC
[a<> Fofl]

BS-G2024MR# show log

(1) Thu Jan 01 00:00:32 1900 Notice:Warm start
(2) Thu Jan 01 00:00:32 1900 Notice:Login from telnet (IP:192.168.1.1)

BS-G2024MR#
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IL—T&EHEaT R
show loop-detection
—TREHBEE DR EBERERRLET,

[a<> Fo#ExX]
show loop-detection

(RS A—4—]
U
[T+ FERE]
ANV

(27> FE—F]
Privileged EXEC
[2a< > Fofl]

BS-G2024MR (config) # show loop-detection

LOOP Detection: Enable

Trash Limit: 10 seconds
Detected Action: Port-Disable
Trash Timeout: 60 seconds

BS-G2024MR (config) #

loop-detection enable / loop-detection disable
I— TR EBEEDBY /B ERELE T,
(2= FO#X]

loop-detection <state>

(552 —5—]
enable IW—THREEEZEMICLET,
disable V=T RIEHREE BRI LE T,
(724 hEEE]
disable (&%)

(27> FE—F]
Global configuration
[a<> Fofl]

BS-G2024MR (config)# loop-detecton enable
BS-G2024MR (config) #
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detected-action
=" B UIBROEEZRELE T,

[Z< > FO#EX]
detected-action <action>

[R5 A—%2—]
<action> none: J—7REFICMAETVWER A
port-disable: JL—7HRHBRFICIL—THEEL TWBR—h%Z
ERTLET,

(774 FEEE]

port-disable JL— 7HRERFIC. IL—THEREL TWBR— NZEUFT)
(27> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # detected-action port-disable
BS-G2024MR (config) #

thrash-limit
J—7RHICAWS MAC 7 KL ZDBEIEEH (LEWME) #RELET,
ULEWVMEZRBZRDE, L—TERBEINET,

[a<> FoExX]
thrash-limit <integer>
(/85 A—45—]
<integer> IL—7BRHICAWS MAC 7 R L XDEEIEIE (10 ~ 255)
ERELET,

(774 FEEE]

10
(27> FE—F]

Global configuration
[a<> Fofl]

BS-G2024MR (config) # thrash-limit 30
BS-G2024MR (config) #
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thrash-timeout
=% UBRICR— h 2B 268 (#) 2%ELET,

[Z< > FO#EX]
thrash-timeout <seconds>
[T A—%—]
<seconds> JL— TR RIS R — b &R DR (1 ~ 65535 () &
BEULET,
[F74I FEERE]
60
(27> FE—F]
Global configuration
[2< > FOHI]

BS-G2024MR (config)# thrash-timeout 60
BS-G2024MR (config) #
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MEMO
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